LChapter 10: React API Integrationi

10.1 Frontend-Backend Communfcaﬁon.

'10 1.1 What is API? |

¥ API (Apphcatlon Programming Interface) is a set of rules
that allows different software applications to communicate
with each other.

% It acts as a bridge between the frontend (React) and
backend (server / database).

% Using APIs, the frontend can send data to the backend
and receive data from the backend.

% APIs make it possible to build dynamic and interactive web applications.

Backend

| 10.1.2 2 How Frontend-Backend Communication Works? \

The commumcahon happens in the folfowmg ffow

1 Dlser 2. React sends 3. Backend 4. Backend 5. React

interacts with a: F{‘P-PAFFE’I quest roc;ss(e; the sends a response “Rf:ti; the Ul
o the request (business with the

ek W1 (Backend) loglc database) (JSON data) received data

Key Points:
[V] Frontend and backend communicate using HTTP/HTTPS.
[¥] Data is sent in JSON format (most common).

[V] APIs can be RESTful APIs or GraphQL APIs.
V] This helps in building scalable, secure and maintainable applications.

JSON

{

s "id": 1,
. "name": "React"”,
: “"status": "active”

}

(10.1.3 Types of APIs |
There are diffemnt types of APIs used in web development:

- 1. REST APLs | \ A 2. GraphQL APIs | :
* Most popun'ar type of APL ¥ Allows client to request only the data they need.
% Uses standard HTTP methods % More flexible and efficient than REST.

(GET, POST, PUT, DELETE). % Reduces over-fetching and under- fetchmg
¥ Simple, stateless and easy to use. of data.
% Used widely in modern web applications. Il % Growing in popularity with modern applications.

Key Takeaway:

.

~

APIs are the backbone of modern web applications. They help React
communicate with the backend, receive data, and render dynamic content
in a smooth and efficient way.




10.2 REST APIs

110.2.1 What is REST API? |

% REST (Representational State Transfer) is an architectural style
for designing networked applications.

% REST APIs use HTTP methods to perform CRUD operations.

% It is stateless, meaning each request from client to server must

contain all the information needed fo understand the request.  fEEe=SS  Response
% Data is exchanged in standard formats like JSON or XML. Client (JSON) REST API
% It is lightweight, scalable and easy to integrate. Server
Key Points:

[¥] REST uses standard HTTP methods.
|2[ It is stateless.

[ Data is exchanged in JSON format.
M It follows o client-server architecture.

110.2.2 HTTP Methods in REST APIs |

Method Purpose Description Example

GET Read Fetch data from the server GET /api/users
POST Create Send data to server to create a new resource | POST /api/users

PUT Update Update an existing resource completely PUT /api/users/1
PATCH Partiol Updute | Update an existing resource: partially PATCH /api/users/1
DELETE Delete Delete a resource from the server DELETE /api/users/1 |

10.2.3 REST API Structure

‘ https:// ’—P| api.example.com I—bl /api J—b[ /users J—Pl 71 I—D-I ?page=1 ]

Protocol Domain Base Path Endpoint Resource ID Query Params RE
(HTTPS) (Server Address) (API Prefix) (Resource) (Optional) (Optional)

{10.2.4 Example: GET Request ‘
% When we send a GET request to fetch users. N
% Request URL: https://api.example.com/api/users
% Response (JSON): { }
JSON data
[ {"id": 1, "name”: “Alice”, “email”: "alice@gmail.com” },
[ { "id": 2, “name”: "Bob”, “email”: "bob@gmail.com” } ] J } returned by JSON

the server

Keg Takeaway:

0 I " REST APIs allow React applications to perform CRUD operations by sending
@ HTTP requests and receiving data in JSON format.




10.3 Fetch API

1 10.3.1 What is Fetch API?

% Fetch API is a modern JavaScrEpf API used to make HTTP

requests from the browser.

* It provides an easy and powerful'. way to send and receive

data from a server.

% Fetch returns Promises, making it easy to handle

a.synchmnous opemf.ions !

%* It is supported by all modern browsers.
Key Points:

Requesi
o000 (H-Ir—rp)
& |
[B] «————
Response
BFOWSEF (JSONJ sewer
(Fetch API) (API)

[V] Fetch API is used to make HTTP requests.
[ It returns Promises.

4 It can handle JSON, text, files and more.
E It is easy to use and widef.y supported.

fetch()

returns

Promise

&

10.3.2 Basic Synﬁa.x

fetch(url, options)
.then(response => response. json())
.then(data => {
// use data
}
.catch(error => {
// handle error
});

IR IR 2R 2R

__10.3.3 Exam_pie: GET Req_uestl

#* Let's fetch a list of users from an APL
%* API: hitps://jsonplaceholder.typicode.com/users

-

fetch('https://jsonplaceholder. typicode.com/users’)
.then(response => response. json())
.then(data => {
console.log(data); // display users in console
})
.catch(error => {
console.error( 'Error:', error); // handle error

});

.

110.3.4 Request Methods with Fetch

url — The API endpoint.

options —» (Optional) method, headers, body, etc.
response —» The response from the server.
response. json() — Converts response to JSON.
data — The data received from the server.

catch() —» Handles errors.

Output (JSON Data)

p <
[
{ "id": 1, "name”: "Leanne Graham”, N
“email”: "leanne@gmail.com”, ... }, { }
{ "id": 2, "name”: "Ervin Howell",
"email”: "ervin@gmail.com”, ... } JSON
]

[ Method Use Example in Fetch
GET Get data from the server fetch('/api/data’)
POST Send data to create a resource | fetch('/api/data’, { method: 'POST', body: data })
PUT Update an existing resource fetch('/api/data/1’, { method: 'PUT’, body: data })
DELETE Delete a resource fefchf'/ﬂpi/dafa/l', { method: 'DELETE' }) J
Key Takeaway:
F R : Y Fetch API makes it simple to communicate with APIs. It is promise-based,
@ supporf:s various HTTP methods and works smooth!y with JSON data.

&9




10.4 Axios

10.4.1 What is Axios?|

LS

% Axios is a popular JavaScript library used to make HTTP Request
requests from the browser or Node.js. (HTTP)

% It is promise-based, easy to use and feature-rich. @ —

% Axios works in both the browser and Node.js environment.

% It automatically transforms JSON data. Response

% It has better error handling and request/response Browser (JSON) Server
interceptors. (Axios Client) (API)

Key Points:

(V] Axios is a promise-based HTTP client.

M It is easy to send async requests.

V] It automatically handles JSON data.

M It provides better error handling.

M It supports request & response interceptors.

(10.4.2_Bosc Spior

axios(config) — axios(config) —> Sends the request with the given
.then(response => { configuration.
// handle success — response — The response object _from the server.
} ,
‘catehtesrer =» 1 — response.data —> Contains the actual response data.
// handle error — response.status —» Contains the HTTP status code.
| 1 ) — catch(error) — Handles any error that occurs.
i10.4.3 Example: GET Request ‘
% Let's fetch a list of users using Axios. Output (JSON Data)
% API: hitps://jsonplaceholder.typicode.com/users [ (
r \ "id": 1,
axios.get( 'https://jsonplaceholder.typicode.com/users’) -':mm-; *Laanne Grihem”,
.then(response => { "email”: “leanne@gmail.com”, ...
console.log(response.data); // display users 3 { }
{
}) Sidhs o2
.catch(error => { “name”: “Ervin Howell", TSON
console.error('Error:', error); // handle error } email”:  “ervin@gmail.com”,
}); J
.-L — =) &
110.4.4 HTTP Methods with Axios |
[ Method Use Example in Axios
GET Get data from the server axios.get('/api/users’) - API }
POST Send data to create a resource axios.post('/api/users’, data) O
PUT Update an existing resource axios.put('/api/users/1', data) ‘ ﬁ.
PATCH Partially update an existing resource | axios.patch('/api/users/1', data)
DELETE Delete a resource axios.delete('/api/users/1"') )

Key Takeaway:

Y Axios makes it easy to communicate with APIs. It is simple, has powerful
@ feafures and improves code readabiiiiy and muinta.ina.bil'.if:y.




10.5 GET Requests

(10.5.1 What is GET Request? |

GET Request
% GET is an HTTP method used to retrieve data from the server. /api/users
% It does not send data in the body.
% Data is sent in the URL as query parameters.
% It is safe and idempotent, meaning it does not Response
change data on the server. Client (JSON Data) Server
% It is used to read data from resources. (Browser / React) (API)

Key Points:

' [V GET is used to fetch data from the server.
[ Data is sent in the URL, not in the request body.
M It is safe (does not modify data).
|Z[ It is idempotent (same request gives same result).
M Used for retrieving lists, details, or information.

—a—

10.5.2 GET Request Structure |

Method - URL = Query Parameters - Headers Response
GET /api/resource ?key=value (Optional) (JSON Data)
i10.5,3 Example: GET Requesi ‘
' ; Output (JSON Date)
% Let's fetch a list of users from an API. . fufpu
% API: https://jsonplaceholder.typicode.com/users , Using Axios : i
Using Fetch API axios.get('https://jsonplaceholder ":in:e"{, “Lsaaia Grahan’
fetch( 'https://jsonplaceholder. typicode.com/users’) -typicode.com/users’) “email”: “leanne@gmail.com”
.then(response => response. json()) -then(response => { b
.then(data => { console.log(response.data); { e
console.log(data); // display users /7 display users _"d _2 i -
n 1 _namule _.' _Ervl..r: Howe%l oy
Sxbiifut 5 3 GitahiCariar =5 5 email”: “ervin@gmail.com
console.error('Error:', error); console.error('Error:’, error); '. 2
}); }): ]

' A a 0
.10.5.4 GET Request with Query Parameters | JSON
Example: Get posts of user with id =1 Fetch API Example Query

P te
URL with Qu.erg Dhcninabars fetch('https://jsonplaceholder. typicode. com/posts?userld=1") w&;‘ameltrs[
= .then(res => res.json()) 2
https://jsonplaceholder. typicode. com/postsPuserld=1 after 7 in
L e i .then(data => console.log(data)); the URL
| 10.5.5 Common Use Cases ;
Get aoll users Get user by ID Get posts of a user Get product details
GET /api/users GET /api/users/1 GET /api/posts?userId=1 GET /api/products/10

&28 & -

Ke y Takeaway ;

il I = GET requesf:s are used to retrieve data from the server. They are simpf.e. safe, (/\‘5
@ and send data in the URL as query _pa.ra.mef:ers. ‘—f—




10.6 POST Requesfs

110.6.1 What is POST Request?

POST Request

% POST is an HTTP method used to send data to the server. /api/users
% It sends data in the request body.
% Data is usually used to create a new resource.
% The server processes the data and returns a response. ‘R—
% It is not idempotent, meaning multiple requests 3 eiponae S

may create multiple resources. Client (JSON Data) d

(Browser / React) (API)

¥ It is commonly used for forms, registrations, logins, etc.
Key Points:

IZ' POST is used to send data to the server.

@ Data is sent in the request body.

[/] It is used to create new resources.

M It is not idempotent (multiple requests may create multiple resources). Didi iﬁt
(10.6.3 Example: POST Request |

r submitti orms, registrations, ins, i , etc.
Used ubmitting gistrat up data, etc
—p]  Tepwe @
(JSON Data)
% Let's send user data to create a new user.

% API: https://jsonplaceholder.typicode.com/users Using Axios Sample Response (JSON Data)

[ 1_0._6.2 PO_ST Re_que_sf: Sfruci:ure ]

Body
(Data to Send)
JSON Format

Method — URL s Headers
POST /api/resource (Content-Type: application/json)

Using Fetch API axios.post( ' https://jsonplaceholder. typicode. com/users’, {

fetch( https://jsonplaceholder. typicode. com/users', { { ~d": 101,
method: 'POST’, name: "John Dee',
headers: { email: ' john@example.com' “name”: “John Doe”,
‘Content-Type': ‘application/json’ 3 “email”: " john@e; .com”,
b { “ereated”: "2024-05-14T10:30:00Z"
body: JSON.stringify({ headers: {
name: ‘'John Doe’, 'Content-Type': 'application/json’ } '_B
email: ' john@example.com’ } \ J
» } { }
» )

JSON

.then(response => response.json())

.then(data => console.log(data));

\ J \ A

|10.6.4 POST Request with Form Data |

HTML Forrm JavaSeript (Using Fetch)

[ 3 i document . getElementByld( 'userForm’' ). addEventlistener( submit”,
<form id="userForm"> function(e) {

e.preventDefault();

const formData = new FormData(e.target);

.then(response => console.log(response.data));

~

FormData automatically

Cinput type="text” name="name” placeholder="Name" />

<input type="email” name="email” placeholder="Email” /> | —p» fetch(' fapifusers’, { PO Rl P 1
<button bype="submit">Submit</button> Sabhers R 4
4pe body: formData request body.
</ form> 3

.than(res => res. json())
.then{data => console.log{data)})};

}

. S

[10.6.5 Common Use Ca.sesl i

User Registration O User Login r’a
POST /api/register ﬁ) POST /api/lagin n

Upload File / Data
POST /api/upload (g }]

[ Create New Post

POST /api/posts
Key Takeaway:
_‘@'_ POST requests are used to send data to the server fo create new resources. ‘ ( ' )

Data is sent in the request badH, and the response usuaﬂy contains the created resource.




10.7 PUT Requesfs

(10.7.1 What is PUT Request? |

TR A » PUT  Request
% PUT is an HTTP method used to update an existing resource. /a.p'./users/i
% It sends data in the request body. _———
% It replaces the entire resource with the new data.
% If the resource does not exist, the server may create it. ‘m
* It is idempotent, meaning multiple identical requests Cliard (JSON Data) [
have the same effect as a single request. (Beowiser 7 Riaak) (APT)
% It is commonly used to update user profiles, records, etc.
Key Points:
[ PUT is used to update an existing resource. PUT
Eﬂduissenihﬁherequesfbody. S disad
M It replaces the entire resource. to Update
[ It is idempotent (same result for multiple identical requests). \, Existing
[ Used to update records like user profites, settings, etc. Resource o

[;10.?,2- PUT Request Sfrucﬁﬂz

Method | URL g H:mt 400 Body | Response
PUT PioiTrasmrosd ik o (Updoted Data) (TSON Data)
application/json) JSON Format

:-."LO._?.3. E_xam.o{e: PUT Reque_st"l

% Let's update user with id = 1.
Sample Response (JSON Data)

¥ API: https://jsonplaceholder.typicode.com/users/1 Uﬂng Axios >
f 3 { '
Using Fetch API axios.put( 'https://jsonplaceholder. typicode i
_fetl:h('hﬁps://jsonplncehoiigr.typicade.camfusgrs{l', { .com/users/1', { “name”: “John Doe updﬂttd',
method: 'PUT', id: 1, “username”: " johndoe”,
headers: { name: 'John Doe Updated', "email”: " john.updated@example.com
‘Content-Type': ‘application/json’ email: 'john.updated@example.com’, “address”: {
¥, username: ' johndoe' | "Nl ;
body: JSON.stringify({ ¢ Aloeet i "lipdaled Stress 129
id: 1, headers: { “city™: "New York®
name: 'John Doe Updated", 'Content-Type': ‘application/json' I8
email: 'john.updated@example.com’, } “phone”: "123-456-7890"
username: ' johndoe' B }
¥ .then(response => { kK { }
B console.log(response.data);
.then(response => response.json()) 3]
.then(data => console.log(data)); .catch{error =» console.error(error)); JSON
[10.7.4 Common Use Cases |
Update User Profile Update Account Settings Update Product Details Update Order Status
PUT /api/users/1 PUT /api/settings/1 PUT /api/products/10 PUT /api/orders/5

27 o =

KEH TﬂkEﬂWﬂH .

i - : " PUT requests are used to update existing resources by replacing them with new data. C,f\b
Data is sent in the requesf. badg, and the aperaf:r'.on is ia‘.empof‘.enf:. ‘—t




10.8 PATCH Requesfs

(10.8.1 What is PATCH Request? |
% PATCH is an HTTP method used to partially update an existing

resource.

It sends dota in the request body.

It only modifies the fields that are provided. —
Other ﬁslﬁ remadin mcha.nged. Re_sponsg
It is not I.dempaf:enf. Muf.ﬁpl'.e PATCH reques\':s may lead Client (JSON Data) Server

to different results. (Browser / React) (API)
It is used when mlg a small portion of a resource needs to

be updated.

Key Points:
PATCH is used fo partially update an existing resource.
Data is sent in the request body.
O'nf.g sFeci:fied fwf.& are uPdaied
Other fields are not affected.
It is not Edempof:enf.
Usedwhensmaﬂchmgesmnezdgd,ﬂkequdnﬂngnfewﬁeids.

PATCH Requ.esﬁ

/api/users/1
-_—)

* ¥* % K *

<

PATCH
is used to

Partially Update
an Existing

RESOLI.FCE

O

HEENAF

\

110.8.2 PATCH Request Structure |

] ] ent-Type: Fields to Upda.ba
PATCH /api/resource/{id} applicationy json) A {JSON

15_8.3 Emmpl'.e: _P;ETCH _Requ;sf ‘
* Le{’sparfhﬂyupda&iheema&ofmrw&hid'i

¥ API: https://jsonplaceholder.typicode.com/users/1 Using Axios | Sample Response (JSON Data)
Using Fetch API | axios.patch( 'https: //jsonplaceholder. typicode {'id." 1
fetch('hﬁips://jsnplaceholder.Eypicode,com/usersfl'. { .comfusers/1', { -m-:I Sl saine |GeahaiT
method: 'PATCH', email: ‘new.email@example.com’ o aRBTT S "Brelt
headers: { hA "email”: "new.email@example.com”,
‘Content-Type': ‘application/json’ headers: { b ", "1-770-736-8031 x56442",
} ‘Content-Type': ‘application/json’ "website™: hildegard.org”
body: JSON.stringify({ } - o . 4
email: 'new.email@example.com’ n } i S
9] .then(response => console.log(response.data))| .
b .catch(error => console.error(error)); { }
.then(response => response. json())
.then(data => console.log(data)); JSON
10 8.4 Common Use Cases |
Update User Email Update User Phone Update Product Price Update Order Status
PATCH /api/users/1 PATCH /api/users/1 PATCH /api/products/10 PATCH /api/orders/5
A4 5 e
L ;

10.8.5 PATCH vs PUT |
Feature PUT PATCH

PurPose U,Pdpjgs the entire resource Llpdniex an[s spec::fied ﬁe[ds

Data Sent Full resource data Partial dafa (only fields fo update)
Idempaieni Yes (Same result for multiple requests} No (May lead to different results)
Use Case Replace complete resource Modify only some fields

Key Ta.kea.wo.g :

o : " PATCH requests are used to partially vpdate existing resources.
@ Only the provided fields are updated, and other fields remain unchanged.




10.9 DELETE Requests

{10.9.1 What is DELETE Requesé?]

DELETE Request

% DELETE is an HTTP method used to remove a resource. /apt/users/l'
% It sends a request to the server to delete the specified resource. B
¥ It does not send data in the request body
# The server removes the resource and returns a response. <
% If the resource does not exist, the server may return Respon.se

an error (like 404 Not Found). Clibsd (JSON Data) Server
* It is idempoéent, meaning muiﬁ.Ple DELETE requesfs EBoiiar 7 Baaat) (APD)

have the same effect as a single request.
# Used to delete data like user accounts, posts, files, etc.

Key Points:

DELETE is used to remove a resource.

Data is not sent in the request body.

The resource is permanently removed from the server.

If the resource does not exist, it may return an error.

It is idempotent (same result for multiple identical req_uasfsl
Used to delete records like users, Fus{s, ﬁles, etc.

o«
J

1]

NENHNREE

e

(10.9.2 DELETE Request Structure |

Headers
Method URL No Body R
DELETE || /api Aid) | (C""“"E il a7 PR o [P
api/resourc application/ json) no (JSON Data)
110.9.3 Example: DELETE Requesf.}
# Let's delete a user with id = 1. SamthcspomefJSGNDah)
#* APL: hﬁps.’//’:jsmplaceﬁo[der‘igPE.code.comfusers/I Usmg Axios ( {
Using Fetch API axios.delete( " https://jsonplaceholder W 1,
fetch( 'https:// jsonplaceholder. typicode. com/users/1', { -typicode.com/users/1', { name”: "Leanne Graham®,
method: 'DELETE', headers: { “username”: "Bret”,
headers: { ‘Content-Type': ‘application/json’ “email ": 'lm@gmad.mm'
‘Content-Type': ‘application/json’ } }
} B
i) .then(response => { Note: Some APIs return the deleted
.then(response => { console. Llog( 'User deleted resource. Others may return
if (response.ok) { successfully'); 204 No Content.
console. log( "User deleted successfully’); 3
} else { .catch(error => { e { }
console.error( ' Failed te delete user'); consale.errort Failed to delete user');
}
});
b JSON
.catch(error => console.error{error));

L10.9.4 CammcE Ufe Cases ]

Delete User Delete Post Delete Comment Remove File / Data
DELETE /api/users/1 DELETE /o i posts/10 DELETE /api/comments/S DELETE /api/files/20
x &
| 10.9.5 DELETE vs Other Methods ‘

Method Purpose Data Sent Idempotent Use Case Use DELETE

GET Retrieve data No Yes Read data when you want

POST Create new resource Yes (in body) Ne Create data to permanently i

PUT Update entire resource Yes (in body) Yes Replace resource TEmaYe 2 REsauLPC _\\ 4P
PATCH Update part of resource Yes (in body) No Partial update from the server. @“
DELETE Delete resource No Yes Remove resource

Key Takeaway:
_\’_ DELETE requests are used to remove resources from the server. ] a\)
I. _— 3

They do not send data in the body and are idempotent (same effect for multiple mquesfs).




10.10 Requesf Headers

{10?1 O;:I VEat_are Re_c!_uesf H;ade-rs?_ J

¥ Requesi: headers Provide additional mformaﬁon

about the req
They are sent along with the HTTP reguesi‘..

* ¥

Headers help

the type of
Headers are

¥* ¥ *

Headers are

Key Points:

uest to the server.

the server understand the client,
data, authentication, Prefemncss, etc.

sent (n key-value pairs.

They are not visible in the URL.
opﬁonai, but some are very imPari:anf..

Client
(Browser / React)

HTTP Requﬂsf
Headers

Body (Optional)
—_—

1.--—-—-—-—-—-—-—-
Response
(JSON Data)

N HEAE

Headers send extra information about the request.
—nmg are in the format:
They are not part of the request body.

They help in content negotiation, authentication,
caching, and security.

Common headers include: Content-Type, Authorization,
Accept, User-Agent, etc.

Key : Value

Headers act like
a ﬂﬂfe frﬂm thﬂ
client to the
server.

[ E 1_ 0.2_ &mmon Requesi Headersl

Header Name Description Example Value Used For ]
Accept Specifies the type of response the client can handle application/ json Tells server the expected response format
Accept-Lanquage | Specifies the preferred lanquage(s) en-US,en; q=0.9 Content [ocalization
Content - Type Specifies the type of data in the request body application/ json Tells server the format of dafa being sent
Authorization Provides authentication credentials Bearer <token> Access proéadd resources
User -Agent Herdifies the clisnt (browser, 05, ele.) Mozilla/5.0 ... Analifics, logging, compatibility
Cache - Control Controls caching behavior no-cache Caching instructions
Origin Specifies the origin (domain) of the request https://example. com CORS (Cross-Origin Resource Sharing)
Referer Shows the URL of the page making the request | https://site.com/page | Analytics, validation, logging
Custom Headers User-defined headers X-Client-ID: 12345 Send extra custom info to the server

{10.10.3 Example: Requesf with Headers | . _
T : " Using Axios

Using Fetch API

Eequest Exnmp{e (Headers)

-

fetch('https:// jsonplaceholder. typicode. com/posts’, {

axios.get( "hitps:// jsonplaceholder.typicode

.then{response => response.json())
.then(data => console.log(data))

.catch(errer => console.error{error));

»
.cateh{error => {
console.error(error);

¥

Server

(API)

GET /posts HTTP/1.1

Origin: https://example.com

.com/posts’, { vz i
method: ‘GET', ':h n: o Host: jsonplaceholder.typicode.com
batdaras - .::s. S R s Accept: application/json
1] b LCatro son o 3 5
ettt o S S o Cmtat=Tgpe: applicotion jaon
‘Content-Type': ‘application/json', ; ) ! i X Authorization: Bearer YOUR_TOKEN
e User-Agent': 'MyReactApp/1.0
'Authorization': ‘Bearer YOUR_TOKEN_HERE', } User-Agent: MyReactApp/1.0
'User-Agent': 'MgReactApp/1.0’ n Accept-Language: en-US,en;q=0.9
} -then(response => { Cache-Control: no-cache
i) console. log(response.data);

b

(10.10.4 Best Practices |

Send onlg necessary
headers.

Y

@
[

Never expose sensitive

Use Authorization
header securely.

HTTP
Always set proper Follow CORS rules
Content - Type. when sending requests
B from frontend.
i =
[_JSON |

Keg Takeaway:

. Request headers carry important information from the client to the server.
@ ﬂtey help in authentication, content rr,egofc'aﬁon. securify, and better communication.

| G




10.11 Requesi Body

r HTTP uest
(10.11.1 What is Request Body? | Hj:q
* nwregmdbndycnnt@sthedaﬁaﬂmﬁﬁmcﬂeni
sends to the server. Body (D“-fa-J
*Itismaiﬂfgusedinmeﬁhodsﬁkamstmpﬁﬁ:ﬁ B
#* GET and DELETE requesf:s usuu.!.[y do not have a body
% The body carries the actual content (data) uf the request.
% The server reads the body to perform the required g [ —
operation. (JSON Data)
% The body is optional in some requests but mandatory (Bmwser / React) (APD)
in others dapendmg on the APL.
Key Points:
| Request body contains the data sent to the server.
E Used in POST, PUT, PAmeacmuiearupda{zdeh.
E Data is usuaﬂy in JSON or o{ﬁerfurmaf_s.
] Content-Type header tells the server the format of the body.
E GET and DELETE requests do not f.ypwuﬂy have a bady
(/] Body is not visible in the URL.
[10 11.2 Common Formo.ts of Requ,ast Bong
Format Content-Type Example Description Used In
{ .
TJSON application/json “name™: "John". Most popular formnf APIs (Web, Mobile,
"email”: 'john@gxmptg_cm' Easy to read and write. FMJ
)
Key-value pairs. HTML Forms,
Form Data | application/x~wwn~form-urlencoded | name=John&email=john%40example.com U:f i HTP:";: Forine: Legacy Syst
Text / Plain text/plain This is a plain text body Plain text data. Logging, Debugging
<user>
. Structured data Enterprise
Ptuca.fwnf L <name>John</name>
AL & . <email> john@example. com</email> in XML formn.f ﬁpp[ﬁcﬂtm
</user>
Form Data miiciporty Jersders with other fields) files with form fuelds. 4 F
(10.11.3 Example: Request with Body (POST) |
Using Fetch API Using Axios
fetch( " htips://jsonplaceholder. typicode.com/posts’, { axios.post( ' https://jsenplaceholder.typicode.com/posts’, = Sampla Requuf' Body (I50N)
method: 'POST’, {
heoders: { title: 'My First Post', {
) ‘Content-Type': 'application/json’ body::rd'ﬂu'.s is the content’, "title™: ..MH First Post™
" userld: 1 g
body: JSON.stringify({ }. “body”: "This is the content”,
title: My First Post’, £ *userTd™: 1
body: ‘This is the content', headers: { i
userld: 1 ‘Content-Type': 'application/json’ }
» }
» {}
.then{res => res.json()) )
.then(data => console.log(data)) .then{response => console.log(response.data)) J-SON
g .catch{errr => console.error(errr)); 3 | .catch(error => console.error(error)); )
10.11.4 Best Practices |
Always set the correct Send only necessary Validate data before Do not send sensitive Keep request body
Content-Type header. data in the body. sending to the server. t'.ﬂfommb’.m in body. size small.

.I;(EH Takea.waﬂ :

_‘@i_ The request body carries the actual data you send to the server.

It is mainly used in POST, PUT, and PATCH requests in formats like JSON, Form Data, etc.




10.12 Query Parameters

_ _ HTTP Request
110.12.1 What are Query Parameters? | (GET with query parameters)
. Sﬁ::yaj 2 sgi mb’; are. Rey-volus, palrd added o the URL /api/products?category=books&f,imit=5>
% They are used to send additional data to the server.
% They help in filtering, searching, sorting and pagination. -
% They are part of the URL and are separated by & Request
when there are multiple parameters. (URL with query parameters)
% Query parameters do not change the request method 4 Response
(e.g., GET, POST, etc.). (JSON Data)
(4 Query parameters are appended to the URL after ?. ] URL Structure:
(4 Key-value pairs are separated by &. base_url ? keyl=valuel
[/] Used to send optional data to the server. & key2=value2?
[A Commonly used for filtering, searching, sorting, pagination. & key3=value3
(4 Only the query string is sent, not the request body. Example:
[ Visible in the browser URL and can be bookmarked. /api/products?category=books&Limit=5

(10.12.2 Example: GET Request with Query Parameters |

eaders 900
il Y [ (o Aapws
GET / “P“/Pr_o s Content-Type: (JSON Data) (hﬂps://npi,emmpu.com/api/produds?catzgarg=bao&s&££m£t=5>
category=books&limit=5 application/json
(10.12.3 Example Code (Fetch API) | 10.12.4 Example Code (Axios) | (10.12.5 Sample Response (JSON) |
[ J | ) S i e s~ g el =t A
const url = "https://api.example.com/api/products?” + axios.ge‘t('.'https://npi'..exnrnple.com/api/prcducts",{ {"tota(": 12,
"category=books&limit=5"; pararr;s.{ — “limit": 5,
':f' ftgf"f};- 09KS. s “category”: "books”,
fetch(url) 9yt products’ [
.then(response => response.json()) » { TG, e Glaan Gide, prics e h
E { "id": 2, "name": “Design Patterns”, “price”: 599 },
.then(data => console.log(data)) .then(response => { { "id": 3, "name": "Python Basics”, "price”: 399 },
.catch(error => console.error("Error:", error)); s console.log(response.data); { "id: 4: “name": "JavaScript Gu(d;". “price”: 499 },
"id": 5. "name" "System Design”, "price”: 699
| .catch(error => console.error(error)); }{ IR IR SR ’
L L J 3
(10.12.6 Common Use Cases 10.12.7 Key Takeaways
( i ? 1( tt 11 - [ % Query parameters are simple but powerful. |
p % They help in filtering, searching, sorting and pagination.
Searching Filtering Sorting Pagination #* Use ? to start the query string and & to add more
?search=react ?category=electronics | | ?sort=price&order=asc Ppage=2&limit=10 * They are wstble in the URL and do not affect the
Find specific data. | | Filter data by category. | | Sort data in a given order.| | Get data in pages. request method.
% Widely used in real-world APIs (e.g., GitHub, Google APIs,
e-commerce APIs).
N —
—@- Remember: Query parameters make your API more flexible, efficient and user-fri ! ] @




10.13 API Error Handl.i.ng

(10.13.1 What is APT Error Handling? |

% Errors can occur while making API requests.
¥ nleg may be due to network issues, invalid l'..n.Puf.,
Server errors, or Mthﬂﬂfmmﬂ Probtﬂms.
% Proper error handling helps in providing o
better user experience.
% It helps in identifying issues and fixing them easily.
% Always handle errors gracefully in your application.

Key Points:

Error Response
(JSON Error)

(Browser / React)

] AFIs moy return success or error responses.
] Errors are returned with appropriate HTTP status codes.

E Provide m.ea.ruinafm'. messages to users.
E Log errors for dzbu.ggms
@Domfeﬂoosesmﬁu error details o users.

“ lem.ys handle errors in .catch() block (Axios) or try...catch.

110.13.2  Common HTTP Status Codes (Errors)

[ Status Code Name Meaning Example
400 Bad Request The request is involid or cannot be understood. Invalid input, missing parameters
401 Unauthoriced Authentication is required or has foiled. Missing or invalid token
403 Forbidden The client does nof have permission fo access. ﬁcczash_q restricted resource
404 Not Found The requested resource does nof exist. Wrong API endpoint
408 Request Timeout The server timed out wailing for the request. Slow network or long request
409 Conflict Conflict with the current state of resource. Duplicate data, version conflict
422 Unprocessable Entity The request was well—formed bul cannot be processed. Validation errors
500 Internal Server Error Something went wrong on the server. Unexpected server error
503 Service Unavailable The server is not ready to handle the request. Server down or overloaded

110.13.3 Example:

= — e R =

EFF'EF RESIDUH.SE (JSONJJ L10134 Errur Hﬂ.ﬂdl’.lﬂs‘ F[UI.-U ]

| JSoN | _
|_ 10.13.5 Example: Error Handling using Axios J

import axios from ‘'axios’;

axios.get('hitps://jsonplaceholder. typicode.com/users/9939")
.then{response => {

console.log('Data:', response.data);

»

.catch(error => {
if (error.response) {
// Server responded with a status code outside 2xx

“success”: false, APIS.S:?M i m =y Occurs = with Status
"message”: "User not found”, eq Code A
"error™: "RESOURCE_NOT_FOUND", @ = A
"statusCode”: 404, *
“timestamp”: "2024-05-12T10:30:00Z",
“path”: “/apifusers/123" Client Catches

) -— the Error

Q

% error.response => Server responded with an error status code.
You can access status, data, and headers.
% error.request =» Request was made but no response received.

Usuuuy a network issue.
% error.message => Other errors (e.g., invalid URL, code errors).

console.error('Status:', error.response.status); | 10.13.6 Best Practices ]
console.error('Message:', error. response .dnta.messngﬂ) 2 . - ~ 7
} else if (error.request) { Always  handle Show meaningful Do not expose internal
// Ne response received errors in _cafch(). messages to users. error details.
console.error('No response received from server.'); S
} else {
// Something else happened i e — =
console.error('Error:', error.message); Log errors for Use appropriate Handle network
} debugging. HTTP status codes. errors gracefully.
I3 8 —
| | 404 =
Key Takeaway:
B 1 ¢ API errors are unavoidable, but proper error ho.nd.lme makes your application {B
@ robust, user“friendis, and easy to maintain. ;_’




10.14 Loadin.g States

‘ iO.I/f,i What are Loa:ﬂns Sﬁa\‘.esi J

-*Luadinssfafesindicafefhafmnperaﬁmtismpmgress.

% They are shown while waiting for o response from
the server (AP call). c

%* They improve user experience by providing visual Response

Client Serv
A ) (JSON Data) e
feetﬂmck and preventing confusion. (Bisiiar 7 Roak) APD)
L 3 ﬂ'l.eg Freven.f m.uf.fiple requesfs by dn.sab’.mg buttons
or inputs. Why Use Loading States?
%* Loading stotes are temporary and are replaced with A Proitidas feedback that something is happening. %%
success or error states. B Bedices user anxiety while waiting. ® g
@ IfﬂPmVES Percaived Perfﬂrm. .. oe
M Prevents duplicate submissions.
 Key Points:
] Show lm.dmg indicator while m.!‘.ﬁng for API response. Common TyPes of | caders
(A Disable buttons/inputs during loading. S e e ot e e ;
M by ki and e il % Sistate i Spinner Dots Progress Skeleton Shimmer |
(/] Hide loader and show error message o..O +¢
o foilurs. 2 s eee @ ) D
%] Keep the UI responsive and informative. ©e® A
M Use ﬂ‘upruprinfg loader type for better UX. :

‘.10.14.2 Wl"l.e_n to Show Loatﬂr}g Sfafe;?J

Situation Descripfion Exumf)!e .&f‘.i:
. . : ! ! Do not show loaders
API Call Mulefdchms date. from server Fetchm.g user list, product details f i A
Form Submission While submitting form data Register, login, update profile AT
File Upload While uploading files Uploading profile picture, documents 11 ) oo Flekar
Data Processing While processing or generating data Generating report, exporting data .r':"“
Newvigation / Rauﬂng While navigating to another page Route change with data fetching kﬁ)
[10.14,3 Example: Loading State with Fetch A'PIi [10_14,4 Example: UL with Loading State fReacf)J
f const [data, setData] = useState(null); 1 [ if (loading) {
const [looding, setlLoading] = useState(false); return ( [ Ouf,ouf. / UL Flow ]
const [error, setError] = useState(null); <div className="leoader-container”> A
cdiv clnsstne:"sPI.Hner'":n: Sdiv> _a..-° Lﬂa.dung
e fatcﬁﬂntn = async O = { tp}.‘_mding data, p!.eclse wait. . _-cfp) li'a@oo (APT Call mw
setloading(true); <fdivs
setError(null); X *
trg }ff ) {
¢ = await fetch( 'hiips://js r bypicode. com/posts'; if Lerror
s ot g i | | S eiis|| | 155 10 e
setDatal json); } =) (Show Data)
} catch (err) { return ( J
setError('Failed to fetch data'); <ul> *
} finally { {data.map({item => (
setloading(false); <li key={item. id}>{item.title}</Li> E i
A
}:} </ul> (Show Error)
J );

|10.14.5 Best Practices |

[ Show loading states Do not block the Use meaningful text Disable buttons to Hide loader after

immediately after entire UI, only the along with loaders. prevent multiple SR arReE
mqussf is made. necessary part, requests.

Keep loader simple

and lightweight
(@

"’ & @& V4

Key Tokeaway:

[ NL’  Loading states provide feedback to users while dota is being febched or processed. J @

| _@_ They improve user experience, prevent duplicale actions, and make your application feel fast and reliable.




10.15 API Authentication

(10.15.1 What is API Authentication? |
*

Authentication is the process of verl'.fyi.ng the idenﬁiy of
amerwc&nﬁbefwsaﬂm&gmmﬁomﬂ_

I‘E ensures M O.I'I.ly M{hﬂrizgd users can oaccess
protected resources.

APLs use tokens, keys, or credentials fo authenticate
requests.

It is different from authorization (which decides what
an authenticated user can do).

Key Points:

[
M Authentication mr:'fies who you are.
fz Done using APL begs, tokens, or credentials.
4 Token-based authentication is most common.
[4 Tokens are usually sent in headers.
] Alwoys use HTTPS to protect credentials.
M Do not expose sensitive keys in client-side code.

*

*

*

(10.15.2 Common API Authentication Methods |

/api/dota
+
Cosdibiisli i Takiar
»
<
Respmse
(JSON Data)
(i — Server
(API)

Authentication vs Authorization

Verifies th identity
of the user/client.

Authentication
260

Whe are you?

Authorization

Method How it Works Sent In Examp[e Use Cases
APT Key Client sends a unique key Query Params Papi_key=12345 Public AFls, simple apps,
or
with each request. or Headers x—api-key: 12345 rate limiting
1, TOTee . Client sends a token (JWT Authorization Authorization: Bearer Most modern AFIs,
or random sf.n‘.nﬁJ, Header eHJﬁ.EIGGEOLHUzIINLIs,“ SECUre QCCess
Basic Auth Client sends username and Authorization Authorization: Basic Internal APLs, simple
password encoded in base64. Header dXNLc jpwYXNz applications
Ohuth 2.0 Uses access tokens issued Authorization Authorization: Bearer Third-party login,
by an authorization server. Header access_token delegated access

(10.15.3 Example: Sending Token with Fetch AP |

10.15.4 Example: API Key in Query Parameter |

const token = 'eyJhbGeiliJIUzIINiIsInR5eCI6TkpXVCIY. . .";
feteh( 'https://api.exomple.com/protected’, {

method: ‘'GET',
headers: {
‘Authorization': "Bearer ${token}’,
'Cantent-Tb(pe ta Y uppi.icutt’.unfjson !
}
9]

@
X

.then(res => res. json())
.then(data => console.log(data))
.catch{err => console.error(errl});

10.15.6 Exo.;np.[g: Basic ﬁufhen?icnﬂnn ]

const user = ‘admin’;
const pass = 'passwordl23’;
const encoded = btoa( f{user):${pass}’); // basef4 encode
fetch( 'https://api.example.com/data’, {
method: ‘GET',
headers: {

‘Authorization’': 'Basic ${encoded}’ g
}
9] § B

.then(res => res. jsun( 1)
.then(data => console. Log(dnt:) )
.cateh{err => console.error(err));

\

(10.15.5 Example: Using Axios with Token |

fetch('https://api.example.com/data?api_key=12345', {
method: 'GET'
i)
.then(res => res.json())
.then(data => console.log(data))

.catch(err => console.error(err));

®

const token = 'eyJhbGeciOiJIUzIINiIsInR5cCI6IkpXVCIS...";
axios.get( 'https://api.example.com/protected’, {
headers: {
Authorization: ‘Bearer ${token}"”
}
b3

.then(response =» console.log(response.data))

.catch(error => console.error(error));

Na& e s

(10.15.7 Best Practices |

% Never hardcode tokens or keys in public repositories.
#* Store tokens ﬁecur'eiy (e.g., envirenment variables).
# Always use HTTPS for authenticaled requests.

Use HTTPS Do not expose Use shart-lived Store tokens Validate and verify Implement rote
for oll APT APL keys or tokens tokens and securely (localStorage fokens on the limiting and
requests. in client code. refresh tokens. with care / cookies). server side. log auth failures
S s A
HTTPS u )
Key Tokeaway:

l i @/_

API Authentication Wr'i..ﬁes the :denfl.(y cf the client usm.g i:eys, tokens, or credentials.
It Prof:sc‘f:s your APIs froﬂl unauthorized access and ensures secure communication.




10.16 Environment Variables

*

*

*

Environment variables are kengulu.e pairs stored

Ouéﬂ.dﬂ -Df 510{].!" CDdE.

-.mes store sensitive
Lnfarnmii‘.on secm'-el.y

or era.vc'ran.m.enf = SPECI:f‘l‘-C

The3 he[lp keep your code clean, secure, and

portable acress environments.

Examples: API keys, database URLs, passwords,

secrets, cmftg values,

Key Points:

[ Store configuration and secrets outside code.

[ Use .env file during development.

[/ Access variables using process.env in Node.js.
(/] Never commit .env files to version control.
[/ Each environment has its own-selaf variables.

y

| 10.16.2 Common _.‘_':-nvimnmenf Variables J

Request
/api/data
»
e
Response
Client (JSON Data) Server
(Browser / React) (APD)

[ Different values
A Easy to manage

i th- Use Environment Variables?
@ Kaeps sensifive data out af source code.

I security and portability,
4 T 4

for dev, test, and production.
and update without cede changes.

Variable Nome Example Value Description Used In
PORT 5000 Port number for the server Al Nede. js apps

NODE _ENV development / production Environment tgpe Al environments

APL_KEY sk_live_ abcl123xyz Third—party AP key Payment / Maps / AL APLs

DB_HOST localhost Database host Database connection

DB_USER root Database wsername Database connection

DB_PASS mypassword@123 Database password Database connection

JWT_SECRET my_ jwt_secret_key Secret key for JWT Authentication
| BASE_URL hitps://api.example . com Base URL of AFI Frontend / Backend ]
T e T e e )

# Server Configuration
PORT=5000
NODE_ENV=development

# Database Configuration
DB_HOST= Localhost
DB_USER=root
DB_PASS=mypassword@123
DB_NAME= myapp

# API Keys
API_KEY=zk_live_abel23xyz

JWT_SECRET=my_ jut_secret_

# Other Config

™
BASE_URL = hétps://uim'.. cxn.mph_cnm E

const

const app = express();

const
const
const

const

key_123 3F

i3 N

-env

require(’ dotenv’ ), config();

express = require( express’');

port = process.env.FPORT;

dbHeost = process.env DB_HOST;
aPLKey = Prneess,cnv.ﬁPI_KEY;
jwi.Smcr-f: = prm:tu.!rlv.M_SECRET;

app.get( /", (req, res) => {
res.send( ' Server is running...');

app. listen(port, () => {
console.log( Server running on port ${port}'];

/7 Load .env file

node®

/7 In React (Vite)
const ﬂPl'.BCIM = import.meta.env. VITE_API_BASE_URL ;
const apiKey = import.meta.env VITE_API_KEY;

# In Vite, environment variables must
start with VITE_.

# In Create React App, use
REACT_APP_ Pr&fr’.ﬂc.

Do’s and Don'ts

& Dos €D Don'ts

Environment variables help you manage configuration and secrets securely.

= : [ Use .env for secrets. K Newsr hordiods secrats.
[10.16,6 Multiple Environment Files | @ Use different .env files for | X Never commit .env files.
" r ot | Earpl Pl St | | et prod | X Mo g st i
= Defult Clocol davelopmend) | PORT, DB_HOST, APLKEY | | 3 myopp/ | || B St A g Skl e
| — .eav
.env. development Development environment DB_HOST = localhost i env. development . [ 10.16.7 _s&iswe ]
Lenv. Testing environment DB_HOST = test-db | .env. production i —_—— e ——_————
oo = : i Add the following to .gikignore N
.env_ production Production environment DB_HOST= prod—db sarver. - B
L —= 3 — e s — .env. *
(10.16.8 Best Practices | E
Use environment Use di‘fflm\‘. . env Use mm'.nﬂfui Kscp env ﬁ.l'.es Validate rerfuirsd Reguf.arlb- rotate
variables for all fides for each variable names. out of wversion env variables keys and secrets,
sensitive data. environment., ¢ control. at sﬁr&up
& e | q s
Key Takeu.wa.y:
@ | G

_@_

They keep your code clean, safe, and easy to deploy across environments.




10.17 CORS

(10.17.1 What is CORS? |

%* CORS sfundsfor Cross—Ori.gLn Resource S‘tanng
o Ifiso.semnlfgfenﬁnbﬂplmnﬁedbgﬁmwm,

* Ifdlowsorresiricﬁsw&bpngesfmmnnkirg
mq_uesfs to a d.u.fferenf: domain fangl.n)

% CORS helps servers specify who can access
their resources.

*¥ It prevents unauthorized access from other
websites.

Key Points:
] Same~Origin Policy (SOP) blecks requests
M CORS uses HTTP headers to allow such
requests safely.
origin.
E Ifnofuﬂowea',ﬂlebmwserb[ocﬁ:sfhemspm.

LS

https://app.com

( Frontend)

hﬂps://api.com
J (Backend API)

M o ——— e ———

[ What is an Origin?
An origin is defined by:
¢ ke i) E-
® Domain (example.com ) '
o Port (80, 443, 3000, ekc.)

(10122 How CORS Works? |

J

- ~ - - s ™ s
(@ Browser Sends (@) Server Checks Server Sends @ Browser Allows Common CORS Headers
Eﬂquﬁsﬁ Origfn RS B with or Blocks ® Access-Control - Allow-Origin
Frontend on | | Server checks if the Lol 7o L] Browser allous the o Access- Control-Allow-Methods
Origin 1 sends Origin is allowed “u“"""’“d'“”:ﬁ re.sPorl.sathaadw & " g
request to in CORS policy sends response are valid, otherwise
Origin 2 Access - Control - Allow-* Bk e Access— Confrol - Allow—Credentials

ou E— F . ' J

(10.1%.3 Example |

[ Without CORS (Blocked)

With CORS (Allowed)

Request from: https://app.com
To: https://api.com/data To:
Server Response. Headars:
(No CORS headers)

Request from: https://app.com
https:// api.com/data

Server Response Headers:
Access~Control=Allow=Origin: hitps://app.com
Access-Control-Allow-Methods: GET, POST, PUT, DELETE

Bt Access~Control~Allow-Headers: Content~Type, Adhorization
Browser blocks the response.
o e Access-Control—Allow-Credentials: true

“Access to felch of 'hitps://api.com/data’
from ocigin "hitps://app.com’ has been

blocked by CORS policy.”

Result:

Bmwseruﬁawsihercspwlse-
Datakmssﬂahiﬁafraihnd.

(10174 Simple CORS Example in Node.js |

F

const express = require(’express’);
const cors = rﬂqur'.rn('cw's');
const app = express{);

// Enable CORS ﬁ).r‘ all origins
app.use(cors());

/7 Or allow specific origin

app.use(cors({
origin: “hitps://app.com’,
methods: [°GET', 'POST’, 'PUT', 'DELETE'],
allowedHeaders: ['Content-Type', 'Authorization’],
credentials: true

§9)H

app.get('/data’, (req, res) => {
res. json({ message: ‘Hello from API!’ 3);
3

I, ﬂpp.[l‘.stmfm, ) = cmols.{ugf'Server run.ru.n.s')),

(10.17.5 Best Practices |
[ Al ol st Use specific HTTP Enable credentials Set. appropriate Always test CORS
origins, not * in methods and headers only if necessary. Access—Condrol~Max-Age in development before
production. required. to reduce preflight deploying.
= @ g
9 = o
Key Tabeawniy
_\ I ’_ CORS allows secure cross —origin communicafion between fmnfmd and backend. (/\b
Confcgum it Prnloqrfg on the server to control who can access your API ‘_f




