lChapter 18: Authentication & Authorizaﬁonj

.18.1 Authentication vs Aufhorization.
|-!8 w15l M‘Laf is ﬁqfﬁenﬂc_aﬁforﬁ J

% Authentication is the process of verifying the idenfifg of a user.
% It answers the question “Who are yau?”

% The system checks if the user is valid by using credentials
like username, password, OTP, etc. Authentication
% Once authenticated, the user gets access to the system. (Who are you?)

(18.1.2 What is Authorization? |

— e ————————

%  Authorization is the process of determining what an authenticated
user is allowed to do. E
% It answers the question “What are you allowed to do?” 0

* It deﬁnes the permissions and access levels for the user. Authorization
% It ensures that users can access on[y the resources (What anegou allowed
: to do?)
they are permitted to use.
{%8_1_3 Authentication vs Authorization — Key Differences |
Feature Authentication Authorization ‘ @
Definition Verifies the identity of a user. Determines what the user can do. ({/)
Question “Who are you o “What are you allowed to do?” l,
Purpose To conﬁrm the user is who To control access to resources
they claim to be. and actions. m
Examp(e Logfn with username Allow user to view dashboard
and password. but not delete data.
Occurs First — before accessing Aﬁer authentication — to decide
the system. access level.
Methods Password, OTP, Biometric, Roles, Permissions, Policies,
Takgn, Efc. ACCESS LGVEI{S,
Result Grants access to the system Grants speciﬁ'c permissions
L afi:e,r verfﬁjing idenﬁty. to perform actions.

Keg Points :

L=
[ Authentication verifies the identity of the user.
M Authorization decides what actions the user can perform.

¥ Both are essential for building secure applications.
[V Authentication comes first, followed by Authorization.

Key Takeaway:

\'/

P —  Authentication is about verifging the user, while Authorization is about
controlling what the user can access and do.

\




.18 .2 User Registration

18.2.1 What is User Registration? |

* User registraﬁon is the process af creai‘ing a new account

¥ It collects user information and stores it in the database.

for a user in an applicafion.

% Aﬂer registration, the user can log in to access

the applicafion.
¥ It is the ﬁrsf step before authentication and authorization.

118.2.2 User Reg;sf:raﬁon Flow

r

\

~

1. User ﬁ“s the

regisfmﬁon form

.4

J

o T 4
FZ. System validates 3. System .lsi::mas1 r4. System sends ) 5. Registration
the input data user data in the conﬁrma.ﬁon email successful, user
| datebase [ ®|  (optional) can log in
% B2 @&
\ J \ J \ J

‘\18 .2.3 Common Registration Fields "

Field Description
Username Unique name chosen by the user.
Email User’s email address, used for communication and verification.
Password Secret key used to authenticate the user.
Confirm Password | Re-enter password to ensure correctness.
Full Name User’s full name.

Phone Number

User's contact number (optiona[).

Date of Birth

User's birth date (opﬁanaf).

Key Points :

E User regisfmﬁon collects user details and stores them Securely.

V] Input validation is important to prevent invalid or malicious data.

[V] Passwords should be hashed before storing in the database.

M Email veriﬁcaﬁan can be used to conﬁrm the user’s identity.

Key Takeaway :

N

_@’_

User regisfraﬁon is the foundafion of any secure a,o,oﬁcafﬁon.

It ensures that onty valid users can access the sysfem.




.18. 3 Login Sgsfem

o

118.3.1 What is Login System?’
%¥ Login system is the process of verifging a user’s identity

LogEn

before a.f[owing access to an app[icaﬁon.

Username

a
& | Password

% It checks the credentials (username and Pa.ssword)

provided by the user. :
* If the credentials are valid, the user is granted access. sl

* If not valid, access is denied and an error message

is shown.
118.3.2 Login Process FfowJ
'S N\ ' ™\ 'S 3 s ~ IS N
1. User enters 2. System validates 3. System checks 4. If valid, user 5. If invalid,
username and the credentials the data with is [oggea'. in and error message (s
password —> —»|  the database [P given access P shown to user
i %818/ A
. v L o \ A - v, N >

1833 COMPOHEH&S Of .'_DSI:H Sysfem ‘

Companenf Descr‘ipﬂon
Lagin Page The page where user enters username and Password.
Validation Checks if the input is in the correct format and not empty.
Authentication Veriﬁes the username and pa_ssward with stored data.
Session Managemenf Creates a session for logged-in user.
Error Handling Displays appropriate messages for invalid attempts.

Lagouf Ends the session and removes user access.

18.3.4 Common Features } y
¥ Secure password storage (hashed). % Password reset / forgot password. A
% Remember me funcfiana[ify‘ ¥ Active session managemenf:‘

¥  Multi-factor authentication (MFA). % Role-based redirection after login.

%  Account lock affer mufﬁp[e fai{ea’. aﬁfempfs.
Key Points :

ogin system ensures that only authorized users can access the application.
|Z[L3 gfe that {y th d th ppi t
[V] Credentials are validated and checked against the database.
m Secure session management protects user data and privacy.

ways use strong passwo olicies and secure authentication methods.
EAIH trong p rd pol d thenticat thods

Key Takeaway :

It verifies the user and protects the system from unauthorized access.

[ _\,_ A good login system is the gatekeeper of any application.
o




.18.4 Password Hashing.

(18.4.1 What is Password Hashing?

_. Plain Password

% Password hashing is the process of converting a password [ MySecret123 ]
into a fixed-length string of characters (hash). ¢

¥ Itisa one-way process, which means the Orl'.gim.l Password O Ha.shing
cannot be recovered from the hash. Algorithm

% Instead of storing passwords in plain text, applications store ¢
only the hash in the database. Hashed Password

% During login, the entered password is hashed and compared $2b$10$K7QpZ8nIvX3mY2kL
b fhe deed Bk 9aJ8sR7tP5wE4uG1hD3fAbs

'/18.4.2 How Password Hashing Works? |

|’ 3 ' R { I R

' | I
1. User sets a 2. System hashes 3. Hashed password 4. During login, the 5. The new hash is
password during the password is stored in the entered password compared with the
registration P using a hashing —P| database (not the [P] is hashed again P stored hash. If

algorithm plain pﬂ.ssward) - matched, access
‘m @ . ‘ a ’ is srmfed_e

\, 7 \, S \ J/ \ J \, X,

?18.4.3 Common Has_hi:}‘g_rﬁfgfr_i&m_s_ _:

- —

' A[goriﬁhm Dascripﬁan Features

MD5 Produces a 128-bit (32 characters) hash. | Fast but not secure, vulnerable to collisions.

SHA-1 Produces a 160-bit (40 characters) hash. | More secure than MD5 but now deprecated.

SHA-256 Produces a 256-bit (64 characters) hash. Widely used and more secure.

bcrypf Password-based hashfn.g funcfion. Includes salt, slow by desrgn, very secure.
Argon2 Modern password hashing algorithm. Highly secure, resistant to brute-force attacks.

LS

![-.18 4.4 Key Points ‘

[] Never store passwords in plain text.
P P
V] Always use strong hashing algorithms with salt.
[V] Hashing protects users’ passwords even if the database is leaked.
9 P P
E Use slow hashing algorithms (like berypt, Ar‘gon.?) to prevent brute-force attacks.

E Always compare hashes, never compare plain passwords.

Key Takeaway :

\@/ Password hashins is a critical securify measure that ensures user Pa.sswards are

stored securely and cannot be read even :f the database is compromised.

Always use strong, modern hashing algorithms to keep your application safe.




18.5 bcrypf

® Password

| MySecret123 |

18.5.1 What is berypt?

¥ bcrypt is a password hashing function based on the ¢
Blowfish encryption algorithm. o berypt
¥ It is designed to be slow and computationally expensive Agoritiun
to resist brute-force attacks. ‘
¥ It automatically handles salting and allows you to set Hashed Password
the cost (work factor). [$2b$10$KWbZ.’5JFququV98LnK . J
¥ It is widely used for securely storing passwords. e27mKIQ3pY8wX[Z6h1aB2c3D4ES

T18.5.2 How berypt Works? ‘

'd ™) r ™ i 'l e r i
1. Generate a 2. Combine the 3. Hash the combined‘] 4 Store the resulfing 5 Durm.g Eagin, berypt
random salt password with value using berypt hash in the hashes the entered
(a.ufomaﬁcaﬂg P the salt L% with a cost fa.cf:ar - database L passward with the

handled bg bcrypf) {work fa.cfar) same salt and cost,
ﬁ @ then compares
[ ...

o T K, A e o J |9 A \ °J

118.5.3 berypt Hash Format |

A berypt hash has a specific formai: @l
| $2b% I [ 10$ H KWbZSJFququVQSLnK.$ ]*[ e27mK9Q3pY8wXfZ6h1aB2c3D4ES |
{ il { !}
Algorithm  Cost Factor 22-character 31-character %k %k *k %k
Identifier (Work Factor) Salt Hash V’

18.5.4 Key Features of herypt |

¥ Includes a unigue salt for each pa.sswora'.. *¥  Produces a ﬁxed-iensfh hash (60 characters).
% Adjustable cost factor to increase security. ¥ Secure and widely recommended for password
% Slow and computationally expensive. hashing.

¥ Resistant to brute-force and rainbow table attacks. ¥ Supported by many programming libraries
% Automatically handles salt generation. and frameworks .

i13.5.5 Advanfq,ges of bcrypf ‘

M Makes password cracking extremely difficult and time-consuming.

[] Each password has a unique salt, even if the same password is used.
ost factor can be increased over time as ware becomes faster.

4 Cost fact b ed t hard b te

¥ Simple to use and available in most programming languages.

@ Indusfry standard for secure password storage.

Key Takeaway 1

sl o bcrypf is a strong and reliable Password ha.shing aigoriﬂ'un that adds salt and a

_- conﬁgurabie cost facf:or‘ to Pmﬁecﬁ passwords from bruie—force attacks.
Always use berypt to store and verify user passwords securely.




18.6 JWT

= . — = JWT Structure
(18.6.1 What is JWT? |

% JWT (JSON Web Token) is o compact and self-contained

way to securefg transmit informa.ﬁon between parties as a

| Header |.( Payload | .| Signature |
Base64Url Base64Url Base64Url

JSON object. Example JWT
% It is digitally signed, so the data cannot be altered. eyJhbGeiOiJIUzIINIIsInR5cCI6IkpXVCTS.
. [ el eyJzdWIiOIxMjMiLCIuYW1TjoiQmF 2aXRoYSIs
* ..R is commo.nly Iused for authentication and authorization g Sy
in web applications and APIs. SPKxwRISMeKKF 2QT4fwpMeJF36POK6yIV._adQsswSc
¥ JWT is stateless, which means the server does not need
to store session data. Raguaat il Jn -
@
S ¢
Client g Server
18.6.2 How JWT Works? |
- 3 r y r N ( ~ ( =
1. User [ogs in 2. Server validates 3. Server creates 4. Client sends the 5. Server ver’iﬁes
with credentials the credentials a JWT and sends JWT in the header the JWT and
. > —P i b e cliant —P for ﬁ.thx.re requ.esfs —» sra.nfs access
Authorization
2-|| & | e | &
\, J \_ J \ J 5 J

_‘18.6.3 JWT Structure ‘

7 =

Part Description Example

. {
Bt Contains the type o_f token . ﬂlg H525.6
and signing algorithm used. } typ" : "JWT

Contains the claims (user . 123 .
name" : "Bhavitha",

Paytoad Enfarmﬂan and metadata). "role" : "user”,
"iat" : 1715617583

Created by combining header, | HMACSHA256(
Signaﬁure payload and secret key. It base64UrlEncode(header) + "." +

ensures infegriég_ base64UrlEncode(payload), secret) |

Key Points :
M JWT is compact, URL-safe and can be used across domains.

[V] It is stateless, so no session storage is required on the server.
[ It can be used for both authentication and authorization.

| Always use HTTPS to transmit JWT.

] Set an expiration time ( exp claim) for security.

Key Takeaway ;

It is wideiy used in modern web a.ppﬁca.ﬁons and APIs fo.r' authentication

N / JWT is a secure and eﬁ%ienﬁ way to transmit infonmﬁon between pa.rf:'.e.s.
-(g)-
' and authorization.




.18 .7 Access Tokens

‘ 18.7.1 What (s an Access Token?

Access Token Flow
Requesf with

% An access token is a credential used to access Access Token ‘
protected resources.

¥ It is usually a short-lived token issued by the m
authentication server. Client Resource

¥ The client includes the access token in each request (Prmcfed Dm“) Server
to access APIs or resources. Example Access Token (JWT)

¥ It proves the user’s identity and permissions without eyJhbGeiOiJIUzIINLsInR5cCI6TkpXVCII.

sending username and possword again.

eyJzdWIIOUIxMjMILCIyb2xITjoid XNleilsInNjb3BLIjpb

InJIYWQILCT3eml0ZSJdLCTleHAIQJE3MTUZM;AOMDBY .

SfIKxwRISMeKKF2QT4fwpMeJf36P0k6yJV_adQssw5c

~

18.7.2 How Access Tokens Work?

f' " F - " ™ ' B F &

1. User authenticates 2. Server validates 3. Server sends 4. Client includes 5. Resource server
with the server the credentials the access token the access token verifies the token
and provides —p> and generates —P  fo the client [P in the header of | and if valid, returns

credentials an access token each request the requested data

‘ Access Token Authorication: _

@] Bearer <Token>
\ A \ J \ A L% b .
18.7.3 Componenf;s of Access Token (JWT}J
( Part Description Example (JWT )
®
e Contains the type of token ";,Lg f-f?fjﬁ
and signing algori.fhm. ) yp -
{
“siht IR
Contn.ins c!a.ims about H’Le user "name” : "BHGVMO-",
Pa.yicad e "role" : "user",
: exp” : 1715620400, (V4
) "iat" : 1715616800 \
Created by combining header, HMACSHAZ256(
Signu.fure payioad and secret key. base64UrlEncode (header) + "." +
| It ensures integrity. base64UrlEncode(payload), secret)
Key Points :

[V Access tokens are used to access protected resources.

[ They are usually short-lived for better security.

[ Always include the token in the Authorization header.

[ Do not store access tokens in localStorage; use HttpOnly cookies when possible .
[ Velidate the token on every request before granting access.

Key Takeaway:

\II

_@-

Access tokens are the key to accessing protected resources securely.

L

They he[p in stateless authentication and improve the scaiabiﬁf:_g of applicaﬁcns.




.18 .8 Refresh Tokens

Token Relafionship

Uses Refresh Token

* A refresh token is used to obtain a new access token »
without requiring the user to login again. Refresh Token
<

¥ Access tokens are short-lived, but refresh tokens are

118.8.1 What is o Refresh Token? |

= Returns New
iong-ﬂived, Clisnt Access Token Ath Server
¥ It is stored securely on the client (usuaily in % New Access Token ]

Hﬂ:pOn[y cookies) .

E le R h Tok 0 JWT
* Refresh tokens are used 0"‘-"3 to gef new access L efres oken ( paque or )

tokens, not to access resources directly. def50200c8b1428987f1c6f58f8e1d%a.eyThbGeiOiJIU2I1Ni
e & salesly EyMsUIL CTLeHAIOJE 3MTUZMQuMDB9. HIk3t8ySxQp2mL.9

V1aBc9ZQwOxYvFfXq2JT1r3kQ7w4

28 §8 gow _Refresh %o_kens W:orE-j

B’ %

(1. User logs in with] [ 2. Access token (3. When access token | [ 4. Server validates | [ 5. Client uses the

credentials and is used to access expires, client sends the refresh token new access token
receives an protected the refresh token and issues a new to continue accessing
access token and B resources Ea to the auth server B access token B resources

a refresh token i A [New Access TM] &
k b Yo | o &=

= iy L Py L o LS A

18.8.3 Differences: Access Token vs Refresh Token |

Feature Access Token Refresh Token ‘
Purpose Access protected resources Obtain new access token
Lifetime Short-lived (minutes) Long-lived (days/weeks)
Usage Sent with every API request Used only to get new access token

Sfomge Memory (not Psrsisf‘enf;) HH:POniy cockie or secure storage % %k % %
Exposur‘e Risk Less risky Higher‘ risk (meecf cmfuﬂy) I'__é
| Size Smaller Usun.il'.g la.rger

18.8.4 Best Practices ]I

% Store refresh tokens in HttpOnly, Secure cookies. ¥ Bind refresh token to device or session.
% Use short expiration for access tokens. ¥ Monitor and detect token misuse.
% Rotate refresh tokens on every use. ¥ Never expose refresh tokens in JavaScript.

% Invalidate refresh token on logout. ¥ Use HTTPS to protect tokens in transit.

Key Points :

%] Refresh tokens help in getting new access tokens without user login.
[ Access tokens are short-lived, refresh tokens are long-lived. @

] Store refresh tokens securely and follow best practices.
%] Refresh tokens improve user experience and security when used properly.

Key Takeaway:

[ _\@/_ Refresh tokens are the key to ma.infa.in.f.ng user sessions secure[y.

Use them wisellg to balance securif:y and user convenience.




.18 .9 Token Sforage .

(18.9.1 What is Token Storage? |

Where Can We Store Tokens?

% Token sf:cra.ge refers to the way we store access tokens (
and refresh tokens on the client side. it
% Proper token storage is important for security. :l.n:u'u‘ a
¥ Storing tokens insecurely can lead to token theft and HttpOnly o Session  In-Memory
unouthorized access. Cookies Storage Storage Storage
% We should choose the right storage method based on
st-:cu.ri'.fy and convenience .
18.9.2 Common Token Storage Methods
f Sfomge Method Descripfion Securify Persistence Best Use
; Tokens are stored in cookies . Until cookie Best for web applications
HitpOnly Cookies | o0 ity flg. High s (recommended)
Local St Tokens are stored in the o Until manua.[[g When cookies cannot be
- Oralge browsgr’s IOCELI'.SfDruge. e C!Eﬂr&d uSEd (E.S., mﬂb‘xﬁ G-PP-SJ
Cpusion: 6 Tokens are stored in the e o Until tab/session | For smaller apps or
ham arage browser’s sessimeomge. o is closed short-lived sessions
3 Tokens are stored in 3 Until page Best for SPAs for maximum
- Memory Sfaro.ge JavaScript variables . ngh refresh security
18.9.3 Comparison of Token Storage Methods
( Stomge Method XSS Protection CSRF Protection Persistence Control | Ease of Use | Recommended ‘ .
HttpOnly Cookies High High High Fasy ©
Local Storage Low Low High Easy ®
Session Storage Low Low Medium Easy ® 2
In-Memory Storage High High Low Medium o

-

“

¥ N ke Kk ok

Key Foints :

1_8 ._9.4 Best Practices :fo-r_'._Token Sfo;‘agej

Use HttpOnly cookies to store tokens whenever possible.
Aiwa,ys use Secure ﬂa.g far cookies in Prod:.lcfi.on_

Set SameSite=strict or SameSite=lax to Prevenf CSRF.
Keelp access tokens short-lived.

Use refr‘esh tokens to ggf. new access tokens.

% Never store fokens in localStorage if sensifive dafa

is handled.

¥ Avoid exposing tokens in URL or client-side scripfs_
Always use HTTPS to transmit tokens.
Rotate refresh tokens r'eguf.a.rly.

* *

RRRRIE

Token storage plays a crucial role in application security.
Hff'oOnfy cookies are the sa.fesf method ﬁ;-r sforin.s tokens .
Avoid storing tokens in localStorage due to XSS risk.

Use short-lived access tokens and long-lived refresh tokens.
Follow best practices to protect tokens from attacks.

Key Takeaway:

rd

B @’_

Choose the right storage method based on your application needs and security
requirements. Always follow best practices to store and protect tokens safely.




18.10 Authentication Middleware

{18 IO 1 What is Authentication Middleware? Where is Authentication Middleware Used?
0 Aabhambisation middlare ix @ et . a. . .
verifies the identity of a user before allowin
f : f fo" g Protected REST
access to _proﬁecfeaf routes . i
Routes End,oamﬁs Sassmn.s APIs
¥ It checks {f the r'equesf contains a valid token
) Purpose
or credentials.

* If cibhandicabion successfu.f, tha requzsf. M Ensure on.f.y authenticated users can access resources.

Pmceeds to the next middleware or route handler. g ;::::i wﬁho;ued t:nce;.s- fipia @ Td. role)
N - - . user informati rOm en (e.g., userld, -
% If authentication fails, access is denied. M Attach user info to request object for further use.

{ 18.10.2 How Authentication Middleware Works? 1

1. Client sends 2. Middleware §. Mddimare 4A. If valid: 4B. If invalid:
request to a extracts foken verifies the token Attach user info Return error
protected route from request (JWT/Session) to request and (401 Unauthorized)
(headers/cookies) g o and stop the
- L5
~ . w L A L8 h - ® ',
‘ 18.10.3 Exa.mpie: JWT Authentication Middleware (Node .J's/ Express) ‘
const jwt = req_uc'.r&('_jsamokaioken'); i Expfww.f:icn:
function authenticateToken(req, res, next) { L
const authHeader = req.headers['authorization']; 1. Bdract token from Authorization
i'.f ( lauthHeader) { header .
return rgs.sfn.f:usc"'OlJ.Jsaﬂ.(:{ message : 'Access denied. No token Pr\ovide:{.' 3 2 Ven':ﬁ; T using secral kgy‘
} :
const token = authHeader split(' ')[1]; // Format: Bearer <token> 3. If valid, attach decoded user
if (!token) { info to req.user.
return res.status(401) json({ message: 'Access denied. Invalid token format.' 1 4. If invalid/expired, reburn
1 !
try { error response.

const decoded = jwt.verify(token, process.env. JWT_SECRET);
req.user = decoded; // attach user info to request
next(); // proceed to next middleware or route handler
} catch (error) {
return res.status(403) ,J'sonff message : Tnvalid or expired token.' });

n (%% 4]

module : B!‘PDJ‘tS = a.wf:henﬁca.f:e Toke.n. i ) '

((18 10.4 Usms M;,ddfewa.re irs Rou,fes . Order of Middleware Execution

Cmf QXPI'QS$ - I‘P‘ JLILY (QXP!‘ESS ) ____________________________________________

const nuéhenfl.cu.feToken = require('./middleware/auth');

| |
| 3 I
const app = axpr'sssf); [ Requssf —» authenticate Token —| Route Handler |—» Respcm.se :
| (Middleware) I
// Protected route | i
\

app.get('/profile’, authenticateToken, (req, res) => { | '-—=-=----—-—-—-——-——-—— - =
res.json({ message: 'Welcome', user: req.user }); % Middleware functions are executed in the order they

L b; are defined

Key Points :

[ M Authentication middleware protects routes and APIs.
m It vgi'éﬁ.es the user's d&nhﬁy usul.g token or session.
[ Attach user f.nfa to reriuesf nbjecf far ﬁxr’l:her processing .
) Afwa.ys handle errors and return appmpria.l‘:e status codes.

Key Takeaway :

- Authentication middleware acts as a gatekeeper. It ensures that only valid and
_— authenticated users can access protected resources. 0

By cmﬁra&'ziﬂs authentication Iogt'c, it improves sect.u‘ify and code reusa.&i&fy.

-




.18.11 Protected APIs

(18.11.1 What are Protected APL? |

% Protected APIs are endpoints that require authentication
before they can be accessed.

¥ Theg ensure that on.ly authorized users can access
sensitive data or perform actions.

¥ Access to these APIs is usually gronted using a
valid access token (e.g., JWT).

¥* It ﬁ.ei)as in securing data and mamfw.mng user privacy.

!- 18.11.2 How Profecf:ed_f’rPIs Work? |

Why Protect APIs?

-

L

(V] Prevent unauthorized access.
V] Protect sensitive user data.

[l Ensure data integrity and security. v’
[ Control access based on user roles and permissions .

M Comply with security best practices.

— ~ ' - 3 ~ ~ '3 ™
1. Client logs in 2 Cﬁej :wis S S iy 4A. If valid: 4B. If invalid/expired:
and receives mq:ﬁgd g,d,,:[ verifies the foken APIL processes Server returns

an access token |[—p| P f: ok —> —p| the request and |—p error (401)
= i il @ mfw da’ta Unauﬂwrized
Authorization:
ﬂ Bearer <token> @ ®
S \ J \ S . S \ S
( , b
;_IS'E& Exa._m]pie. Af:cessmg a Protected AFPI ‘ Eilabalian;

a) Client Requesi: (Usin.s Token)

1. Client includes access token in the

GET /api/user/profile HTTP/1.1

Host: example.com

Authorization: Bearer eyJhbGeiOiJIUzIINiIsInR5cCIéIkpXVCJI9. . ..

Content-Type: applicat ion/ Jjson

Authorization header.
. Server middleware verifies the token.
. If the token is valid, the API
processes the request.

b) Successful Response (200 OK)

¢) Unauthorized Respom;e (401)

4. If the ftoken is invalid or expired,
server returns 401 Unauthorized.

¢ {
"userI::’.- v 101,_ . "message”: "Unauthorized", Py
name": "Bhavitha", . e ; i ! e TE
"email": "bhavitha@example.com", details”: "Invalid or expired token .
"mie": “L(_ser" } 5

} Data / 401 Error

18.11.4 Impiemenfing Protected API in Express (Noder) ‘

-

const express = require('express');
const authenticateloken = require(’'./middleware/auth');
const app = express();

// Protected Route Example
app.get('/apifuser/profile’,
res. json({ message:

});
// Another Protected Route

'This is protected data.' });

res. json({ data:

1

.

authenticateToken, (req, res) => {
'Welcome! ', user: req.user });

app.get('/api/data’', authenticateToken, (req, res) => {

app.listen(5000, () => console.log('Server running on port 5000°'));

How it Works:
1. authenticateToken middleware
verifies the token.
2. If valid, request proceeds to
the route handler.
3. If invalid, middleware sends
401 Unauthorized.

<[>

Key Points :

] [ Protected APIs require valid authentication fo access.

[\Z] Afways send the access token in Authorization header.
[l Middleware validates the token before processing the request.
M Return appropriate status codes (200 for success, 401 for unauthorized).

KEH Takeawas 5

adl

£ Protected APIs are essential for building secure applications.
Al‘.wﬂgs VﬂMﬂ{;ﬂ tokens ﬂrl-d w{e errors PI"GPGI"IH EO Pmtgcf Sml‘.{:l‘.m dﬂtﬂ._
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18.12 Protected React Routes

LI 8 i .1.2 i 1 W,I'i.{l.£ are PF‘OEGC{ZECI RB&.C& ROU.&ES? J

Wf'l.y me:ect Rau.f:es in Rga.cf:?

¥ Protected React Routes are routes that can be
MCESSEC{ Oﬂiy bH wiheﬂtwaﬁed users.

If a user is not logged in, they are redirected
to the login page.

We use authentication state (e g token/user)

'EG Profecf muf:es.

*

*

%

It irn]pmve.s secw‘if:y and user exper'ience_ \

Prevent unauthorized access.

Protect Iprivafe pages (da.shbcard, Pruﬁle, ssf:fings,
efc.).

Redirect unauthenticated users to login page.

NE ®F

Maintain secure navigation in the app.

(18.12.2 How Protected Routes Work? |

o

1. User tries to

-

2. App checks 3. If authenticated, (‘M. If not mﬂw;ﬁmted,\ ( 4B. After login,
access a protected authentication allow access to redirect to login redirect back fo
roufe el (token/user) R the route el page o the intended
i page
@ -~
@ R
L A L r A
tiﬁ 1.2 3 Exifn?';l{ﬂ Pro'&ec&ﬁd RDU.%E CDmPOMn£ ‘ EXFEGJ’LQ&LOR

// ProtectedRoute. jsx
import { Navigate, uselocation } from 'react-router-dom

import { useAuth } from '.. K /context/AuthContext';

const ProtectedRoute =
const { user, token ) useﬂuth(.),'

const location

if (!token [| luser) {
/7 not authenticated -> redirect te login

({ ehildren }) => {

uselocation();

}
// authenticated -> render the protected content
return children;

¥;

export default ProtectedRoute;

v get auth state

return <Navigate to="/login” state={{ from: location }} replace />;

1. Check if token (or user) exists.

2. l:f not, redirect to /fogi.n and
save the current location.

3. If yes, render the child components
(protected pages).

L)
]

Projecf Structure

sre/
|— context/
L AuthContext. Jsx

) |— components/

function App() {
return
<Router>
<Routes>

<Route path="/login" element={<lLogin />} />

<Route path="/dashboard" element={
<ProtectedRoute><Dashboard /></ProtectedRoute>

} />

<Route path="/profile” element={
<ProtectedRoute><Profile /'></ProtectedRoute>

— _— —— N L ProtectedRoute . jsx

[18.12,4 Using Protected Roufes in ﬁPIszx | |~ pages/
- e e e e S T 1. T " Dashboard. jsx

import { BrowserRouter as Router, Routes, Route } from 'reac{:—router—d.om'; Prafi.le.jsx

import ProkenctedRoute from ', /components/FrotectedRoute’; L i fas

import Dashboard from './pages/Dashboard'; ik’

import Profile from './pages/Profile’; I: App . jsx '

import Login from './pages/Login'; main. jsx .

} />
<Route path="+" element={<Navigate to="/dashboard" />} /=
</Routes>
</Router>
);
}
export default App;
Key Points :
[ ] Use ProtectedRoute ¢ nt to Fr‘oéect routes ]
] Check authentication (token/user) before allowing access.
M Redirect unauthenticated users to login page.
[ Preserve the intended page location and redirect after successful login.
Key Takeaway :

-
1

_\'_

.

Protected routes in React ensure that anlg authenticated wsers can access cerfain pages.
It improves security, user experience, and app!ica.fr‘.cn flcw




18.13 Role-Based Access Control (RBAC)

(18.13.1 What is RBAC? | RBAC Concept

¥ Role-Based Access Control (RBAC) is an authorization
mechanism that grants permissions to users based on
their roles.

% Instead of a.sstgm.ng Per‘missions du'ecﬂy to users,
permissions are n.ssi.anad to roles.

¥ Users are assigned one or more roles, and they get
permissions qf those roles.

¥ RBAC simplifies access management and improves

security.

(18.13.2  How RBAC Works? |

I

1. User tries to 2. System identifies 3. System checks 4A. If allowed: 4B. If not allowed:
access a the user’s roles permissions of Access is granted Access is denied
resource | | those roles | to the resource : (403 Forbidden)

(18.13.3 Example: RBAC in an Application 18.13.4 Example Scenario |
) Admin can add delete wsers, and view ris.
b Desiziption, famisions : Edifor can crea..fau’:ije;pdds arhcie.; but cumofmpoddsfe users.
Admin | Full access to the system | Create, Read, Update, Delete (AL) | % Viewer can only read articles and view dashboard.
Editrr | Con manage eonbut Creats, Reid, Update % Dviel . oy e b peges.
Viewer | Can view confent only | Read %
Guast | Limited public access Read (Public only) J

’18.13,5 fmplemenimg RBAC (Exmnf)f.e n Node.J's + Expr‘ess.)J

r// Middleware to check role-based access How it Works:
function authorizeRoles(...allowedRoles) { 1. itlisrticateToken widdl mfm s iissE
return (req, res, next) => { .
const user = req.user; // assume user is set by auth middleware and atfaches user mfa to e e
if (luser) return res.status(401). json({ message: "Unauthorized' }); 2. authorizeRoles checks l_.f the user has any af
const userRoles = user.roles; // e.g., ['admin', 'editor’] tha allowed roles.

const hasRole = userRoles.some(role => allowedRoles.includes(role)); 3. 'l:f yes, the requesf proceea’.s.' otherwise, access
if (lhasRole) { is denied with 403 Forbidden

return res.status(403). json({ message: 'Forbidden: Access denied' })|

} @ authenticateToken authorizeRoles
next(); (Middleware) (Middleware)
i

} Allowed?
Fis Exa.rrqj{z: On,tr_y admin can access this route Yos | Ne
app. get('/admin/dashboard’', authenticateToken, Ye* *
authorizeRoles( 'admin’), (reg, res) => {
res. json({ message: 'Welcome Admin!’ }); Access 403
3 Granted Forbidden
18.13.6 Bensfits of RBAC |
i Simplifies Scalable for b Easy to mainkain Reduces risk of
[ o permission large v=1 ond update unauthorized
security S w— oI
mﬂﬁ'ﬂﬂmﬂi ﬂPPltCa.él.oﬂ.S Pef'mstoﬂ.s QCCess
Key Points:

M  RBAC assigns permissions fo roles, and roles to wsers.

M It centralizes access control and makes it easier to manage.

[ Always follow the principle of least privilege.

[ RBAC is widely used in enterprise applications for better security.

Key Takeaway:

SO RBAC ensures that users can access m,!y what fftes are authorized to do based on their roles.
@_ It improves securify, simplifies management, and is a best practice for access control. 0




18.14 Admin Authentication

(18.14.1 What is Admin Authentication? |

Wkg Admin Authentication is Important?

\
.

i —— s

E Protects sensitive data and 533&:& se&in.gs.
M Ensures only admins can perform crifical actions.
[ Helps in tracking and logging admin actiities. .

M Improves overall ication security.
mpro ap) )

[ Prevents unauthorized access to admin panel.

'*' Admin authentication is the process of mfying that
a user is an admin before allowing access to
admin fea.fw'es.
*’ It ensures that am'.y authorized admins can manage
users, se&ings, and critical data.
*‘ It is usuaﬂﬂ l'.mPLzmnf;ed: u.si.ﬂ.s role-based access
control (RBAC).
¥ Admin routes and APIs are protected to maintain
securify. i

I_ 18.14.2 How Admin f’:uﬁh;ngicafwn W;ksp_‘

1. Admin tries to 2. System verifies 3. System checks 4A. If admin: 4B. If not admin:
login to the system credentials if user has Access to admin Access denied
> - > daoshboard granted > (403 Forbiddon)
& @mmu ®
=) DASHBOARD
abdl =—
8 > L A \ o L A

_13.14.3 Exa.mpie.' Admin vs Normal User Access |

User Role Can Access Cannot Access %
Admin Dashboard. E3

Admin User admin User Management, Nothing CFull Access)
.ernrés, Sgtﬂngs *
TR i Create/Update Admin Dashboard, *
Articles User Management *
Visasr U | icaver View Articles Main Featupss, *

Settings
Guest User guest Public Pﬂ.sss Al iis:::cﬁzd

\. 18.14.5 Impi’.err’r.enfb‘ag Admin Authentication (Nod.e.Js E Express) _

/f Middleware to check if user is admin
function isAdmin(reg, res, next) {
if (lreq.user) {
return res. status(401) . json({ message: ‘Unauthorized' }J);
}
if Creq.user role !s=m ‘admin') {
return res.status(403). json({ message:
}
next(d;
¥
/¢ Protected admin route
app. get (' fadmin/dashboard ', authenticateloken, isAdmin,
res. json({ message: 'Welcome to Admin Dashboard' });
3

‘Access denied. Admins only.’ });

(req, res) => {

/4 Example user object (after login)

Dashboard with stats and reports.
Manage users (creale, update, delete),
Manage roles and permissions.
Minise. cartbarll 0 sk,

System settings and configurations.
View logs and activities.

E :t'fifa.rmém

User logs in with email & password.
2. Credentials are verified.

1

n s W

If valid, system checks if userrole ===

.{fyes.mssmpwuf.

‘_ 18.14.4 Common Admin Features I

@®

| 120

Users | Ordes Logs
.ﬂnﬂ

85 42

-a

.{fm,msdmmdwiﬁh‘fﬂjlrorbddgn

(18.14.6 Route Protection Flow |

Authenticate
| CVm_ﬁ, Token / Session)

#/ vreq.user = { id: 1, name: 'Bhavitha',6 role: 'admin', email: 'ezdmi.n@exnmplc.cm'

}

| 18.14.7 Best Practices l

: Always verify | | Store role in | | Use RBAC to | | Log admin | | g Never expose |
i user role on I: :secmfakeu! : mmu.gera!esl[ : EE acﬁviﬂesfor:‘:u.dmhﬁpfsi
| every request .l :l CTWT). i l\ and per ; l audit, ', l\ publicly. :
K&q Points :

[ Admin authentication ensures only admins can access admin features.
E It is usuaﬂy ('.mplcmenfed usins role—based access control C(RBAC).
[V Always protect admin routes and APIs using middleware

M Return 403 Forbidden ﬁ;r non-admin users frying fo access admin resources.

Key Tokeaway:

Admin authentication is essential for secure management of your application
Always verify identity and role before granting access to admin

résources .




18.15 User Permissions

(18.15.1 What are User Permissions? |

* User psr‘n'tissions are speci’.ﬁc n@his gmm to a user

that defr.n.e what actions Htey can Per:form on

b‘/ﬁﬂ Ma.n.aﬂe User Permissions?

Mfummmmmssonlywhaffhegmed.
|2[ Prevent unauthorized actions and dota access

resources.
Permissi igned to roles, and inherit
s rm.r.ssl.ms iy = r P = i %] Support role-based access control (RBAC).
permissions f:hmugh their roles. W
* It .ﬁ.elps in can.f:ror’.h'ng access to feaﬁres, data, E Imprwe securl'.fy. c:ﬂmpl('wwe. and data privacy .
and apemﬂons n an uﬁm'.ica.ﬂon.
Allow mwwgemenf eatures and modules.
* Fh.e-sm.i.n.ea'. permissions improve secu.rf,fy and g ey Off
Prevenf misuse . 4
! 18 15.2 How User Permissions Work? J
1 User is assigned 2. Each role 3. System. checks if 4A. If allowed: 4B. If not allowed:
one or more has a set of user has permission Action is performed Access denied
sofes b ., —| for the requested —p successfully —p (403 Forbidden)
. : action
o @ & ®
\ ", \ A \ L9 v,
= e
‘ 18.15.3 Example: Permissions in an Application ] I 18.15.4 Example: Role-Permission Mapping ]
Permission Name Deseription Module HTTP Method [ Role L e
user. create Create new users User Management POST At All Parmissi CFall Accassd
wser . read V'l.ew LSErS Umr Mmmgmnﬁ GEF Ed"t u.ser_ﬂm.d. - r 5
user .update foiate user details User Ma.nngmnnm’: PUT/PATCH - Posf.creaf&. Pusf.reud. Pcs‘éupdnie
user . delete Delete users User Management DELETE Viawer post read, report view
post .create Create new posts Content POST Giiiist Nena (No Acsass)
Fﬂﬁl.rﬂﬂd View Iposﬁ.s Content GET
post . update Update posts Content PUT/PATCH Expfnrmﬂon
post _delete Delate Ipasis Content DELETE 1. Each role is given only the permissions it needs.
report. view View reports Reports GET 2. Users inharit permissions from their ossigned reles.
7 : TS 7 3. Sgsfem mﬁas permission befm any action.
aotbinge-sanage | Manage sydem aefiings Hings = 4. If user lacks permission, access is danied with

18.15.5 Impf.emeri.futg User Permissions (Node .J's + Ex’nress) -

403 Forbidden

F4 Middleware to check permission
function checkPermission(parmission) {
return (req, res, next) => {
const user = req.user;

const userPermissions = user.permissions || [];
if (luserPermissions includes. permission)) {
return res status(403)_ jsen({ message:

}
naxt();
};
}
/4 Example: Protecting a route with permissien
const express = require(’'express'l);
const router = express Router{);

res. json({ message: 'User created successfully' }J);

module. exports = router;

/7 sat by authenticateToken middleware
if (luser) refurn res. status(401), jsen({ message: 'Unauthorized' });

‘Forbidden: You do not have permission. '

const acthenticateToken = require(' /middleware/authenticateloken’);

/f Only wusers with 'user create' permission can access this route
router. post( ' fusers', authenticateToken, checkPermission('user create'), (req, res) =» {

/7 e.g., ['user.read’, "post.creata’]

F;

18 1546 Parmissions Chacking Sl

{

User Request

Authenticate User
(Voﬂ'ﬁf Tokan / Seszsion)

(18.15.7 Best Practices |

e s |3 e ne ol 4 e Gt |
' . i S Follow principle 1 fo— T !
! axgige’ parmissizas | ! it i o — permissions I
(N borlee (T Skt ] D) gt |
Key Poinks:

Iz User permissions define what actions a user can Pe.rform
m Permissions are e.ssisﬂud to mfas. and wusers inherit them
~ Always m‘l_ﬁ' permissions buﬁ:m aﬂouu’ns access to resources

E Return 403 Forbidden when user does not have !tquirud permission

Keﬂ Ta.kﬂmy.'
d Managing user permissions ensures secure, controlled, and efficient access to application features and data
Ifisukaypm{qfﬁuﬁdhgnmbusfwmdsoﬂhﬁhappﬂmém.

_\’_




.1 8.16 Logou,i:

18.16.1 What is Logout?
| gout? |

Whg Logouf is Im,oon’:mﬁ?

¥ Logout is the process of ending the user session
and remaving authentication hformaﬁon.

It ensures that the user's access token or session
is invalidated and cannol be used again.

It protects the application from unauthorized
access when a user leaves the system.

*

:"u':wa.ys vaids a secure lasouf‘. opf&oﬂ. in your

[ Prevents unauthorized access to the user’s account.
M Clears sensitive data from storage.

[ Ends active sessions on the client and server.

(V] Protects user privacy and session security.

[V Reduces the risk of session misuse.

application .
18.16.2 How Logout Works? |

-

2. Frontend sends

3. Server
the token

(if using

~ s g
invalidates 4. Server sends 5. Frontend clears
/' session success response stored tokens
sessions) |—P to the client —» and user data,
redirects to
o | =

[

(18.16.3 What is Cleared on Logout? |

18.16.4  Example: Logout Flow |

Ttem What is Cleared?
I e Removed from localStorage /
sessionStorage /' cookie

Refresh Token Removed from storage (if used)
User Data User info removed from state/storage
Session (Server-side) Session invalidated on the server
Cookies Authentication cookies are cleared
UI State User state reset, redirect to login

_is 165 Imloier_n.e;f:ing Logout in f_\u'a_de. s % Exp;ss)_;

—

Client

-

1. POST /api/auth/logout

3. 208 OK (Logout Success}

(18.16.6 Logout in React (Clearing Token)

/7 Logout route
app.post( ' fapi/auth/logout’, euthenticateToken, (req, res) => {
try
/¢ If using blacklist (optional)
7/ blacklistToken(req. token);

s If using sessions, destroy session
i.f (r'tq.scssion) {
mq.x:xstm_destro‘gfeﬂ- = {
if (err) return res.status(58@). json({ message: 'Logout failed'
return res. status(208). json({ message: 'Logout successful' });
i H
} else {
// For stateless JWT, client will remove toker
return res.status(200). json({ message: 'Logout successful' });
4
} cotch Cerror) {
res.status(560). json({ message:
!
1

/7 Note: With JWT,

‘Logout failed' });

token is removed on client side.

/¢ legout . js
import { useMavigate } from 'react-router-dom';

const logout = () => {
// Remove tokens from storage
LocalStorage. removeltem( ' token');
LocalStorage. removeltem( 'refreshToken');
sessl’.anSEnmge.c-‘.mr(J;
/4 Clear user data frem state (if using context/redux)
i oeg., setUserCnull);

1

// Redirect to legin page
const navigate = useNavigate();
navigate('/login’);

}

export default logout;

(18.16.7 Best Practices |

i Abways provide ali; Gmruﬂbhtsli Irvalidate m:
! logout butfon | | wdwduh!i[?]mﬂuw !
i in the UL ;:‘ Jfrom storage ,:\ (fumgmms)-:
 Key Points :

M%M-MhusrmwmaﬂmMM
[ Invalidate tokens/sessions on the server (if applicable).
gﬂmgsdmrf&ms,uwmfa,mddahmhaﬁenf.
Emitﬁcmbﬁsbsmpngenﬂerlosm

Clear Tokens & User Data
Mmiénbsm

KEH TG.kEG.WQH_.'

\:/

_@_

using the user's session or tokens.

Asmb&ﬂm&&wmm&nﬁmwmmﬁemm&enﬁﬂmﬂm




.18.17 Password Reset

‘- 18.17.1 What is Password Reset? ‘ Why Password Reset is Imlnortmtf?

% Password reset allows users to securely reset
their password if they forget if.

* It helps users regain access to their account
without compromising securﬁfy.

E Radoneus&xgareseihr&oraom-ﬁbm
token sent to the user s email.

e Ab.:ays use secure and fime-limited tokens for
PMSWF& reset.

NAAHA™

Hdps users recover access to their accountf.
Secure process 'orevenf:s unauthorized access.
Im.proves user experience.

Reduces supparf requssfs.
Protects user dota and Prr.va.cy

(18.17.2 How Password Reset Works? |

®*@ =254

.

'I.Uurcﬂa'um 2. User enters '3.%sbﬂn‘9mmta= 4. User clicks on FS.Uwsnf.sn.nm GSHa'lunupc{uhs
on sends email email irms success
kol =2 - > > e

o

[18.17.3 Token / Link Details | (18.17.4 Example: Password Reset Flow |

Property Description @ ! vt proserd e
ki T Rondarn, wuitiqus; hard o Conler emal)
o i ot 2 o @ 2. G Lk

| 18.17.5  Implementing Password Reset (Nodejs + Express)

/¢ Request password reset (send email with token)
npp.pa;i('/upi/méh/fpr-gné-’:axsmrd', asyne (req, res) => {
conet { email } = reg.body:
const user = await User findOne({ email }J};
if (luser) return res. status(464). json({ message: 'Email not fou.nd' 33

const token = crypto.randomBytes(32) toString( hex'};

const resetToken = crypte.createHash('sha256') update(token). digest( hex');
user resetToken = resetToken;

user. resetTokenExpiry = Date now() + 3@ *+ 62 + 1889; // 30 minutes

await user. save();

const resetlink = *° {FRONTEND_URL )} /reset-password/S{token}"’;
// sendEmailCuser . email, "Password Reset'K resetlink);
res. jeon({ message: ‘Resei link sent to your email’ });

i H

#/ Reset password (use token)
app.post( ' /apifauth/reset-password/:token', async (req, res) =» {
const token = crypto.createHash('sha256°)
.update(req. params. token) . digest( ‘hex');
const user = owait b‘sm'find:h‘(f resetToken: token, rmtrokwfxpiry: { Sgt: Date.now() } });

Stored In Database (hashed) A and store (hashed)
) 4. Click resst Link |
Epr'y Time Short-lived (1,3.) 15 to 60 minutfes) el N 3 ik
Usage One-time use only £ o8 neii i vie email
After Use Token is invalidated / daleted Coutestd l 6. Update new
Daﬁ.wiry Senfm:zmat‘ifaresisfnmdmr Password Reset w
Successful

(18.17.6  Explanation |

1. User requests password reset by eatering email

2. System generates a secure foken and stores its
hashed value with expiry.

3. Reset link with token is sent fo user’s email.

. User clicks the link and sets a new password.

5 Sysfem validates foken, updales password and

L1046~ @

(18.17.7  Best Practicss |

.S

if (luser) return res_ status(480). json({ message: 'Invalid or expired token' }); ’* Use ﬂwrf*ﬁyuf fake.ns (15 fo 60 muuu‘.es)
user password = await berypt. hash(req, body.password, 108); % Stors Mi‘y hashed tokens in the dafabase.
user . resetToken = undefined; % Allow token to be used -DnJ.‘l,' once.
% tTokenk: = unde d; iy
x:fr:::r.int-éﬁ‘w Fan # Limi! password reset requests to prevent abuse.
res_json({ message: 'Password reset successful' }); * ﬂiwngs send reset link fo MSI.SE&'EG'. email MIS
1; ¥ Use HTTPS for all reset requests.
Keq_ Points -
M Password reset helps users recover account access securely.
@ rqbva.&s use secure, time—limited, one-time tokens.
M  Send reset link only to the registered email.
[ Invalidate token after successful password reset
Key Takeaway :

users can recover access without n’..s.fchg their account.

"’ A n.reﬂ—intpl'.emanf:aa'. Pn.sswona‘. resef process balances u.sa.bi.hfg and security, ensuring
-(g)-




.1 8.18 Email Verfﬁ.ca.ﬁon x

18.18.1 What is Email Verfication? |
i

Email verification is the process of conﬁrmhg that
am'sgmaiiaddress'svuﬂdundbefnnss to them.

Why Email Verification is Imlporfan:ﬁ?

Ensures valid and reachable email addresses.

Prevents fake and spam registrations.

)
¥ It is usually done by sending a verification link or
code to the user’'s email. %] Improves account security. g @ s 7
'* It ﬁéf’os ronevmé ‘fake regisﬁruﬁcns and unpmves . et > <
.l soauieliy E Hdlps in Ioasswrd reset and notifications.
ko Only verified users are allowed to access certain @ Builds trust and credibility in the system.
fsuf.ums or APIs
:18182 How Email Verlff.caﬁ.cn Works? ‘
1. User registers 2. System sends 3. User clicks on 4. System verifies 5. User's email 6. User can now
with email mfwdm:mad fhevvenfucq.ﬁm the foken / link is marked as [oghmdmcess
—f link in email —E —f verifisd — fmﬁw‘es
(@A =
i &
| 18.18.3  Verification Token / Link Details | | 18.18.4 Example: Email Verification Flow |
. T User Web A Database
fid Desgiption 1. Register . Gl b
Token Random, unique string used for verification z —* and_store =.
Stored In Database (user table) i s
4. Click verification L verification
Expiry Time Short-lived (e.g., 15 to 60 minufes) I a m{’. l 4 S::;t Mi ik
Usnﬁe Used only once - 5. Verify foksn and
J‘Lf&rUse Token is invalidated / delefed update user as
Delivery Sent via. amadl o the user nified

‘_ 18.18.5 Irrtplemmfm‘g Email Veh‘.ﬁc-.afian (Nade_ﬁ + Expre.ss)

Email Verified | _
Suceess

£ 1. Generate token and send email
const crypto = reqn.u'.ref'crgptn'};
function generateToken() {
return erypte.randomBytes(32).toString( hex’);
}
/7 After user registration
const token = generateToken();
user.verifyToken = token;
user.tokenExpiry = Date.now( ) + 30 = 60 = 1008; // 30 minutes
user. isVerified = false;
await user.save();

£/ Send email with verification Link
const Link = ~S§{FRONTEND_URL}/verify—email/${token}’ ;
sendEmail(user.email, ‘Verify Your Email’,

" Please veri_fy your email: ${link}");

i e 2 Iu"era'_j'y email (when user clicks Link)

app.get (' /verify-email/:token’, async (req, res) => {
const token = req.params.token;
const user = acait User.findOne({ verifyToken: token });

18 18 6 Expiana.ﬂon

1. After registration, a unique foken is generated ana stored
The token is sent fo the user’s email as a verification link
When the user clicks the link, the token is verified.

2.
3
4. If volid and not expired, the user’s email is marked as

nwfokutismwdtopmvwximm.

(18.18.7 Best Practices |

if (luser) return res.status(400).send( 'Invalid or expired Llink "); R e g i

if (usar.tokenExpiry < Date.now()) return res. status(480) send('Link expired’); ¥ A

user. iaVerified = true; ¥ Set token expiry (15-60 minutes).

user.verifyToken = wndefined; Allow foken

user. tokenExpiry = undefined; ¥ fo e red o"ib‘ A

await user.save(); * Invalidate token a.ﬂ:ar smessﬁd mfmﬁﬂn
};‘es_s.en.df'Eml'.l verified successfully! You can now Llogin.'); * :"mecs send “nfm link to mgmd email m%
- i - ¥ Use HTTPS for all muf’r.ca.b.m nec‘mesfs
| 18.18.8  Benefits of Email Verification |
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Key Foints :

%] Email verification ensures that the user owns a valid email address.

M = prevents fake accounts and improves security.

E Use time-limited tokens and allow one—time usage aﬂl&.

M Always redirect to login page after successful verification.

Key T:a.keawag:
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