Ehapter 17: MERN REST API Developmeng
17.1 MERN Architecture

L
[17.1.1 What is MERN Stack? | MERN Stack

————————— = —n

% MERN is a popular JavaSeript stack used for building

modern web applications.

% It stands for MongoDB, Express.js, React.js and Node.js.

% It allows developers to build full-stack applications MongoDB | Express. js " React. Js " Node. Jjs

available .

. Easy Integration — All components : - — High Performance - Built for i JSON-based - EMH data
. ., work seamlessly together. ! speed and efficiency. ! exchange and flexibility.

using JavaSecript on both frontend and backend. Database I Backend | Frontend Runtime
¥ MERN follows a component-based and API-driven - Framework = Libr ary Environment
architecture..
ii?.1.2 MERN Architecture Overview
MERN architecture consists of 4 main layers working together.
o ™ ( ™ ' ™ r A
1. Frontend 2. Backend 3. Database 4. Communication
React. Jjs Express. js + Node.js MongoDB REST APIs
Hondles UI/UX and |—| Processes requests, |—| Stores application —> | Frontend and backend
user interactions. contains business data in JSON-like communicate using
fogic and APIs. documents. HTTP requesfs.
N Q- ® —
\ J . J ke J & J
Key Points:
M MERN stack uses JavaScript for both frontend and backend.
E React.js builds dynamic and responsive user interfaces.
M Express.js and Node.js handle the server-side logic and API development. B
] MongoDB stores data in flexible, scalable and JSON-like format.
E The fmnfend communicates with the backend using RESTfu{ APIs.
17.1.3 Benefits of MERN Architecture |
Full JavaScript Stack - One | /% Scalable - Can handle small | Active Community - Huge
[anguage for entire development. : B_ﬂ_l projects to !a.r_ge applicaﬁons. i support and resources

Key Takeaway:

R MERN architecture provides a powerful and efficient way to build modern web .
@ applications using JavaScript across the entire stack with REST API communication.




17.2 Frontend-Backend Integration

117.2.1 What is Frontend-Backend Integration?

% Frontend-Backend integration is the process of Request
connecting a React frontend with a Node.js + (HTTP)
Express backend using REST APIs. — ——

% It allows the frontend to send requests to the eaci nﬁend : Response

backend and receive data.
% The data is usually exchanged in JSON format.
% This integration makes the web application
dynamic and interactive.

(User Infelface}

Frontend - Backend Connection

Node.js + Express
(JSON Data) Bockend (API Server)

!

_—m 2 MongoDB
|I?.2.2 How Integration Works? | {Tiakabase)

1. User interacts 2. React sends 3. Backend 4. Backend sends 5. React receives

with React an HTTP request processes the a JSON response the data and
- > - —# —

UI (e.g., clicks to the backend Eﬁf g back to React updates the UI
| e button) ! API f{m i frontend k dynamically

Key Points:

eact (fron communicates wi ode.js + Express ke usin requests.
M R (frontend) th Node.j Exp (backend) g HTTP req
M| The most common data format used is JSON.
[V APIs act as a bridge between frontend and database.
M This separation improves scalability, maintainability and performance.
P P Y P

\

| T 28 3 Exampie: Fefcf;.ing Il;ﬂ: from Backend |

Frontend (React) - Sending Request Backend (Node.js + Express)

- API Endpoint

import React, { useEffect, useState } from 'react’;
function UserList() {

const express

return (

<div>{/* display users */}</div> app.Listen(5000, () => {

console.log('Server running

¥

requl’.re( 1e:-:'l:u'-ess ’) .

const [users, setUsers] = useState([]1); ??;;f const app = exPFESS(};
useEffect(() => { 1 g ' =
fetch('http://localhost: 5000/api/users’) —_— > a.pp.gef( fop{Naars 5 e (i_'-eq' rml =
thenlres => res json()) const users = await User.find();
.then(data => setUsers(data)) —— res. json(users);
.catch(err => console.f.og(err)); Response })’

~

on port 5000’);

} )
| 17.2.4 Best Practices :
@ 5 i E |
A : : : : {-}
| | I [
Use HTTPS for ' Handle errors 1 Show loading ! Validate data on | Always use JSON
secure communication. | properly. ' state while fetching : the backend. , for data exchange.

data.
Key Takeaway:

Frontend-backend integration allows React applications to communicate with the

[ ~ @f_

backend using REST APIs, enabling dynamic data handling and a smooth user experience.

L]




17.3 Express + MongoDB

(17.3.1 What is Express + MongoDB? |

Express + MongoDB Architecture

% Express.js is a backend framework for Node.js ~— ——— PU—
; e Eviiidind Request Biliband CRUD Datab
used to build REST AFIs and web applications. ronien acke Overati atabase
(React) | (HTTP) | (Express.js) | T s | (MongoDB)
¥* MongoDB is a NoSQL database used to store PSS 37 | ey 9
data in JSON-like documents. (@ e —
% Together, Expr.ess -cmd Mongo.DB‘ provide a '?BJSSPOO;;& f\?;;:ﬂ
powerfui combination for building scalable — D ———
and efficient backend sysfems.
|. 17.3.2 How Express + MongoDB Works? |
1. Client sends 2. Express routes 3. Controller interacts 4. MongoDB 5. Express sends

a requesf: to
the Express

server.

the request to

== =

the appropriate

controller.

with MongoDB
(perform CRUD

c'pem.fions) ;

—>

processes the

—>

request and

returns data.

a JSON response
back to the
client .

Key Points:

M Express handles routing, middleware and business logic.
] MongoDB stores data in flexible, schema-less collections.

V] Mongoose is used to connect and interact with MongoDB in Express apps.
“ Together, they enable fast development of RESTful APIs.

(17.3.3 Example: Simple CRUD API (User) |

Express.js API (server.js)

const express = require( 'express');
const mongoose = require( 'mongosse’);
const app = express();

app.use(express. json());

mongoose, connect ( 'mongodb: //127.0.0.1: 27017 /mernapp')
.then((} => console.log{ 'MongoDB Connected'))
.catch(err => console.log(err));

const userSchema = new mmgoose,Schemu({
name: String,
email: String

1

const User = mongoose. model( 'User', userSchema);

[/ GET: Get all users

app.get( '/api/users', async (r‘-eq, res) => {
const users = await User.find();
res. json(users);

b;

app.listen(5000, () =>
en port 5000'));

console.log('Server running

(17.3.4 Benefits |

-
_—

| |

: - f |
Fast development i Flexible and i
with Node.js and ! scalable data :
ExPn!ss, | séornge with I

! MongoDB. :

Key Takeaway:

Example User Document (MongaDB)

{
e ™ 0&JectId("663F?d.‘2b5elb2c001 f4alc88"),
"name": "Bhavitha",
Request "email": "bhavi@example.com",
(HTTP) "™ D
\ } S
¢ Common CRUD Operations
Response Operation Method Endpoint Description
(JSON) Create POST Japifusers Create a new user
Read (All) GET .-’o.pr'./ users Get all users
Read (By ID) GET /apifusers/:id | Get user by ID
Update PUT Japifusers/:id | Update user by ID
Delete DELETE /api/users/ sid | Delete user by ID

Easy to build
RESTful APIs.

Well-suited for
modern web
applications.

Secure and
reliable for
handling data.

REST APIs. Express handles

F\ @,_

Express.js and MongoDB together provide a powerful backend solution for building
requests and MongoDB stores data in a flexible, JSON-like
format, making the MERN stack efficient and scalable.




17.4 API Architecture

'[-_I?“f,l What is API Architecture? J

High-Level API Architecture

———— e —— —e
¥ API Architecture d,eﬁnes'.. how :.‘IPIS are designed, Clisnt APL Gateway hpplistion o
structured and communicated in a sysfem. Cioidend) (Exprass i) o (MongoDB)
% It describes the components, their interactions Request
and the data flow. (HTTPJ'
% A well-designed API architecture ensures . o
scaf.abiﬁty, secu.rif.y, ma.f.ntairmbiﬂfy and performance, Respom
% In MERN stack, APIs are built using Node js + (JSON)  Handles all Business logic Data storage
Exprgss and data is stored in MOHSODB. incoming mquests processing and retrieval
[ 17.4.2 Components of API Architecture J
1. Client 2. API Gateway 3. Controllers 4. Services / Models 5. Database
Sends requests Receives all requests, Process requests, Contains business Stores and
to the APL and | _ | hondles routing, | _ | validate data and | _ | logic and interacts | _ | retrieves data
consumes the authentication and call the services with the database in Mons'oDB
responses. rate [imiting. or models. IfMongaDBJ_
Key Points:
[ API architecture follows a layered approach for better separation of concerns.
[Z] HTTP/HTTPS is used for communication between client and server.
M Data is exchanged in JSON format.
[ Each layer has a specific responsibility.
[ This architecture ensures scalability, security and high performance.

‘ _1?.;.3 ::\P? Re:;uest_ﬂﬁ-esponse J':io;v '

1. Client 2. APT G-nteway 3. Controller 4. Service/Model 5. Database 6. API sends
sends an validates the processes the interacts with returns the JSON response
HTTP request request and request and calls MongoDB to fetch requested back to the
to the API. routes it. the service. or update data data, client .
‘ 17.4.4 Example API Endpoints (User Managemenf:) ‘
Method Endpoint Description Request Body Response
GET fapi/usem Get all users - List of users (JSON)
GET /apifusersf:id Get user by ID - User object (JSON)
POST /api/users Create a new user { name, email, password } New user object (JSON)
PUT /api/users/ :id Update user by ID { name, email, password } Updated user object (JSON)
DELETE Japi/users/ :id Delete user by ID - Success message (JSON)
[_I?“?,S Best Practices |
g | B D © @A |
Use HTTPS for ' Follow RESTful : Keep responses : Implement authentication | Handle errors and | Optimise database
secure communication. | APl conventions. | consistent. : and authorization. i validation properly. : queries.

Key Takeaway :

A well-structured API architecture in

between client and server,

[ B @,—_

secure data handling and a scalable application.

MERN stack ensures smooth communication

®




17.5 MVC Pattern

(17.5.1 What is MVC Pattern? |

¥ MVC (Model—View—Controller) is a software design
pattern used to separate an application into three

interconnected components.

Request

MVC Architecture

Controller

(Handles requests
and user mpuf:) o=

¥ It helps in organizing code, improving mo.inﬁainabiﬁfg 2 i Interact
‘ esponse !

and promoting reusability. $

% In the MERN stack, MVC is conunanly used in the View Model
backend (Node.js + Expre.ss). b s Ay | (Manages datal il

¥ It separates business logic, data and user interface displays data) business logic)
fogic.

‘ 1752 MME Companenf:s

- N [ Sy

L

1. Model

* Repnesenfs the data and business losl,c
%* It interacts with the dofabase.
% Handles data validation and

(MongoDB)

A

2. View

% Represents the user interface.
% It displays dota to the user.
% In MERN, React is used

for Views.

&

(React)

1? 5.3 How MVC WOrks?'

\

3. Controller
% Acts as an intermediary between
Model and View.
% It handles user requests, processes
data and returns responses.
% In MERN, Express + Node. js
is used for Controllers.

S+

{Express + Node. Js)

-

-

-

~

1. User sends a 2. Controller 4 Model perfcarms 5. Controller sends
req’u.esl Htrou.sh _ receives the rectuesf - the data to the View
the View(UIL). and processes it. and reﬁurns data . for dwplay
2 D+
Key Points:
E MVC separates an txppﬁcatioﬂ into Model, View and Controller.
M It improves code organization and maintainability. </> =5
E’f Model handles date, View handles UI and Controller handles Iogic. '
F_?[ In MERN stack, React (View), Express {Controller), MongoDB (Model) . O‘___
IZ' MVC makes appﬁcaﬁons easier to develop and test.
% J
| 17.5.4 Example in MERN (User List) J
MvC Component Echnalogy (MERN) Responsibi[iiy Exampie
Model MongoDB + Mongoose Stores and manages user data User Schema, User Model
View React . js Displays user list in UI UserList. jsx component
Controller Express.js + MNode._js Handles API requests and responses userController. js

(1755 Beneﬂts of MVC Pattern |

Better

Key Takeaway:

~
2 ;'
Easy to maintain H

and update. ,'

Multiple developers

@0 @
& B

& —

debugging .

can work easily.

Easier testing and

Promotes reusability
and smlcd)i!iﬁy :

MVC pattern in MERN stack helps in building well—structured,

applications by separating data, logic and UL into Model,

View

maintainable and
and Controller.

scalable . ]




17.6 Controllers

‘fi?:.é.i What are Controllers? \

% Controllers handle incoming requests, process business logic

and send responses to the client.

% In MERN, controllers act as an intermediary between

routes and models.

% They keep the application logic organized and reusable.

‘ 17.6.2 Role of Controllers

% Receive HTTP requests from routes.

¥ \Validate input (if required).

% Call the model to interact with the database.
*

*

Process the data and send appropriate response.
Handle errors and return meaninﬂfui messages .

[1?6.4 Types of Controllers ‘

Controller in MERN Flow

e —a

Route Controller Model Response
E Busi Logi MongoDB
(Express) (Business Logic) (MongeDB) S i
/api/users getUsers() User.find()

User

(17.6.3 Example Controller (User Controler) |

-

const User = require('../models/User');

exports.getUsers = async (req, res) => {
try {
const users = await User.find();
res.status(200). json(users) ;
} catch (err) {
res.status(500). json({ message: 'Server Error' });

}

}i

Irl'r’,6.5 Best Practices ._!

1. Single Resource Controller ¥ Keep controllers thin—only handle business logic.
Handles CRUD operations for a single resource. ¥ Use async/await for asynchronous operations.
Example: UserController. js W Vlidala: doput Bafoce, peoasing:
2. Resource Controller $ Sl prupur HITD ehibise vodas.
Handles mui\‘.iple related resources.
Example: AuthController js % Hondle errors gracefully.
3. Custom Controller % Keep controllers modular and organized.
Contains specific business logic not directly
tied to CRUD operations.
| 176 6 Exampie Flow: Get All Users .
Client Route Controller Model Database JSON Response
GET users. js y | userController. js User. js MongoDB [{ id, name,
/api/users router.get('/users’, getUsers() User.find() email }]
D userController.getUsers)

A

Key Points:

[ Controllers connect routes and models.
M They contain the application logic.
[ Use proper error handling and status codes.

\

[ Well-structured controllers make the code scalable and maintainable.

Key Takeaway:

and secure flow of data.

Controllers are the brain of the appficai:ion in MERN stack. They process requests,
interact with models and send meaningful responses to the client, ensuring a smooth




17.7 Routes

‘ 17.7.1 What are Routes? \

Route in MERN Flow

————— e —e
¥ Routes define the endpoints of an API.
% They map HTTP methods (GET, POST, PUT, DELETE) | Clint | Request | Routes [ Cotoalier | [ Mot
to controller functions. (React) (an)' (Express Router) (Business Logic) (MongoDB)
¥ Routes act as a bridge between the client request ) B i
oy —
and the controller. .;.9‘,.:. - o ﬁ
*¥ In MERN (Express), routes are defined using (JSoN) ks P
Express Router .
| 17.7.2 How Routes Work? |
f Y ( N ' N 1 ' ™\
1. Client sends D Express route 3. The requesl is 4. Controller processes 5. Controller sends
a request to matches the forwarded to the the request and the response back
o specific —p request method ~ corresponding 9 interacts with o to the client.
endpoint . and URL. controller funch,an, the model.
_ Key Points:
E Routes dzﬁne the API endpuinﬁs.
[ Each route is associated with an HTTP method.
™ Routes forward requests to controller functions.
[ Routes help in organizing and managing API structure.
E Theg make the appﬁcoiion modular and easy to maintain .
| 17.7.3  Example Routes (User Management) |
Method Endpoint Description Controller Function
GET /api/users Get all users getlUsers()
GET /api/users/ :id Get user by ID ge£UsengIde
POST /api/users Create a new user createlser()
PUT /api/users/: id Update user by ID upa'.aerser(J
DELETE /api/users/:id Delete user by ID deletellser()

(17.7.4  Example:

User Routes [fuser'Rum‘:es_J's) .I

| 17.7.5 Best Practices :

const express = require( 'express');
const router = sxprtss.kmﬁﬂr(};

const userController = requiref'. /econtrollers/userController');

// Get all users

roufer.gst( &

userController getUsers);

// Get user by ID

router.get('/:id', userController. getUserByld);
ff Cmﬂfe a new user

rouﬁer.po\sff '/, userController.createllser);
/¢ Update user by ID

router.put(’/:id’, userCmfmﬁer.u'Ddaerssr),‘

// Delete user by ID
router. delete( '/ :id', userController. deletelser);

module  exports = router;

r

T ———
Explanation

% We create a
Router object.
Define routes
for different
HTTP methods.
Use proute is
linked to a
doniroller fichion.
Expu't the router
to use in app.js

*

Key Take away:

*

¥* o K X *

Keep routes modular (separate files for each entity).
Use meaningful and consistent endpoint names.

Use proper HTTP methods for each operation.
Validate input date in controllers.

Handle errors and send proper status codes.

Keepmuﬁafdesdzancﬂdeasyfounders&ond.

</> \

scalable MERN application.

Routes define the endpoints of an API and map HTTP methods to controller functions.
They play a crucial role in handling client requests and building a well-structured,




17.8 Models

(17.8.1 What are Models? | Model in MERN Flo

-—————— - —e

¥ Models represent the data structure and business

logic of the application. Cinbrallar: Model Database
¥ In MangoDB, models deﬁne the schema of the data. ( Expr-e_ss) (Mongoose Schema (MC’"'QODB)
% In MERN, models are created using Mongoose & Model)
(an ODM for MongoDB). T
% Models are used to interact with the database :
(CRUD operations). — | Defines structure
— | and rules of data.

17.8.2 Componenﬁs of a Model]

4 ™ ' iy '8 ™
1. Schema 2. Model 3. Documents
¥ Defines the structure of the data. % Created from a schema. # Actual data stored in o collection.
¥ Specifies fields, data types, ¥ Provides an interface fo the database % Follows the structure defined
validation rules, default values, efc. for CRUD operations. by the schema.
= s> =

L S LS L A
E?.S.S Example: User Model 17.8.4 What is Ha.ppening? ‘
'd ™

const mongoose = require('mongoose’); ¥ We define a schema (userSchema) with fields

and rules.

const userSchema = new mongoose.Schema({

¥ We create a model (User) from the schema.

¥ The model is linked to the MongoDB collection
(users by defau.&).

name: { type: String, required: true },

email: { type: String, required: true, unique: true }.
password: { type: String, required: true },

age: { type: Number, default: 18 }, ¥ We export the model to use in controllers.
createdAt: { type: Date, default: Date.now }
o Key Points:
[V Models define the structure of the data.
const User = mongoose.model('User', userSchema); ol Morigoost. models provide matheds o perform
module .exports = User; CRED: opetations: .5
[l Models enforce data validation and rules.
X — | They make database interactions easy and
erganized. i
[ 17.8.5 Common Mongoose Model Methods
Method Description Example
find() Find all documents User find()
findByld(id) Find a document by ID User . findById(id)
findOne(query) Find o single document User . findOne({ email: 'a@mail.com’ })
findByldAndUpdate(id, data) Update a document by ID User . findByldAndUpdate(id, data)
findByldAndDelete(id) Delete a document by ID User . findByldAndDelete(id)
save() Save a new document new User(data).save()

| 7.8.6 Example: Create and Save [ 17.8.7 Best Practices J

const User = r!qul'.r-f ' /models/User")

const c{r'cu.tuu:sr = async (req, res) => { Keep schemas clean and Sln‘l'l.Flll.e
try
const user = new User({ Use validation to maintain data Ultegﬂ.l‘.‘y
name: 'Rawvi',

email: 'ravi@gmail.com',
password: "123456°,
age: 22

Use meaningful field names and data types.
Use indexes for fields that are frequently searched.
Handle errors properly in model operations.

Keep models and business logic separate.

i
await user sovel);

res. stafus{201) ,json({ message: 'Uszer created', user 3
} catech (err {

res. status(500) | json({ message: err.message });

* ¥ * k ¥ ¥

o
Ke y Tokeaway :
i |

i ,,. Models in MERN define the structure and rules of data using Mongoose.
@ T}leH Prov‘ide easy methods to per:ft:r'm CRUD opemff,ans and ensure data consisf:gncg_

\




17.9 Services

1?9_1 What are S-ervtces? |
*
*

They are used to keep controllers thin and maintain
separation of concerns.

Services interact with models (database) and perform
operations like validation, processing and computations.
In MERN, services are piau‘l Ja.vu.Scripf ﬁ{es that

export functions.

‘ 1982 Why_ Use Services? |

Services contain the core business Iog[c. of the n.ppl'.icntion_

-——

Controller
(Express)

Contains reusable
business functions

and logic.

(17.9.3 Role of Services in MERN |

( ¥ Keeps controllers clean and focused. ( % \alidate and sanitize data. ]
i Improves code reusability. * Per_farm business operations. —
/] Easier to test and maintain. % Communicate with models (database). oy
@ Centralizes business LDSI:C in one P[ﬂCE- % Refurn results fo controllers. </>
[/ Makes the application scalable and modular. L % Handle errors and exceptions. )

' I?‘9.;»‘ Example: User Séru&cz Functions !

_I-?_‘?.S How Se_rvices are Used in Controller

J

52
const User = require(’../models/User’);

// Get all users

exports.getAllUsers = async () => {
return await User.find();

i

// Get user by ID

exports.getUserByld = async (id) => {
return await User.findByld(id);

i

// Create a new user

exports.createlser = async (userData) => {
const user = new User(userData);
return await user.save();

13

// Update user by ID
exports. updatellser = async (id, updateData) => {
return await User.findByldAndUpdate(id, updateData,
{ new: true });
i
// Delete user by ID
exports.deleteUser = async (id) => {
return await User.findByldAndDelete(id);
ke X

=y f B

I:E?.?.? Example Flow with grvices .|

'.‘! Request Controller
.‘l..éi. (HTTP) (Express)
; 4+———— | Handles uest
Client Response ™
(JSON)

| 17.9.8 Advantages of Using Services |

const userService = require('../services/userService');

exports.getUsers =
try {

const users = await userService. getAiiUsers();

async (req, res) => {

res.status(200). json(users); .

} catch (err) { -
res.status(500). json({ message: 'Server Error' });
)

]

. S

| 17.9.5 Best Ji‘a.cfi.ces - |

s \

Keep services focused on business logic.

Do not handle HTTP requests/responses in services.

*
*
¥ Use async/await for database operations.
% Handle errors inside services and throw meaningful messages.
*

Keep services modular (one service per feature/entity).

L. -y

Database
(MangoDB)

Model
(Mongoose)
Interacts with
database

Service
(Business Logic)

Processes data

&

N e T X . _a | eee
e BT - all | ece
Better separation : Code reusability ! Easier maintenance | Improves scalability ! Team collaboration
of concerns. ' in multiple places. : and debugging. : of application. : becomes easier.

Key Takeaway:

[ R @,“

Services are the heart of business logic in MERN applications.
They help in keeping controllers clean, code reusable, and the application scalable and maintainable.

® |




17.10 CRUD APIs

(17.10.1 What are CRUD APIs? |

% CRUD stands for Create, Read, Update, Delete. HTTP

CRUD API Flow

> Service
% CRUD APIs perferm basic operations on resources D Express C;niroﬂer {Business Mol .
o
in a database. Request | Routes ;i Logic) engoosd)

Client
% They are the foundation of most web applications. 4
% In MERN, CRUD APIs are built using Express JSON R 3
(routes + controllers + models + services).
[I?.10.2 CRUD Operations | 17.10.3 Example: User Resource |
Operation HTTP Method | Endpoint (Example: /api/users) Description Uiab §
Create POST /api/users Create a new user —id: Objectld,
. name: String,
Read (AlL) GET /api/users Get all users el Shtng, PN { }
Read (By ID) GET /api/users/:id Get user by ID password: String,
Update (By ID) PUT Japi/users/:id Update user by ID age: Number,
createdAt: Date
Delete (By ID) DELETE Japi/users/:id Delete user by ID }
i 17.10.4 CRUD API Examples (User APIs)
1. CREATE - Create a new user (POST /api/users) 2. READ - Get all users (GET /api/users)
router.post('/", async (reg, res) => { muter.gst('/’, async (req, res) => {
try { /I “-rﬂ {
const user = new User(req.body); L const users = await User.find(); Qe
const savedUser = await user.save(); res.status(200) _json{users); [y =

res.status(201) .jsanfsavcﬂ‘.h’ser) i
} eatech (err) {
res.status(500)  json({ me ssage: err.message )
}
j ot

3. READ - Get user by ID (GET /api/users/:id)
router.get('/:id', async (reg, res) => {
try {
const user = await User.findByld(req.params.id);
if (luser) return res.status(404) json({ message: 'User not found' });

res.status(200) . json{user);
} catch (err) {
r!s.s{sfus(SUO).jsan({ message: err.message 33

} catch (err) {
res.s&atus(SOO).jsnn({ message: err.message };
}
ESF

4. UPDATE - Update user by ID (PUT /api/users/:id)
raulsr.Puf.('f'id', async (rcq, res) =» {
try {
const updatedUser = await User.findByldAndlUpdate( ﬂ
req.Parnms_l'.d,
req.body,
{ new: true, runValidaters: true }
);
i._f (!up{n.h:ﬂker} return resstam(m)]sm({ message: User nul_fumd' }J.

res. status(200) _jscn(updutgd,u_l;er) 3
)]_l } catech (err) {
b; res.status(500) . json({ message: err message });
1;
5. DELETE - Delete user by ID (DELETE /api/users/:id) F
router.delete('/:id', async (req, res) => { g0y SﬂmP'[g Téstiﬂg (Postman)
try { e L S|
const deletedUser = await User.findByldAndDelete(req.params.id); ;
if (! deletedUser) return res.status(404) json({ message: "User not found® }); * POST /wws =% Chaale: user
res.status(200) . json{{ message: User deleted successfully’ }J; #* GET /apUusers — (et all users
} catch (err) { A s
res.statu&(EUO).json({ message: err.message 1) T * GET /Wussry"d = Get user By D
} l” % PUT Japifusers/:id  — Update user by ID
1 % DELETE /api/users/:id — Delete user by ID
| 17.10.6 Example quuesi &_ Response (Create User) 17 1007 (Besk Praclices |
: 1 (= (201 Created) ,
Rz SRR {ﬂme g [/] Use proper HTTP methods for each aperation.
L S "_id": "665f2d3b3f0aelbIatc1234”, [/] Validate input data before processing.
'::gial"l: "r‘:l::@'smnil.cm"_ :::ﬂi‘":: -":R—:.:i-@'smnﬂ.cnm', m Hardle errors and return mm‘wrd PRS-
“password”: "123456", “age’: 22, M Use async/await for database operations.
; "age": 22 r:re::i..egu': "202%-06-01T10:15:20.123Z", o e codes correctly (201, 200, 40%, 500).
} %] Keep routes, confrollers, services and models separate.
Key Takeaway:
;f_ CRUD APIs are the backbone of any application. They allow Create, Read, Update and Delete
operations on resources using standard HTTP methods in a structured way.




17.11 API Validation

(17.11.1 What is API Validation? |

Validation Flow in API

S ——— —
#* API Validation is the process of checking incoming
data to ensure it is correct, complete and safe. Client Routes Validation Controller
Y ;
% It helps prevent invalid dafa from entering the (Request) |, | (Express) |_,,|(Check Data)| y /Ts Data™, "=~ | & Service
database . Yol ? (Process)
% \Validation improves reliability, security and G lNo o
user experience.
% In MERN, validation is done in the backend Return. Error
(400 Bad Request)
(Exprgss) bsfom Performing aper'a.fio.'l.s,
| 17.11.2 Types of Validation | 17.11.3 Example: Invalid Request |
Type Description i (
Required Validation Checks if a field is provided.
Type: Velidation Chacks: if the field has' the- eorrect data dype ey st o R
L b
s "emall”: "ravi#gmail.com”, ¢ Involid email formal {400 Bad
K Vi Checks if the field follows a specific format Pl —p s
*" | (email, phone, date, ete.). age": “abe”, « Age should be a rumber 9
Lel‘!@'ﬂ’l Ve [r ! Cj'ledks il a.n.d AR " . 'Password': -123', & Password foo short
Ra.nss‘v"nﬁdnﬁnn Msi}f&smhsiswiﬂnhnmﬁdmnge_ i
Custom Validation User—deﬁmad validation rules.

T R B W S S

[ LS Using Validation Middleware in Route :

const Joi = requ.ire('_joc'.'),‘

// Joi schema for user validation

const userSchema =

1

// Middleware for validation
exports.validatelser = (req, res, next) => {

. }-

Joi.ob ject({

name: Joi.string().min(3).max(50) required(),

email: Joi.string().email().required(),

age: Joi.number().integer() .min(18) . max(100).required(),
password: Joi.string().min(6). required()

const { error } = userSchemn.vuLidate(req.bcdg);
if Cerror) {

refurn res.status(400) _ann( {
"Validation Error’,

details: error.details. mup(grr => err.message b}

1)

message;

}
next(); // Data is walid, proceed to controller

[17.11.7 Manual Validation (Without Joi) |

const express = require( 'express'};

const router = express.Router();

4/ Apply validation before creating user
router .post(‘/"', validatellser, userController.createlser);

module . exports = router;

e

const { validatellser } = require('.. /middleware/validation’);

const userCanﬁrni ler = regqu ire{ ¥ . /cnn{‘.rc“er&/ms-rCantmH.sr . ) ¥

;l?.ll.é Exa;p;: Validation Error Response J

“email must be a wvalid email®,

"age must be a number”,

“password must be at least 6 characters long”
1
1

-

(17.11.8 Best Practices |

{
"message”: "Validation Error”,
“details": [ HTTP Status
“name is required”, Code: 400

'expm-is.vnl&dntnﬂscrﬁnmﬂ[ = (req, res, next) => {
const { name, email, age, password } = req. body; [ G 1
il e & 0 ¥ Always validate data before processing.
if (!'name || name.trim() ==="'') errors.push( 'Name is required'); % \Validate both required f“‘d’s and data "-&P“ F—
if (lemail || !email.includes( '@’ )) errors.push( Invalid email’); % Use libraries like Joi or gx'nrus-mﬂdn.‘.ar for clean code. &—
if (typeof age !== 'number') errors.push(’'Age must be a number'); . <4
i_f ('Fuswcvrd |] pas.sw'dlangﬂl < 6) -r'mrs.P.l.s.‘l('Pa.sMrd too short'); » Retura ul error ges: i’
if Cerrors.length > ©) { ¥ Use appropriate HTTP status codes (400 for validation errors).
return res.status(400). json({ message: 'Validation Error', errors 1); % Sanitize and validate user input to prevent attacks.
}xt() % Keep walidation logic in middleware or separate files.
ne B \
ki
(17.11.9 Common Validation Rules (Joi) |
Rule Description Rule Description
required() Field is mandatory. max(length) Maximum length or wvalue.
.sn‘.r-i‘.ngf) Field must be a string. pm‘.fernfregex) Field must match the regex pattern.
number( ) Field must be a number. E.nfe_gel‘f) Field must be an t'nf.eger'_
" email) | Feld musk be o valid amad " validCvaluct, value2) | Fald must _be one of the specified values
it g Uegihe aRighit sdutonl Svilan b
G Theinii:

[

\‘I

__

API Vaolidation ensures that only correct, safe

It protects the application fmm bad data, improves security and keeps the database clean.

and meaningful data is processed.




17.12 API Error Ha.ncﬂ.ing

| 17.12.1 What is API Error Handling? |

%* API Erroerdl’.ﬂ'lgisihepmce.ss ofdef:ecﬁng,
hnnd.[ingﬂndm-spmdingioenwsinncunﬁmﬂgd

manner .

¥ It ensures that the API does not crash and
provides meanu'lﬁftd feedback to the client.

#¥ Good error hun.dlmg improves reliability, debugging
and user experience.

# In MERN (Express), errors are handled using
try...catch, custom error classes and middleware .

| 17.12.2 Commen Errors in APIs |

Error Handling Flow in API
Client Routes Controller
(Requ&\:f) (Exprsssj (LDS'I-C)

—

Error Handling |

Middleware |

v

Error Response

(JSON) A

[I?,12.3 Standard Error Response Format :

Error Type Description Example
Validation Error | Invalid or missing input data. | Invalid email format
Resource Not Found | Requested resource not found. | User with given ID not found
Unuathorized Error | Authentication required. Access token missing/invalid
Forbidden Error No permission o access resource | Admin access required
Server Error Unexpected error on server. | Database connection failed
Bad Request Invalid request format. Malformed JSON

{

}

“success”: false,
-MSSB.SB = H ”Hmn

"error”: "Detailed

"statusCode”: 400,

“data”:

null,

"timestamp”: "2024-06-01T710:15:20.123Z"

readable error mssﬂgz-, ‘qw refurn
error (optional)”, {Mﬂsﬁnﬁ error

-

y,

: 17.12. % Example: Han.d.ﬁng Errors in Controller

J

[ 17.12.5 Global Error Handling Middleware |

const User = require(’../models/User');

// Get user by ID
exports.getUserByld = async (req, res, next) => {
try {
const user = await User.findById(req.params.id);
l'.j- (,'uscr) {
const err = new Error('User not found');
err.statusCode = %0%;
/¢ Pass error to middleware

return next(err);

}

} catch (err) {

next(err); /¢ Pass any other error

}
*

ras_stntu(zof})_‘json({ success: true, data: user }),

| 17.12.6 Using Error Middleware in App

const express = rcqul'.rsf‘sxprtss'),‘

const. app = axpmsn()j

/... other middlewares and routes

const userRoutes = require(’../routes/userRoutes');
app. usel '/api/n.ssrs Hd userﬁmdas),‘

/¢ Global Error Handling Middleware
const errorMiddleware = requimf'._imﬁdigmreferrwﬂﬁdtﬂpmre'};
app.us!fcrrw”&ddlmr(),‘ £ Must be last

L module .exports = app;

@

1?;_12_8 Best Practices

Always volidate input data before processing.

Use mninsfu.i and uwwfnmtﬂg error messages.
Return appropriate HTTP status codes.

Do not expose sensitive server errors in production.
Log errors on the server for debugging.

Use a centralized error handling middleware .

Keep error responses consistent across all APIs.

* ok % ok k%

Kﬂs‘ Takea.wo.y z

r7d

const errorMiddleware = (err, req, res, next) =» {

I

errorMiddleware . js

const statusCode

const message = err.message ||

console. error (.err =

res. status(statusCode). json({

success: false

msﬂs.: MSSQSG,
error: process.env. NODE_E === ‘production’
? undefined : err.stack,

statusCode: statusCode i

data: null,

timestamp: new Date().toISOSTring()

1);

madu[c.sxpurts = errorMiddleware;

= err.statusCode || 500,

'Internal Server Error’;

stnck}; s Los error

»

&

( I T20°F Exa.mpfz. Errer Respon.ses l'

Error Status Code Example Response (JSON)
Volidation Error | 400 Bad Request | { success": false, "message”: “Invalid email”, “statusCode”: 400}
Not. Found 404 Not Found { success”: false, "message”: User not found”, "statusCode™: 404}
Unuatharized 401 Unauthorized | { success":falsa, “message”: “Unauthorized access”, “statusCode”: 401}
Forbidden 403 Forbiddan {“success” false, ‘massage”: "Access denied”, “statusCode™: 403}
Server Error 500 Inferral Server Ervor | {"success™: false, “message”: “Internal Server Error”, “statusCode”:500}

| 17.12.9 Commen HTTP Status Codes l

Status Code Meaning Whan to Use
200 OK Request succeasful Data refrieved/created/updated/deletad
400 Bad Request Invalid request Validation failed, wrong format
#01 Unauthorized Authentication required Token missing or invalid
#03 Forbidden Access denied No permission lo access rescurce
40% Not Found Resource net found Requested data does not exist

500 Intarmol Server Error Sarver error Unexpecied server-side error

__

Proper API Error Handling makes your epplication reliable, secure and user-friendly.
Always handle errors gracefully and provide clear feedback to the client.




17.13 HITTP Status Codes

Requ.est o RBSPOH,SE FLOW

(17.13.1 What are HTTP Status Codes? | ——— e —
) f—\
¥ HTTP Status Codes are 3-digit numbers returned Client fac. R
by the server in response to a client request. (Request) HTTP (Biocess) HTTP (Sbibuis Coda
q P ess) |00
% They indicate whether the request was successful, Request Response + Data)
redirected, an error occurred, elc. D l
</>
% Status codes help clients understand the result /
of their request. i
% In APIs, status codes are always returned along e ver .
Ut i PRI by Status Code to indicate
the result.
{ 17.13.2 Categories of HTTP Status Codes | 17.13.3 Most Common HTTP Status Codes |
) . ) ) 200 0K Request successful,
1xx Informational | 100 - 199 | Request received, confinuing process 100 Continue it B vabad iy fully
Request successfully received, 204 No Content Request successful, no content fo refurn.
2xx Success 200 - 299 200 OK
understood and M;Phd 301 Moved Pzrmnsnﬂ.y Resource moved Fer.llm.nulﬂy to a new URL .
- . e 400 Bad Request Invalid request due to client error
Jxx Redirection 300 - 399 by the client 301 Moved Permanantly 401 Unauthorized Authentication is rcqu.r'.rud.
403 Forbidden Server understood request but refuses
Request contains bad syntax or to authorize it.
4xx Client Error | %00 - 499 400 Bad Request
cannot be fulfilled 404 Not Found Requested resource not found.
S S e | 500 =599 | S it 65 Pl & il il |00 Dol S G| | T et R R A e
500 Internal Server Error | Unexpected server error.
503 Service Unavailable Server is q;xtrrmﬂy unavailnble .

-.1?.13.9 Example: API Responses with Status Codes

\ | 17.13.5 Where Status Codes are Used? I

1. 200 OK - Req.ur_tl Mzessful 2 201 Created - Resource created
{ f % To inform the client about the result of the request.
“success™: frue, “success”: frue,
'm:scgu': “User refrieved succc;sfuuy', 'ms:agt'l “User created succcsafu“y', *‘ To hand.‘.e EFrors and. excslptians Pl‘ﬂPerlb‘
"data”: { "id™: 1, “name™: "Ravi” } “data™: { "id™: 2, “name™: "Ravi® }
} 3 # To show mea.nmgfr.c! messages to users.
J
#* To maintain standard communication between
~: %00 Bad Request = Iavalid input : 40% Not Found = Resource not found alient and seiver:
“success”: false, “success”: false, *»* Hel[‘os in debusgu'ls and mrutur-mg AFIs.
‘message”: “lnwalid amail fﬂrmi', “message”: “User not fmd',
“errors”: [“email must be walid™] “statusCode”: 404 = = = = = =
& ) ) [ 17.13.6 Best Practices |
J SR PR A L e )
r5.mlws:rwfw-51rwm\ 6. 503 Service Unavailable - Server busy ) ¥ Always return appropriate status codes.
{ { ¥ Use 2xx for success, %xx for client errors,
“success”: false, “success”: false, 5xx for server errors.
“message”: 'Smﬂu'ng went wrong”, “message”: "Service temporarily wnavailable”,
“statusCode”: 500 “stobustode”: 503 % Provide meaningful messages in response.
u} : % Do not expose sensitive server information.
% Be consistent in all API endpoints.

(17.13.7 Detailed List of HTTP Status Codes |

Category Status Code Meaning Whan to Use Category Status Code Maaning Whan to Use
: 100 Continue Request received, continue | Clisnt should confinue request %00 Bad Request Invalid request. Validation errar, wrong dala.
Tnfsrmational | 101 ‘Sailehing. Prolocols | Switehing protosels Protocol change :a,':e 401 Unauthorized Authentication required. | Nofinvalid foken
— == s T — e = I 403 Forbidden Access denied No permission,

e Segpeet. sucomsl T IVIELSTE: mponts 2 404 Not Found Resource not found. Towlid endpoint o 1D,
2ux 201 Creatad Resource created. POST succass 409 Conflic Conflict with - . flict data
Success 202 Accepled Request accepled Procassing in background =i g 7 " 55 :

429 Too Many Requests | Toe many requests Rate (imiting
204 Mo Content Success, ne conbord bo rebun, | DELETE success
__'1.‘3_-\ = __R_ = ;__d' | 500 Infernal Server Error | Sarver error Unexpected server failure.
0! Mowved Permanently esource maved. mﬂl& :J\auske pnrmnnunﬂa
Bick 5 S“ixx 502 Bad Gateway Irvalid response from server | Gateway/proxy error

302 Faund escurce found lemporarily | Temporary redirect. v
Redirection £ Iz il 503 Service Unavailable | Server wnavailable Server down/maintanance

30% Not Modified Resource nof modified Use cached data. o i — @ i Upe ]

Goteway Timeou rver  timeout tream server bimeout.

Key Takeaway:

_"_ HTTP Status Codes are the language of APIs.
They help in clear communication, error handling and building reliable applications.




17.14 API Pa.si.nation

| 17.14.1 What is API Pagination? |
% Pogination is the process of dividing a large
set of data into smaller chunks (pages).

% It helps improve performance, reduce load
on the server and enhance user experience.

# Instead of returning all records af once,
we return a specific page of results.

Client

LJ

% Common query parameters: page, Limit,
skip, offset, nextPage, totalPages, etc.

# Used in list APIs like users, products,
orders, posts, ete,

[1_ ?_145 _Pc;.gma.f:i.on Pa.ram;f:rs ‘

(Request)

Pa.gf.rmﬁon Flow in API

Server

GET /apiusers

P

(P J
Ppage=2&limit=5 ind i

_ﬁ?.l‘f.ﬁ‘ Ecam_Ple Request ]

Parameter Description Default Example
page Page number requested 1 page=2
limit Number of items per page 10 limit=5
skip / offset Number of items to skip 0 skip=10
sort Field to sort by —id sort=name:asc
arder Sort order (ase / desc) asc order=desc
search Search keyword - search=ravi

[17.7%.9 |Example Responze |

{
"success  : true ’
“data”: [
{ "_id®: "101", “name”: “Amit", “email”: “amit@gmail. com” ¥,
{ "_id": "102", “"name": “Neha", “email": “neha@gmail . com” 3.
{ "—id": "103", "name": "Rawi”, "email”: "ravi@gmail.com” },
{ "—id™: "10%°, “name”: “Pooja”, "email”: "pocjo@gmail.com” },
{ "-—ed™: "105°, "name®: “Kiran", "email”: "kiran@gmail.com” }
]

"pagination” : {
‘currenf.Pﬂgn s 2,

“totalPages™: %,

“totalltems™: 20,
'if:emsperpnge g By
-hMchEPnsu " brue,
“hasPrevPage”: true,

“nextPage®: 3,
-Pr!‘vpﬂg‘ 5 M I

3

[_IT_H-;; Best Pr_-a.cliczs |

Always use pagination for large datasets.

Scf.u.:l'.cfu.uﬂ limit and maximum [imif (..5_, max 100) .
Validate page and limif values

Return uuful pnghdimmﬁudu{afhfaipngu, Jm:l\hdpngl, ete.).
Use indexes on fields used for sorting and searching.
ﬁvﬁdmiun;hgumca;sm’yfuh‘.u.

3 o k¥ %

|li?.l‘+.7 Example Request & Response (Summary) |

{ GET /api/users?page=2 &limit=5&sort=name&order=asc ]

Meaning:

* page=2 = Return page number 2
+ limit=5 —+ 5 items per page

* sort=name — Sort by name

* order=asc = Ascending order

|.. I?.I‘F.ij _Pats.lb'ml':mn in f?onfroﬂzr EExaMfle) |

sxports.glelUurs = async (mq, res) =» {

try {
// Get query parameters
const page = parselnt(req.query.page) || 1;
const limit = parselnt(req.query. limit) || 10;
const skip = (page - 1) * limit;
corak sol-tBy = req.query.sort | I
const order = req.query.order |l ‘asc”;
canst search = req.query.search || "7;

/4 Build filter
let filter = {};
|'._f (search) {
filter.name = { $reges: search, $options: 'i' };
}
/4 Query with pagination
const users = await User.find(filter)
.sor‘{({ {sortsy]: order === ‘desc” ? -1 :
.skip(skip)
lemit(Limit) ;

1 h

const totalltems = await User.countDocuments(filter);
canst totalPages = Math. ceil(totalltems / limit);

res. status(200) . json({
success: btrue,
data: users,
pagination: {
currentPage: page,
totalPages,
totalltems,
iimsperpngc.' Limit,
hns.Nnleu.gs.' page < Eutalpugcs,
hnsprevpngc: page > 1
nextPage: page < totalPages 7 page + 1

¢ onull,

quues! E"—’P“"—“ 'rsm".‘f) prevPage: page > 1 ? page = 1 : null
GET /Jopi/usseaPpage=Felimitet &sort=namatiordar=dass v Dalo: # users }
Quiary P *  currentPage: 3 I35
+ paga = 3 ¢ bokallagei: o E } cateh (err) {
L T T + totalltems: 20 res. status(500) . json({ success: false, message: err.message });
* .gart ™ noms L ‘wsNu%.‘ true
* order = desc * hasPrevPage: true ¥
17.1%.8 How Pa.gi.nnl‘.i.on Werks (Calculation)
1 5 (1-1} =+ 5=0 1-5 First 5 items ] ( ¥ % i
2 5 (2-1) = 5+ 5 6 - 10 Next 5 items aug % fpagh:=-Ly W Wk
3 5 (3-1) + 5= 10 i - 15 Next 5 ifems totalPages = ceil(totalltems /limit)
n 5 tn=1) = 5 hasNextPage = page < totalPages |
Key Takeaway:
_"_ Pagination makes APIs fast, efficient and scalable.
VA It improves performance and user experience by returning only the required data.

LS
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7.15 API Filferéng

*

#*

*

#*

Filtering allows clients to retrieve onfg the (Request) GET /api/users _| (Process)

data thal matches specific conditions.

Prole=admind
It helps in narrowing down large datasets E status=active .

based on one or more criferia.

Improves performance, reduces bandwidth
usage and enhances user experience.
Cu.rrmonly used in list APIs like users,

products, orders, posts, etc.

ﬁ'.l'.terins Flow in API

S

Database

(Apply filters in query
and return makching data)

1
“totalPages”: 1,
“currentPage”™: 1 G\ly’ matching
1 records are
returned

{ "—_id™: "101°, "name”: "Rawi”, "role”: "admin”,

“status”: “active”, 'ng-": 28, TcreatedAt™: "2024-06-01" 1%,
{ "_ltd”: "105°, "name”; “Amit”, “role”: "admin”,

“status”: “active”, “age”: 32, “createdAt”: "2024-05-20"},
{ "-_id™: "110°, “name”: "Neha®, “role”: “admin”,

“status™: “active”, "age”: 25, TcreatedAt”: ~“2024-05-10"}

[ 17.15.6 Best Practices

*EFEREFR

Allow filtering only on specific fialds lo prevenl mizuse.
Set a dafault lmif to aveld fetching huge dalasets.
Return meaningful messages for invalid filters }:

Po.ra.mef,ers | 1#.15.3 Example Request |
Parometer Description Exomple Example URL ‘ GET /npi/users?mfg:admin.&sl:nius:ncﬁve&age__gi:.?ﬂ&sw—t: -createdAt
field=value Equals match role =admin /api/usersProle=admin
field__ne=value Not equals status__ne=inactive | /opl/usersPstatus__ne=inactive x
Mcu.n.l.ng.‘
field__gi=value Greater than age._gt=25 Aapl/usersPage. gt=25 S et =" Only, adsiin wiars
= Less than -[t=30 Fapl/users? =30
fhee Movelue A5 o/ St + status=active = Only active users
= __gte=1 Fapi Page__gte=18
field__gtesvalue | Greofer than or equol | age__gte=18 ‘api/usersPage__gte=1 age._gt=20 = Age than 20
teld__[fesvalue Less than __lte=50 Fapl/usersPage__[te=60
£ ol i o i i « sort=-createdAt - Sort by createdAt in descending order
fiald__in=a,b,c | Ina lst of values | role__in=admin, user | /api/usersProle._in=admin, user
mﬁ=h‘y~u-d quu:r\i search search=ravi /ap'./uw:?swcﬁ:ruvi
| 17.15.4 Example Response | 17.15.5 Filtering in Controller (Example)
{ exports. getUsers = async (req, res) => { ]
" . try {
success : brue, Let filter = {}:
“count™: 3, /7 Apply filters based on query parameters
“data™s [ if (req.quary.rolel filter.role = req.query.role:
if (req. query. status) filter status = req.query. stabus;

if (req.query.age__gt) filter age = { $gt: parselnt(req.query.age__gt) };
if (raq.query.ugt__ﬂ.) filter age = { Flé: parsalnt{reg. qunry.aan__lt) ¥
if (req.query.age__gte)  filter.age = { Fgte: parselni(req.query. age__giel };
if (req.query.age__lte) filter age = { Flte: parselnt(req.query.age _lte) };
if (raq.quary.role__in)  filter.role = { $in: req. quary.role__in.split(’, ") };

7/ Kegword search (example on name & email)
if (req.query. search) {
filter $or = [

{ name: { Pregex: req.query.search, Foptions: ‘L' } },
{ email: { $regex: req. query.search, $options: ‘i' } }
1;
}
## Serting
lat sort = req.query.sort || ' —createdAt’ ;

const users = await User. find(filter). sort(sort);
ras. status(200), json({ success: true, count: users.length, data: users });

} catch (errl {
ru.stutus(SGO).jsm{[ success: false, message: err.message 12 a

Avoid exposing internal implementafion details in errors.

I? 15 7 Common Fm{ters with Exampiz l

[ 1? 15 8 Example Reaue.st & Response Sumry

— R — Request Response {Summary)
Filter Tk.  Syedax Example Description 4 GET /“I“.'/“""’? * success: Lrue
Equalei |- fiaidevalis 1 mlimady, — 1 Madchie) gkant vealin! ; ; e
Not Equels | fiald nemvalue rola_namuser Docs. ned maich value "’""“‘"""‘Iﬂ“"""”& <&, : )
sk Tha, flald _glevaliia age__gte20 Value B status=activefiage__gte=18& o data: [ .. matching users vas 3
Luex Then fiald_lt=volue | age (=20 Volue loss than | | age__lte=40&sort=nameflimit=5& + currentPage: 1 B
In List fiald _in=a b stalus, _in=active, inactive Mabches angy in lat page=1 + totalPages: 2
Keyword Search | searchekeyword ssarcharam Scarch in test fiolds
I? 15 9 f__xumpl'.e Fd.éers on Dl.ffer'eml. Fua!ds
Field Pazsible Flters Ekmph Example URL Explanation
N 5 S apifusers iname=FRavi Get user with exact name
_____ = _i_ % ’c_ _'___-RM /: mRaw 1 /a_!os(uurs?saan:.h-fam Seart.h users 35- name ]
i ] Aapisusersrole=admin Gat admin users
e cq_un.f.s,— in ro[ctadmm % mh__inBad:u.n_uur /ﬂ,o&/usnrﬂ?ro{.ﬂ__m-ﬂdnun,,mr - Get adnun or  wuser roles |
» . Zapi/usersPatatus=active Active users
stabus equals, ne, in patus ) / ‘_ - 3 e vace FapisuseraPatatus__ne=inactive Exclude inactive
A R Fapi/usersPetatus__in=active, inactive Active OR inactive
= i Sapifusersfage__gt=20 Age greatar than 20
0_9‘ _9{' i, Sf" fee agassgte 20 age——ltan 30  Sapifuserafage__lta=30 Age less than or equal te 30
amuhdﬁl_-géelﬂo24—:oi—ol /ﬂpl/u:rrl?a:ahﬂl_-s!.--202‘0 -01-01 Created on ar aftar date
s ol g & gte, Us | o patedde._te-2024-06-01 /apifusersPeraatedAt__lt=2024-06-01 Creatsd bafore date

Key Takeaway:

_"_ API Filtering helps return only the data you need.
L It reduces load, improves performance and enhances the overall user experience .




17.16 API Se.a.rchi.ng

(1772611 \Whas i= APE Scarching? |

*
matches
*

email, title, etc.

relevant results.

Searching allows clients to find data that

It is used to search by keyword, name,

Improves user experience by quickly finding

Comunl& used in list APIs like users,

producf‘.s, orders, Pasfs, etc.

17.16.2 Common Search Parameters

Sea.rdwms Flow in API
s s = il
Client Server
fRaquestJ GET /apl/users (Process) »| (Matching Data)
Psearch=Ravi

[J

[ I.?.Ig.g E:xample R’_equest .

Params e Himcesphion Eshmpte Erampla UKL GET /api/uws?mrch=ﬂavi&s¢aruhﬂeids=m,md&
search / gq | Test o search in records | search=Raw FapifusersPsearch=Ravi matchType=containsdcase=insensitivebpage=1&limit=5
searchFields | Fields to apply search on |searchFislds=name email Sapi/users?search=Rand

searchFields=name amail
matchType | Tope of match (confains, | r\biType=contains | #ap/usersPsearcheRovik Meaning:
startsWith, exact, etc.) matchType=contains + search=Rawvi = Search text is “Rawi”
o Case sensitivity o, ki SapifusersTsearch=Ravil + searchfields=nameemail —* Search in name and email
(insensitive / sensibive) case=iasensifive + matchType=contains —+ Match if text contains "Ravi®
inLength Minimum charactars inl anoth=2 SapifusersTsearch=Rak P Ty S AL o —+ Case insensifive search
to start searching minlength=2 . =1, limib=5 = Paginabion: first paga, 5 it
page, limit | Paginabion with search | page=18lmit=5 | 7epV/usersPsearch=Ravk | L :
page=1&limit=5
| 17.16.% Example Response | 17.16.5 Searching in Controller (Example) |
{ ) exports gatUsers = asyne (req, res) =» {
“success”: brue, try {
“egunt™: 2, lat { search = ', ssarchFislds = ‘name email’,
“daba”: T matchType = 'contains’, case: caselype = insensibive’,
{ "_ad™ "1017, “name”: “Ram Kumar®, “email’: “rovi@lgmail.com” }, pAge. = 1 Lk = 20 )} reqcanany;
= il e S h e E /4 Build search filter
i A : X il”: "resd singhiBgrmenl com’
] { "_id": "115°, “name™: "Rawindra Singh", “email } it fetar = T
. if {search) {
pagination’:s { Let fialds = searchFialds.split(',');
.::::P""'p“g.'_ :11' lat conditions = fialds.map(fiald => {
toiolltoma": Z . if CmatchTyps =e= stardsWith')
“itemaPerPage™: 5, matchi, return { [field]: { $ragex: ~* + search, Poptions: caseType =wm ‘insensibive’
‘I‘maNaxtPcst': fn.lsn, % ok o )‘;
“hasPrevPage”: false o else if (matchType === “exact’')

} returned. return { [field]: { $regex: """+ search + '$', Pophions: caseType === 'tnsencibive’

} R R i
else /7 contains (default)
= return { [field]: { #r : search, ions: casel: wme insensitive’
| 17.16.6 Best Practices Bl { S g Sl eillie

% FProvide simple and consistent search paramsters _:__)f: : L

ilter. $or = o 5
#  Allow searching on specific fialds only, )
i}!s-praprmdc.ﬁngma::hnbl:i‘mﬂds /7 Paginati
" # e laxgek fo let skip = (parselnt(page) - 1) * parselnt(limit);

Co.g, "““’j"‘ﬁu‘”z" ’ lat users = await User.find(filter). skipCakip). limit(parsent(limit)};

W Ratarnpagtiate..compts siih. searv: Let tofalltems = await User.countDocumanta(filter);
# \Validate and sanitize user input. lat tobalPages = Math.ceil(botailtems / parseInt{limit));
% Hondle empty search and no-result cases gracefully.
% Do not expose sensitive fields in results ra.l.lha.tull'QOO).jlenf{

1#.16.7 Common Search Types with Examples

succass: Erue,

count: users.length,

Eoarch T e data: users,
ype Deseriplion , Emnﬂ- Query Py
Containg Taxt contains the given walus ¢ MR« e - currentPage: pﬂrnn]nt(pnaaj. totalPages, totalltems,
matchas v Kumar
T i.iMlaPanPng-: parselnt(limit),
Sarts With Taxt starts with the value :‘M WT?:IWRMT‘E“ hasMextPage: page < totalPages, hasPre.Page: page > 1
malchas Ra 'aman
- }
Exact Maleh Taxt exactly motches matchType=ercct&soarch=Row Kumar 3);
Cose Insennibive | Ignores case case=insenaibivefesaarcheRAVT } cateh (err) {
e Fialds = ple fiolds i oleds= i =Ravi res. status(500) json({ success: false, message! err.message iR
Multiple Search tn mulbiple snarchf name emaddsearch )
— — — — )
17.16.8 Exa.mpfz.' Search Sununa.ry
' z Response (Summary)
GET /upisusers Pacarch=RavibsnarchFialda=noma amailds | quhy | * @t 2 2
EchTyp tainsd ; itimBpoge=18limit-5 + data: [ ... matching users ... ]
K Tak + pagination fcurm!f‘u@c 1, totalPoges: 1, totalltems: z'3
ey eaway:

K

API Searching helps users find the exact date they need quickly.
It improves usabilify, saves bandwidth and enhances overall user experience.




17.17 API Sortf.ng=

Sorting Flow in APT

(17.17.1 What is APT Sorting? |

*Sad&gurmgesfhedaﬁahaspecifmm‘dﬁr

ba.ted'.mune ormor‘eﬁ.e.[.cfs.

% It helps clients to view data in ascending

(asc) or descending (desc) order.

% Improves readability of data and enhances
user experience.

E 3 Commaniy used in list APIs like users,
products, orders, etc.

:_T?.i?’.Q Commeon Sorﬁin.g Paramef:lar':_]

—_————

(quuesé)

| 1? 1? 3 Exampi.e Requesf

fermeter Mﬂ#lm Exnmpt'.n Em#. Hhe GET fﬂfi/ussr's?sar‘ﬁlmaﬁu&ﬂt&urﬂsr'd&sﬁ&‘pﬂgzii&ﬁmﬁ=5 ]
createdAt, nome
Field to sort by ' " | Zapifusers?sort=name
email, age
Sort orde Meaning:
order g asc, desc Aapi/usersPorder=desc
(asc / dese) sort=createdAt — Sort by crealedAt field
sortBy Alins for sort name Fapi/users?sortBy=name * order=desc — Descending order (latest first)
direction Alias fur order asc, desc /cpi/um?di.ricﬂou=asc L P“:S'=1 —+ First page
: ! limit=5 — 5 items
Used ; Panrto = per page
page, limi sed with sorting page=1&limit =10 SapluseraTsort namediorder=asc L
ffn- Inaslna.fmﬂ.) &.ouge;l&ﬂmal—"lﬂ
17.17 4+ Example Response I? 1? 5 Sorting in Con.f.r'oﬂer fEx J
[ e P 3
{ suporbe gatiisre = osync:ireq: resl e { i
“success™: tbrue, trb'//{ - s
5 & el query parameters
count™s. 3, const sartField = req.query.sort || ‘createdAt’;
“data”: [ const order = req.query order || ‘asc’;
{ "™ 1107, "name’: “Neha ', “createdAt™: “2020-06-05T10:30:00Z°},
i . = 0, S I St /4 Build sort object
{ '_n.d. ~Io9“, -ﬁm-. _Am{"' -Mﬂ.ﬂl-. -202"3‘-06—0‘?]"99.15.@'}, I o ol e Cakbt BB o F.
{ “_id™: "1087, “name™: "Rawvi”, TcreatedAt”: "202%-06-03TOE:20:00Z7} const sortOption = { [sortFiald]: sortOcder };
1,
B 7/ Pagination
M"m' {_ const page = parsalnt(raq quary.page) || 1;
currentPage™: 1, conat Limit = parselnt(req.query.limit) || 10;
“totalPages”: 2, const skip = (page - 1) * Llimié;
“iotalTtems™: 10,
- & £/ Fatch sorted data
itemsPerP I
o ‘:P:;?:.. tn_:a const wsers = await User find({})
“hasPrevPage”: false % m'._tcsuf_EoP‘LM)
. skip Cakip)
: } dimib(Limit) ;
s - — const totalltems = await User.countDocuments({});
2 const totalPages = Math.ceilClotalltems ~ Llimit) ;
17.17.6 Best Practices 9

res. status (2000 json({

¥ Always allow sorting only on valid, indexed fields. A
# Set o default sort field and order A T
#* \Validate sert and order Pnrm{ﬁrs. data: users, e
# Use pagination with sorting far Lw‘ge datosets. pagination: {
¥ Restrict sorting on sensitive fields. currentPage: page,
# Provide clear API doeumentation loéalpagts,
¥ Return consistent results for same totalTtems,
f bkl J itemaPerPage: Limit;
LR A s T ST hasNextPage: page < totalPages,
! lfir'ri" Common  Sort me.d.:s with Exnmpf.es m&vt%__ page > 1
Field Erampia Dascriphion }
name Psort = nameforder=asc Sort by user name (A - 23 3 i:.; i T o
< err
il Tioct mamatlboeuis Ve St thyy il (A" ) res. sbabus{EO0) joonll swccees: fabew, mesnages wrrimussage 35
_E:-mhdﬂt _Fno:!::-n!:dﬁé&ord-rlm Snré % crantion date date (!nbnt ru-_lij }
| age | Tsort-ageBiorder=ase | Sort by age (amallast first) | | }:
price Paort=pricafordar =desc Sort by price fﬁajv. £ low)

[ 17.27.8 E@T\pﬂe: Requests & Responses [

| 17.17.9 Common Order Values

Raqueat [

GET Aapisuserasort=name&order =ase

GET fapi/users?sort 'ngl&ordﬂ- wdll:&pn@n'2&ﬁm.'l wiy

=

GET /apifusers?sort=craated Al &order=asc

1 Rasponsa f&wmrs} Orclar Vlis M.
« Sorted by name (A = Z) :
-Fw:ipnguofmﬁ.g S Amcarnding order (A= Z, 049, oldest + latest] |
P iy G oo dase Descanding order (Z = A, 9 - 0, latast - oldast)
" Sorted by age Chigh to low) T e T e e e e
+ Page 2, 5 itams par page ’
o Puginakion, infa. tndh Note: | o F
- Sortad g oldaih Pt # Default order is ususlly ‘asc
- All other pagination defaults *Al«mgsspcufgnrdcrwnﬁhmfwcw'.

KEH Ta.kea.wa.g .

M~ API Sorting helps organize
il and delivers a better wuser

data in mmnmﬁfl-d order. It improves u.sabi.[if:y, Pgrformm,ce

experience .




.1 7.18 API Documentation :

Role of API Documenfaﬁwn

.— —————————————————
\ 1_?_18_1 W—LSAPE Dﬁmjat_wn._ | Deudnpu-s > i . Understand
*APIDocmnEaEmundefndedsmdeMexpim Q ] N How to Use APT
how to wse an API. o
% It helps developers understand available endpoints, Eringeibres i ﬂ} Integrate
request paramelers, responses, errors, authentication, &% : Easily
and examples. — = -
y . ) Toitars T Use Cmc:ﬂg
#* Good documentation improves a[zvsiopar experience i : & Effei
and adoption. . ' : i
# Commonly created using lools like Swagger (OpenAPI), ——— Sl L.:,W
Postman, ReadMe, or MkDocs. i ikl
| 137 18 2 Ke_g Sel:f:wns in API DQCM&EWR | 17.18.3 Example: Endpoint Documentation ;
Section Description Endpoint : GET /api/users
Overview Brief introduction about the API and is purpose. Description  : Get o list of users
Base URL The base URL of the API. Base URL 3 hﬁlps://upi.:xwﬂp!e.com
Authentication How to authenticate requests (AFI Key, Token, efe.). Method : GET
Endpoints List of available API endpeints. Authentication: Bearer Token (JWT)
Raquest Parameters Dalmhnf?mry path, ﬁendarmdbadspnmmdm Rate Limit : 100 mqussf‘.s,!nr‘MHME
Rﬂwi Emmp{n Sﬂm'dl ruqucd: with URL, headers, .Bods G&Cﬂ'b‘ P, T
Response Format Description of successful response structure. e Tupe Reguired Description Example
Error Codes List of possible errors and their meanings. page integer No | Page number 1
Examples Real-world request and response examples. limit integer No ltems per page 10
Rate Limits Informabion. abodk usoge limils. i string Mo St Iy it | e
order string No Sort order (osc/desc) asc
Contact / Support How to get help or report issues,

Request Example
GET /api/users?page=1&[imit=10&sort =name&order=asc

| 17.18 % Example: Create User (POST) | Authorization: Bearer <token>
Response Example (200 OK)
Eﬂ.d,aoin.f i POST /g,ﬂ/useﬂ Response (201 Created) i
Descripbion  : Create a new user { Tsuccess i Erus,
Hazidss ¢ Conkent-Tupe: applicabicris “success”: frue “data”: [ i nee
= ; Ype: apy S 2 AWy 2 {-id”: 1, “name”: "Rawi , “email ravi@gmad com” },

Request Body : umﬁ'ﬂ'{f g s il {"d": 2, “name”: “Neha™, “email™: “nehaBigmail com "}
{. W 2 “id”: 101, “pagination”: {

name”: “Rowi Kumar”, 5 . Ran K r “currentPage": 1,

“amail": " raviBlgmail eom ", _m _I _ﬂ“ it i A!Oéﬂiphgllu: &,

= ": “passuordi23” ) waills Trasdihmall Som “totalltems™: 4%,

“ibemsPerPage™: 10
} 3 }
Lk J

Em Errnr RSSPM

+ 400 Bod Request - Invalid input N [Stakus Code o] e = R

+ %09 Conflict - Email olready exists </> 400 Bad Request | Invalid parameters { “massage : “Invadid page”}

* 500 Internal Server Error - Server side error | 401 | Unouthorized | Missing/invalid boken | { “message”: “Unauthorized”}

40% IR [ —— ) {“rasmage"s " Luar pob found "}
500 Server Error !Iwhmdww { “message™: 'Sﬁnqmﬂgwiimg'j_

. S

: 1?‘.1?'5 Cfm Auﬁh&fimim Mﬂl‘:ho_d.s ! | I? 18 6 Documzm‘.a.f.l.on Besf Pr:u:ELc.es :

APT Key Client sends a key in header or guery parameler
e.g., x-api-key: abel23

Token iz sent in Authorization header

eg., # Autheriration: Beorer <token>

*

Keep documentation clear, simple and up to date.
Provide real examples for each endpoint.

Bearer Token (JWT)

E‘;—Auﬁ .wam&pmﬂdm-imhw Expfmnaﬂpammdm,mspmaﬂdm‘s
e.g., Authorization: Basic <base6%> Include authentication details and rote limits.
m:.nﬂa_lo Use access token nhtmnmduamdﬁmmﬁmjb«r

Test all examples before publishing.

API Kay in Quary Key - Fy Use tools like Swassgr fqpenAPrJ fcr interactive docs.

eg-, apl *n&?nbcl?.-g

AR IR R B IR

17.18.7 Popular Tools for API Documentation

Swagger # OpenAPT Postman ReadMe Redoc MiDocs + Markdoun
0 Swagger 0 Postman 1) readme ReDoc é&. MkDocs
= Industry standard {OpendFT} + Create and share docs + Beautiful decs site * Clean and simple UI + Slatic site generator
« Auto-generate docs o Mock sarvirs « Versianing « Open source « Markdown based
o Intaractive UI || + Easy collaboration ¥ Matadein, vl + Easy to infegrate + Highly customizable
Key Takeaway:
_‘ l’_ Great API documentation makes it easy fw‘ u'.gvel'.opers to understand, f.n.Eesra.i‘e and use your API.
pirg It reduces support, saves time and  helps your API  succeed.




