lChap{:er 21: File Uploads & Cloud Integratioﬂ
21.1 File Upload Architecture.

IZI.I.I Introduction l
¥ File uploads allow users to send files fr‘orn the fronf.end to the backend

and store them securely.

¥ Cloud t'nfegmﬁon helps n si:on'ng and managing these _fl'les in scalable

and reliable cloud storage services.

¥ This architecture ensures smooth file handling, security and high availability.

¥ It is widely used in web applications like social media, e-commerce,

and document management systems.

Key Points:

[ File uploads connect the frontend, backend and cloud storage.
E Cloud storage provides scalability, reliability and global accessibility.

| Proper validation and security are important during file uploads.

[V This architecture improves performance and user experience.
L v

21.1.2 Architecture Overvfe.w‘
The file upload process follows a step-by-step architecture:

[ ' ' R ' 3 'd B i’ h
1. User 2. Frontend 3. Backend 4. Cloud Storage 5. Response
(Frontend) to Frontend

. K i E
S v : Receives file, :
elects a file Uploads file o Stores file securely Returns file URL

t J | via HTTP J | processes 10 in the cloud : Mn:ur success messageJ

21.1.3 Components y

¥ Frontend: Handles file selection and sends ﬁ[e to backend. aWws 3

o " |

% Backend: Handles ffie reception, validation and processing.

% Cloud Storage: Stores files securely (e.g., AWS S3, Google Cloud Storage). I_s Azure

% Database (Optional): Stores file metadata like name, type, size, URL.

Key Takeaway:

File upload architecture connects users, applications and cloud storage
to store and manage files securely, eﬁicfentiy and at scale.




.21.2 Multipart/Form Daf:a.

‘(21.2.1 What is Multipart/Form Dafa?]
*

Multipart/Form Data is an encoding type used to send files
along with other data in an HTTP request.

*
*
*

It is common{y used in ﬁ{e upfoad forms.
Each part in the request represents a field (text or file).
The data is sent in parts separated by a boundary.

~

J21.2.2 How Muiﬁpari/Far’m Data Works?

 C— —

—

Upload File

resume.pdf

Name Bhuvitiﬁ: T

1. Form Submission 2. Multipart 3. HTTP Request 4. Server Parsing 5. File Stored
Encoofing
e
User Se{eds a file The ﬁm-,.: it & The request is sent The server parses The file is stored
and ﬁﬂs other encoded as to the server with the data and extracts in the server or
fields in the form. multipart/form-data. the encoded data. files and fields. cloud storage.
\ J \ v e J \ J \, _d

B A ™

-

const formData = new FormData();

formData.append(’ file', document.getElementById('filelnput').files[0]);
formData.append('name', 'Bhavitha');

formData. append( ‘email’, 'bhavitha@example.com');

fetch('https://your-api.com/upload’, {
method: 'POST',
body: formData
9]
.then(responge => response. json())
.then(data => console.log(data))
.catch(error => console.log('Error:’, error));

-

Explanation:

M FormData() creates a new
form data object.

] append() adds fields and
files to the form data.

M The file is taken from
the file input element.

] The data is sent using
fetch() with POST method.

L

521.2.4 Re_giaest Structure (Multfparf) \

POST /upload HTTP/1.1
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryl2345

------ WebKitFormBoundary12345
Content-Disposition: form-data; name="name"

Bhavitha

------ WebKitFormBoundaryl2345

Content-Disposition: form-data; name="file"; filename="resume.pdf"
Content-Type: application/pdf

<binary file data here>

------ WebKitFormBoundaryl12345--

Each part is separated
by a boundary.

It can contain text
fc'eids or ﬁies.

'-Key Takeawag:
L

g

single request, making it ideal for fiie upload for‘ms.

Multipart/Form Data allows sending both files and other data together in a

©




21.3 Multer

(21.3.1 What is Multer? |

¥ Multer is a Node. js middleware used for handling
multipart/form-data, which is primarily used for ﬁle uploads. Multer

¥ It is built on top of busboy for maximum efficiency.

¥  Multer makes it easy to handle files, store them and | i ;
access other form data. ﬂ.de@

* It is widel'.g used in Express. Jjs a.pp!ications.

h2i3.2__ Bo.sic_Usage of Mu[ierj

”

const express = require(‘express');

const multer = require('multer');

const app = express(); ( Expianation' )
// Set storage engine E diskaomge is used to
const storage = multer.diskStorage({ store files on the server.

destination: function (req, file, cb) {

[ destination sets the
cb(null, 'uploads/'); // Folder where files will be stored

folder path.

¥ ;
filename: function (req, file, cb) { M filename s‘:t: X T:;?fui'
cb(null, Date.now() + '-' + file.originalname); // Unique filename }a;e foi . ipldos
} ne.
X3 ™M upload. single(" file")

handles a single ft'!e
with the field name
'file'.

// Route for single file upload Iz’ Ohice upfouded, i
app.post('/upload’, upload.single('file'), (req, res) => {

// Initialize upload
const upload = multer({ storage: storage });

: A Success messﬂge ES
res.send('File uploaded successfully! ):

3); \

e v,

21.3.3 Multer Methods |

I, A B 3
¥  upload.single(fieldname) — Accepts a single file. @ @
¥ upload.array(fieldname, maxCount) - Accepts multiple files. @ @ %

E 3 upiaad.ﬂefds(ﬁe[ds) - Accepts multiple files with different field names. singl'.e(} array(_:' ﬁefds() any()
% upload.any() - Accepts all files (use with caution).

returned.

.

|21.3.4 Multer Configuration Opfions]

Example (Limits):

Option Description const upload = multer({
storage Defines where and how the file will be stored. limits: {
dest Specifies the destination folder (used with default storage). flleSize: 10 % 1024 » 1024 .7/ 10MB
limits Sets limits like file size, number of files, etc. })}s
| fleFilter Allows filtering files before uploading. J

Key Takeawa-H: ___\ : /_ Multer simplifies file uploads in Node.js applications by handling multipart/form-data
'@‘ requests, storing files securely and providing easy access to uploaded files.




21.4 Image Upload

121.4.1 Introduction |

% Image upload allows users to upload image ft'[es

from the frontend to the server. Upload
¥ The images are stored on the server or cloud Image :
storage and their URLs are saved in the database.
% It is commonly used in profiles, social media, Image URL /
e-commerce, blogs, etc. Success
¥ Multer is used in Node. J'S/Express. Js appficai:ions Frontend Response
to handle image uploads efficiently. (Upload Image) Server / Cloud Storage
l 21.4.2 Image Upload Flow |
1. Select Image 2. Upload Request 3. Server Processing 4. Store Image 5. Response
L L R
User selects an Image is sent to Server validates the Image is stored in Server returns image
image from device. the server using image and stores it server folder or URL or success
multipart/form-data. in storage. cloud storage. message.

:21.4.3 Example (Imo.ge Upload using Multer) |
l't:r.mlst express = require('express'); )
const multer = require('multer');

const path = require('path');
const app = express();

// Storage configuration
const storage = multer.diskStorage({
destination: function (req, file, cb) {
eb(null, 'uplaads/images'); // Folder to store images
i
filename: function (req, file, eb) {
const unigueName = Date.now() + path.extnnme(fif.e.origiﬂalname);
eb(null, uniqueName); // Unique filename
}
i
// File filter (only images)
const fileFilter = (req, file, ¢b) => {
const allowedTypes = /jpegljpglpnglgif/;
const extname = allowedTypes.test(path.extname(file.originalname).tolowerCase());
const mimetype = u“owed'f'ypes.test(file.mimetype);

if (extname && mimetype) return cb(null, true);
cb(new Error('Only image files are allowed!'));

5

Explanation:

E diska:omgeO defines where and how
the image will be stored.

™ fifenamef) creates a unique filename
to prevent conflicts.

E’ fileFilter ensures that only image
files (:jpg, Jjpeg, png, gif_) are allowed.

M upload. single('image’) handles a
single image upload with the field
name 'image'.

™ On success, the server returns the

image URL.

(21.4.4 File Validation

const upload = multer({ storage: storage, fileFilter: fileFilter 1 % Check fll& !yFB (tmage MIME tyPES)
// Route for image upload % Check file extension.
qpp.Pns{:('fuplomi-imngz', upload.single('image'), (req, res) => { ¥ Check f(t& size (sef a ilﬂ'llf)

if (!req.file) return res.status(490).send('Noe file uploaded!'); ¥ Rejecf. invalid ﬁi&s with an error

const imageUrl = '/uploads/images/' + req.file.filename; message.

res.send({ message: 'Image uploaded succesfully!', imageUrl: imageUrl });
19 H

@B |EB
L e ’

1,

applications.

K&y T"'kea""“y: Image upload allows users to upﬁoad images securelg. Using Multer,
- @_ we can validate, store and manage images efficiently in Node.js

-1 )




21.5 File Validation

121.5.1 Introduction |
% File validation ensures that only valid files

are uploaded to the server. Valid File
¥ It helps in maintaining date security,
consistency and performance.
% \Validation includes checking file type, File Validation Store Eile
size, name, and content. User Uploads File (Server) (Server/ Cloud)
¥ Multer provides built-in and custom (Frontend) l Tnvalid File
methods to validate files. e
21.5.2 Validation Flow | Reject Fie
(Error Response)
[i B ( b ' ™ . 3 - ~
1. User Selects File 2. File Upload 3. Validation 4. Store or Reject 5. Response
N Request
0 (N
2 r aol| - -
(+)
User selects a file File is sent to the Server validates the file If valid, file is stored. Server sends success
to upload. server using type, size, name and If invalid, file is message or error
multipart/form-data. other rules. rejected. response.
e A L% v \, = e A . ’
21.5.3 Example (File Validation using Muﬂzer‘)J
[ conist ox ress = require('express'); i . )
const m:;.ter = req:':re('mufters") . EXPIQ“G'&IO“I
on. h = require(’ h'):
zon:: ::: = ex:fe:s:;:;,mt ; E‘ fileFilter(J checks the ﬁIe
// File validation function extension and MIME tgpa
const fileFilter = (reg, file, cb) => {
const allowedTypes = /jpeg|jpg|pnalpdf/; E On'[y JPG" PNG and PDF
const allowedMimeTypes = ['image/jpeg', 'image/png’', 'application/pdf']; fi{es are allowed.

const extname = allowedTypes.test(path.extname(file.originalname).tolowerCase());
const mimetype = allowedMimeTypes.includes(file.mimetype);

File size is limited to 5MB.

Invalid files are rejected

if (extname && mimetype) { ;
return cb(null, true); // Accept file with an error message.
} else {

return cb(new Error('Invalid file type! Only JPG, PNG or PDF allowed.'), false); Valid ﬁl’es are stored in the
; } 'uploads/ " folder.

// Storage configuration
const storage = multer.diskStorage({
destination: function (req, file, cb) {
eb(null, ‘'uploads/'); // Folder to store files

B HE

1.
filename: function (req, file, cb) {
cb(null, Date.now() + '-' + file.originalrame); // Unique filename . -

{51_54_ Com:wn Validation Rules ‘

¥

ff Initialize multer with validatien
const upload = multer({

storage: storage, '*‘ Check ﬁie iype (exfensmn)
fileFilter: fileFilter,
Limits: { fileSize: 5 = 1824 » 1024 } // 5MB Llimit %  Check MIME type.

ok % Check file size.

// Route for file upload

app.post( upload’, upload.single('file'), (req, res) => { % Check ﬁh name (allowed pattem)
if (lreq.file) { : qm'red

return res.status(489).send({ messoge: 'File upload failed!', error: req.fileValidationErrer }); % Check -ﬁk content (If g ‘)

} ¥ Limit number of files.
res.send({ message: 'File uploaded successfully!’, filename: req.file.filename });

1;

>

Key Taikeaway: File validation is essential for secure file uploads. It prevents invalid or
_\@’_ malicious ﬁ.l'.es from bel'ng stored and ensures that only valid ﬁies are accepted.




.21.6 File Size Restricfions.

’51?1 fngroduction }

*

-~
|

=

File size restriction ensures that users
cannot upload files larger than a
defined limit.

It helps in saving server storage

User Up!oads File
(Frontend)

and improving performance.

Multer allows us to set file size
limits using the limits option.

If the file size exceeds the limit,
the upload is rejected with an error.

E.G_._Z Eife _Sf_ze_ }-?e_sfr-*ii:h;or; _Flo_w

Upload File

Size Check
(Server)

i Exceeds Limit

(X

Reject File
(Error Response)

~ Within Limit
—_— E —_—

Store File
(Server/Cloud)

1. Select File f 2. Upload Request 3. Size Validation 4. Store or Reject 5. Response 1
N o If within limit,
F L4 | @ |
+
e If exceeds limit,
User selects a file File is sent to the Server checks the file e s nejectsd Server sends success
from device. server using size against the / ; message or error
\ J | multipart/form-data. ] | allowed limit. ) | ) response. )
21.6.3 Exo.mp!e (File Size Restriction using Multer) |
rccnst express = require('express'); 1( Exp[ana.ﬁon: 1
const multer = require('multer’);

L

const app = express();

// Define storage configuration
const storage = multer.diskStorage({
destination: function (req, file, eb) {
cb(null, 'uploads/'); {/ Folder to store files
§
filename: function (req, file, cb) {
cb(null, Date.now() +

'=' + file.originalname);

[/ Unique filename

}
33
// File size Limit (5MB)
const upload = multer({
storage: storage,
Limits: { fileSize: 5 = 1824 = 1824 } // 5MB limit
s

// Route for file upload
app.post('/upload’, upload.single('file'), (req, res) =» {
if (lreq.file) return res.status(480).send('No file uploaded!');
res.send({
message: 'File uploaded successfully!',
filename: req.file.filename,
size: req.file.size // size in bytes
I
1;
{// Error handling for file size Limit
app.use((err, req, res, next) => {
if (err instanceof multer.MulterErrer) {
if (err.code === 'LIMIT_FILE_SIZE') {
return res.status(400).send('File size is too large! Maximum 5MB allowed.');

}

next{err);

M limits: { fileSize: 5 + 1024 * 1024 } sets

the maximum file size to 5MB.

M If the uploaded file size exceeds SMB,
the upload will be rejected.

M Multer throws an error with code

LIMIT_FILE_SIZE.

[ Custom error handler sends a clear

error message to the user.

S . Y S
I‘ File Size Units
| % 1 KB = 1024 Bytes

I ¥ 1 MB = 1024 KB

| % 1 GB = 1824 MB

|

\_'*

Example: 5MB = 5 » 1024 » 1024 Bytes

[21.6.4 Common Size Limits |

¥)3

-

Limit Use Case

1 MB Small proﬁls images, documents

5 MB General file uploads

10 MB Imnges, PDFs

20 MB Large files, videos (short)

50 MB+ Videos, backups (use cloud storage)

DD [
ﬁ

1

-

.

Key Takeaway:

_‘@_

File size restrictions help in managing server storage, improving performance

and ensuring smooth user experience by allowing only files within defined limits.

R




.21 ./ Cloud Storage

B
| 21.7.1 Introduction ] Cliad Slorage
# Cloud storage allows us to store files
on remoéeazenrers managed by ii.-d- Upland P
. 4 .
party providers. D
% It provides scalability, reliability and
accessibility from anywhere.
& Tnilan ol dirind o o Application (AWS S3 / Google Cloud / Database
e = (Frontend/Backend) Cloudinary / Firebase) (Store file URL)

AWS 53, Google Cloud Storage,
Cloudinary, Firebase Storage, etc. o e e ~
; , Benefits

% Files are uploaded from the application _
to the cloud and the URL is saved [ Highly scalable and. reliable.

M Accessible from anywhere.

————————

in the database.
M Reduces server storage usage. I:l
21.7.2 Cloud Storage Flow |
' R ' N ' i ™ ' 1 f
1. Select File 2. Upload.' Requesf 3. Uplond to Cloud 4. Get File URL 5. Save URL
% {
> > = >
:
User selects a file File is sent to the Server uploads the file Cloud storage returns Server saves the URL
to upload. server. to cloud storage. the file URL. in the database.
\, / —— \ J J S J
{21,7.3 Example (Upload to AWS S3 using Muiﬁerﬂ
const express = require('express'); 1T ) ]
const multer = rgquirg('mu;’ter'); EXPlﬂthlOﬂ.

const AWS = require( ' aws-sdk');
const multerS3 = reguire( 'multer-s3');
const app = express();

// Configure AWS 53

AWS . config.update({
accessKeyld: 'YOUR_ACCESS_KEY',
secretAccessKey: 'YOUR_SECRET_KEY',
region: 'ap-south-1'

s

const 53 = new AWS.53();

/f Multer storage using S3
const upload = multer({
storage: multerS3({

s3: 53,
bucket: ‘your-bucket-name',
contentType: multerS3. AUTO_CONTENT_TYPE,

key: function (req, file, cb) {

M AWS SDK is used to connect to S3.
M multer-s3 stores files directly in S3.
M A unique filename is generated using Date.now().
[ After upload, S3 returns the file URL.
| (4 The URL is saved in the database for future use.

S Mol E e W 1
i aws | ! (B .
s O G |
: Amazon S3 : Google Cloud | Cloudinary :
| I Storage | |

[-.2_1?4- Use Cases J

cb(null, Date.now() + '-' + file.originalname); // Unigque fil
H
.,
Limits: { fileSize: 5 * 1824 * 1024 }
I3

// 5MB Llimit

// Route to upload file to S3
app.post('/upload', upload.single('file'), (req, res) => {
if (!req.file) return res.status(480).send('No file uploaded!');

// File uploaded successfully
res.send({
message :
url: req.file.location
s
i

'File uploaded to cloud successfully!',
/7 URL of uploaded file in 53

"

% Profile picture uploads.

% Document management systems.
% E-commerce product images.
% Video and media file storage.
% Backup and archive stomse,

Key Points:

[ Cloud storage provides reliable and scalable
storage for files.

[ It reduces the load on the application server.

[ Files are accessed using URLs.

v y

f Key Takeaway:

_@_

performance and reliability of app[c'caﬁons.

Cloud storage helps in storing files securely in the cloud, making

them accessible from anywhere while improving scalability,

O 8




21.8 C[oudinary Integration

(21.8.1 Introduction |
% Cloudinary is a cloud storage service

that specializes in image and video

o

management. :
¥ It provides features like upload, e Cloudmary URL Response ol
transform, optimize and deliver ication . atabase
medij il ” (Uplgzd Image) Claidinary, Cload (Store URL)
¥ It returns a secure URL that can be P e T S =
used to access the media. Ir Benefits of Cloudinary I
% Cloudinary has a Node.js SDK that | [ Easy media upload and management. |
makes integration easy. I [ Automatic optimization of images and videos. I
I & Supports transformations (resize, crop, format, ete.). I *
| [ Delivers media through a fast CDN. |
I\ [ Reduces server storage and bandwidth usage. ]I

[21.8 b2 Cloudinary Inf:egraf:ion HOWJ

Y r

1. Select Image 2. Upload Request

Gl 7 (&) P G

3. UF[oad to Cl'.nudinarﬂ

“~

User selects an Image Is: senk fo the Server uploads the image Cloudinary returns the Server saves the URL
, _ server using to i ing SDK. secure URL of the image. in the database.
iegs toaplnt multipart/ form~data. R el e i i

. A \ J . A L A .

' N r

5. Save URL

4. Get Ima.ge URL

4

[2_1:_31 3 Exa.r_nf_ie (CIOudinari In_ﬁagr_*ation in Express) J

const express = require('express');
multer = require( 'multer');
cloudinary = rsquirﬂ('ctaudinnry');vZ;

app = express();

const
const
const

// Configure Claudinary
cloudinary.config({
cloud_name: 'YOUR_CLOUD_NAME",

api_key: 'YOUR_API_KEY',
api_secret: 'YOUR_API_SECRET'
1);

// Multer setup (store in memory before uploading to Cloudinary)
const storage = multer.memoryStorage();
multer({ storage: storage });

const upload

// Route for image upload
app.post( ' /upload-image', upload.single( 'image'), async (req, res) => {
try {
if (!req.file) return res.status(40@).send('No file uploaded!'};

/f Upload te Cloudinary
const result = await cloudinary.uploader.upload_stream(
{ folder:
(error, result) =» {
if (error) return res.status(500).send( 'Upload failed!');

'uploads' },

// Save result.secure_url in database (example)
// UserModel.create({ imageUrlL: result.secure_url });

res.send({

message: 'Image uploaded successfully!’,
imagelUrl: result.secure_url,
pubtic_{d: resuLt.pubLtc_id

3
to
i P:',pe the f‘r'.l'.s hqffer" to Cf.oud:'.rlary
result.end(req.file.buffer);
} catch (err) {
res.status(508).send( "' Server error: '

¥z

+ err.message);

( Explanation:
M We conﬁ.gure Cbudina.ry with cloud name, api_kes

and api_secret.

We use multer with memoryStorage to store the

file in buffer.

cicudinﬂry,uplaﬂder.up[oad_sérem( ) up[ol:ufs the

image to Cloudinary.

Cloudinary returns a secure URL (secure_url) and

public_id.

We save the secure_url in the datobase and return

it in the response.

Common Transformations (Examples)
- Width
- Effect (sharpen, blur, ete.)
Example URL:

- Height
- Crop mode (fill, limit, scale, crop)
- Quality (auto, 1 to 108)
https://res.cloudinary.com/demo/image/upload/
w_300,h_300,c_fill,q_auto,f auto/sample.jpg

LT Y - T T

[

#* Blag images and media mo.na.gemené.
¥ Video upload and sfreaming_
% Image optimization and resizing.

- Format (jpg, png, webp)
21.8.4 Popular Use Cases I

% User profile picture upload.

# Product image upload in e-commerce.

4

Key Takeaway:

_qp_

Cloudinary integration simplifies media management by providing easy upload,
opiimfznh'an and deﬁuery nf images and videos thrau:gh secure URLs.

@ ©




21.9 Image Opf:imizafion

[21.9.1 Introduction |

% Image optimization improves performance
EH reducing file size without Iosing
qunh'i:y.

* Opﬁmized images load fasfer, use less Application
bandwidth and improve user experience. (Upload Image)

¥ Cloud services like Cioudinary vaide ———————————————————————————— w.
Beneﬁfs of Image Opfimc'zaﬂan

[ Faster page load and better performance.
A Saves bandwidth and storage.

[4 Improves SEQ and user experience.

[ Automatic optimization using Cloudinary.

——— ——— ——— — — —{— ——— — —— —— — — ——— — —

Smaller Size,
(Opffmize & Tro.nsform) Better Qua{ify

automatic optimization and f:ransﬁ:nnaﬁon.

¥ We can resize, compress and convert

images to the best formaﬁ far web.

o e e e e,

\

|_2_1;9.2 (_thimiza_tion F_low]

) ~ ™ i

1. Upload Image 2. Send to Clou:ﬁrwy 3. Opﬁmize Imge 4. (et Opbnuzed URL 5. Use Optimized Image

—r@*—r&l—r

User uploads image Server sends the Cloudinary optimizes Cloudinary returns the Application uses the
to the server. image to Cloudinary. and transforms optimized image URL. optimized URL to
; L the image. display the image.

| 21.9.3 Example (Image Optimization using Cloudinary in Express)]

= ~

const express = require('express'); ( EXPI‘.MQ&EGR:

const multer = reguire( 'multer'); m We upl'.oad the i.mage us[ng sl
Cloudinary automatically optimizes the image
// Configure Cloudinary ustng ﬂwformaﬁt’m opﬁon.s.

cloudinary.config({
cloud_name: 'YOUR_CLOUD_NAME®,

4

api_key: 'YOUR_API_KEY', M quality: 'auto:good' adjusts the best quality.
4
|

const cloudinary = require('cloudinary').v2;
const app = express();

&l

width, het'ght and crop resize the image.

i_ ret: ‘YOUR_API_SECRET'®
M ?pt e fetch_format: 'auto' delivers the best format
(WebP, JPEG, etc.).

// Multer setup (store in memory)
const storage = muLter.mnmorgStarnge(); C[oudmarg retums H’IE opi:imfzed ima_ge URL
(secure_url).

const upload = multer({ storage: storage });

// Route for upload and optimize image 3
i . - b i - e o - o e ey T - e G ‘
a.p:::o{stc fupload', upload.single('image'), async (req, res) => { lr Coninsin Opifmizuﬁan Opinﬂ.S' ]
; |
const result = await cloudinary.uploader.upload(req.file.buffer, { I * w - Width ___I___ |
folder: 'upleoads', | ¥ h - Height -i :
transj_‘orm(?.tion: [ . . R ‘ ! ¥ ¢ - Crop mode (fill, limit, scole, crop) L‘P 1
{ wndt-h. 1000, height: 1800, crop: 'limit ¥, 7 resx-.zrf | * q B Qua.ﬁfy (aute or 1 to 108) I :
]{ quality: 'auto:good', fetch_format: ‘'aute' } // optimize | % Ff -F ¢ (auto, jpg, png, webp) Al i
M L* e - Effect (sharpen, blur, grayscale, etc.) j
// result.secure_url is the optimizred image URL T TR o T . — )
res.send({ [21.9.4 Popular Use CasesJ
message: 'Image uploaded and optimized successfully!’, T
N ¥ Speed up website images.
public_id: result.public_id ¥ E-commerce product images.
i H

AL T % User Pmﬁi& picture apéimizafinn.
res.status(58@).send({ message: 'Upload failed', error: error.message }); ¥ Gﬂﬂery and POrthL[O websites.

i | % Mobile applications for faster loading.

Key Takeaway: Ima.ge qm‘:im:'zafim reduces the ﬁie size and improves Ium:ﬁng speed without /
_‘@’“ compromising quality. Cioudimry makes it easy with automatic optimization

and Powerfu[ frmuformf:fon aption.s_ . .l




21.10 Profile Image Upload.

[21 .10.1 Introduction W

% Profile image upload allows users p

to upload and update their profile SR

Ficf:ure. 2

Cloudinary

¥ The image is stored in the cloud

(Cloudinary) and the secure URL User Uploads Cloudinary Cloud Database

is saved in the database. Profile Image (Store & Optimize) (Store URL)
% The image is displayed on the (anfen.dz _________________________

user profile page. Benefits

¥ When a new ima.ge is upl'.aﬂ.d.ed,
the old image is replaced.

(21.10.2 Profile Image Upload Flow |

[
|
I a

I [ Personalized user profile.

: [ Images are optimized automatically.
I

I

|

i

[ Secure storage and fast delivery.
] Easy to update and replace profile picture.

-~ ™

multipart/form-data.
L A {75 v b

' Y £ ' B,
1. Select Image 2. Upf.oad Request 3. Upload to Cloudinary 4. Get Secure URL

> ’ > (f\) N
e

User selects a profile Image is sent to the Server uploads the image Cloudinary returns the Server saves the image Frofile page displays

image from device. server using to Cloudinary. secure URL of the URL in the database the updated profile

uplon.dad una.s'e ) - for the user. image.

", .

[_.21_1037 Exan;Ple EPmﬁle -Imag; Url;lo-ud_ usc'r_lg ExFr;s_+ C_ioudina;ﬂj-]

=
const express = require('express');

const multer = require( ‘multer');

const cloudinary = require('cloudinary').vZ;

const User = require(’./models/User");

const authMiddleware = require(’'./middleware/auth');
const router = express.Router();

// Configure Cloudinary
cloudinary.config({
cloud_name: “YOUR_CLOUD_NAME',
api_key: 'YOUR_API_KEY',
api_secret: ' YOUR_API_SECRET'
3

L4 Multer setup (store in msmor‘y}
const storage = multer.memoryStorage();

const upload = multer({ storage: sterage });

// Upload profile image
router, post( ' /upload-profile~image', authMiddleware,
upload.single( ' image'), async (reg, res) => {
try {

// Upload to Cloudinary
folder: ‘profile_images',

1

// Update user praofile image URL in database
const user = await User.findByld(req.user._id);

// Delete old image from Cloudinary

H
user.profileImaoge = {
wrl: result.secure_url,
public_id: result publie_id
+;

await user.save();

imagelrl: result,secure_url });
} catch (error) {

}
i

\

if (!req.fi.n‘.e) return res.status(400) . send({ message: ‘Mo image uploaded!’ 1

const result = await cloudinary.uploader.upload(req.file.buffer, {

width: 588, height: 588, crop: 'fill', gquality: 'aute’', fetch_format: 'auto’

if Cuser.profilelmage && user.profilelmage.public_id) {

await cloudinary.uploader.destroy{user.profilelmage.public_id);

res.send({ message: 'Profile image updated successfully’,

res.status(500).send({ message: 'Upload failed', error:

-~

Expianaﬁon:
Multer stores the image in memory,
Image is uploaded to Ciaudfnﬂry.
Ifusera.b‘eadghasanaupmfﬂsbnage.
it is deleted ﬁ"am Cﬂoudirwry.
New image URL and public_id are
saved in the database.
The updaied image is returned and
displayed on the profile page.

d E HEAE

Image Transformations (Example URL)
https :fifres.c Loud{.mxry . com/demofi.mquf
upload/w_2080,h_200,c_fill, g_face,r_max/
v1712312345/profile_images/abel23. jpg
#* w_280, h_2oe —» Resize

o

# c_fill,g_face — Crop & Gravity

* r_max —+ Round corners (L_f needed)
* g_aute — Auto quality

* f_auto —+ Auto format

(21.10.4 Use Cases |

% User profile picture upload.

¥ Social media uppllca.hdﬂs

% User account settings.

% Employee portal profile update.

% Messaging apps.

Key Points:
& Always validate file fgpe and size.
Bl Use Cloudinary transformetions for

optimized images.

) Replace old image to save storage.
I Store only the secure URL in database.

error.message FJ);

- -

Key Takeaway: i i i ; i
Y ; Yy Profile image upload provides a better user experience by allowing users to personalize
—@— their Proﬁlek Using Cfoudirl.arg ensures optimized storage, ﬁ:sﬁ delivery and secure access. th

e e e e e



21.11 Product Image Upload

[ 21 .11.1 Inf:roc:iucﬁon

¥ Product Lmage up[oa.d allows admin or
sellers to u,oloa.d multiple images for
a product.

* Image.s' are stored in the cloud
(C!oudmary) and the secure URLs

el =

Admin/Seller Uploads

Uplead Images

Cloudinary

Secure URLs

e

Cloudinary Cloud

Database

i Product Ima.ges (Store & O_pf:im.ize) (Sfore URLS,)
are saved in the dafabase. o )
% These images are displayed in the EntSes e S e e e e e e
product details page. Benefits

* We can uplond, apﬁmize and manage
multiple product images easily.

[21112 Product Image U'Dioad Ff.ow_l

Supporfs mu.[fip!e Pmduci': image upf.oad:.
Images are optimized automatically.
Secure storage and fast delivery (CDN).
Betfer Frﬂduﬂé d@iﬂy ﬁ.ﬂd user ex'ﬂerieﬂlce.

I ~ = s - el -

1. Select Images 2. Upload Request | | 3. Upload to Cloudinary

@) M G

6. Display Product

// Configure Cloudinary
cloudinary. config({
cloud_name: 'YOUR_CLOUD_NAME'

api_key: 'YOUR_API_KEY',
api_secret: 'YOUR_API_SECRET'
P H

/4 Multer setup (store in memory)
const storage = mlter,memorgSfornge(};
const upload = multer{{ storage: storage });

// Route: upload multiple product images
router. post( " /upload-product-images', upload.array('images’,
try {
if (lreq.files || req.files.length === @)
return res.status(488).send({ message: 'Ne images uploaded!'
const uploadPromises = req.files map(file => {
return cloudinary.uploader.upload(file.buffer, {

3

fnl.der.— 'product_images oL
width: 808, height: 88@, crop: "Llimit’,
quality: ‘aute', fetch_format: ‘'aute’

i3 H
il
const results = await Promise.all(uploadPromises);
const imagelrls = results. map(result => result.secure_url);
/4 Save product with image URLs in database
const product = new Preduct({
name: req.body.name,
price:
images:
f 9+
await product.save();
res.send({
message:
images:
1
} cateh (error) {
res.status(580) . send({ message:
}
i3 H

req.body. price,
imagellrls

'Product images uploﬂ.dzd successfully!’,
imagelirls

'Upload failed’, error:

\

5), async (req, res) = {

error. message }).

A

Admin  selects one Images are sent to Server uploads images Cloudinary returns Server saves URLs Product page displays
or more images the server using to Cloudinary. secure URLs for in the database for all the uploaded
from device. multipart/ form-data. each image. the product. images.

24113 Examp[e (Product Ima.ge Upload using ExFress + Cfoudinar‘g)j

eonst express = mquirg('expmgs'); Expiamfion:

const multer = require( 'multer');

const cloudinary = require('cloudinary').v2; M We use nudter.arra‘g[':} to upi'.oad muihp!e

const Product = require('./models/Product b i i z L

censt router = expmss.Reuter‘(); :mages (w G e exam,oie)

Each image is uploaded to Cloudinary and we
get secure_url.

Al URLs are stored in the images fteH r.:f
the product.

These URLs are used to display preduct images
on the frontend.

.

1 W__

#* ¥ ¥ k¥ ¥
o
1
2]
B
&
o

Example URL:
https://res.cloudinary. com/demo/image/upload/
800,h_800,c_Limit,q_auto, f_auto/sample. jpg

Transformation Options (Exampfes.) "
— Resize width

—+ Resize height

— Crop & ﬁﬂ.

— Auto qu.ajiﬁs

— Auto format (WebP/ JPEG/ PNG)
— Auto gravity (center / face)

(21.11.4 Use Cases |

* % % * % [

E-commerce product image upload.
Admin Prod'ucf mnnqgemgnﬁ. =
User product listing.

Gauery sfgf.e pmduct displ[ay.

Multiple image preview in product page.

Key
o
&
=
&

Points:

Validate file type and size before upload.

Use Cloudinary transformations for optimized images.
Store only secure URLs in database.

Always handle errors and provide proper response.

Keg Ta“:eawaﬁ" Product image upiaad hs(ps to showcase prod:ucfs better. Usin._g Cimad.inm'y ensures

-

:@ L

optimized images, secure storage, fast delivery and better user experience.

e [




.21.12 Secure File Handling

{ 21.12.1 Infroducfion

% Secure file handling ensures that
uploaded and downloaded files are — il
safe from malicious attacks.

% It volidates files, prevents harmful ~Secure Upload

Validate file type.
Limit file size.
Rename files.
Secure Download

|
: |
[} |
| :
M Store outside web root. I
™ |
“ |
L4 ]

uploads and protects the server. & Processing Sah, Suorage oo e ko
¥ Secure handling is essential for [ Goal: K y o il Bl ] Use HTTPS.
g oal: Keep files safe, valid and controlled.
web applications. p fi Set proper permissions.
(21.12.2 Secure File Upload Practices |
s : R { ™ f ' g ™
1. Validate File .".-S‘PJ 2. Limit File Size 3. Rename File 4. Store Safely 5. Scan for Malware 6. Set Permissions
S @R 1B 9 8
Allow only Prevent large files Avoid name Save files outside Check files for Allow access only
safe extensions from overloading collisions and the web root. viruses and threats. to authorized users.
| (e.g., jpg, png, pdf). the server. path attacks. J L
A ., - ‘. = L o | A

[21.12.3 Example (Secure File Handling in Express.j_sn

const express = require('express');
const multer = require( ' multer');
const path = require('path');

const fs = require('fs');

const crypto = require( 'crypto’);

// Configure secure storage
const storage = multer.diskStorage({
destination: (req, file, cb) => {
cb(null, path.join(__dirname, 'uploads'));

filename: (req, file, cb) => {
const uniqueName = Date.now() + '_' +
crypto.randomBytes(6).toString( ' hex') +
path.extname(file.originalname);
cb(null, uniqueName);

}
B;

const upload = multer({
storage : storage,
limits: { fileSize: 5 * 1024 = 1024 }, // 5MB limit

o

( Exeianaﬁan:

M Uses Multer with diskStorage for secure file saving.
4 Generates unique filename to avoid overwriting.
[ Validates file type (MIME type).

M Limits file size to 5MB.

[ Stores files in a safe 'uploads’ directory.

[21.12.4 Secure File Handlfng Flowj

Upload Validate Access
& Check Secum!y Safely

[

Common Securify Risks & Sofuﬁons)

fileFilter: (req, file, cb) => { - 7 ~)
const allowed = ['image/jpeg', 'image/png’, 'application/pdf']; Risk Solution

) cb(null, allowed.includes(file.mimetupe)); Haifciausﬂ[e upload Validate ﬁfe type & srain
D; File size attack Set file size limits
app.post( '/upload’, upload.single('file'), (req, res) => { Path traversal Use safe filenames

if (!req.file) return res.status(400).send('No file uploaded"); _ =

res.send( ' File uploaded securely!’); Unauthorized access | Set proper permissions

k}); ) | Data leakage Store files outside web root |

Key Takeaway: ; - y :

¢ i Y Always validate, limit, and secure files during upload and

'@‘ storage to keep your application safe.

O




