l(:hapf:er 28:; MHSQL Ba.ckuf) & Recoveryzz

k3 BackuPunFrocessqfambngamPﬂofﬂwdafafapmfecflifmm

data. loss. * @
* It hzl)os to recover data in case nf fa.dwe, corru)oﬂon, or accidental @
deletion. ~ BACKUP

* MBSQL Pravides dz.fferenf ﬁHPes cgf Ba.cfcuf: methods .
¥ A Soad badmp sfmiegy ensures data safefy and business conﬂnuif:s.

Tipes of Bacdp:

( Backup Type Description
Logleal Baskup ﬁ-tpmzkda;::.z o?";;ézjl(ﬁbles, data, efc.) in a
Physical Backup Backs up the actual doto files at the storage level .
Full Backup Backs up the entire database.
Incremental Backup Backs up only the changes made since the last backup.
L Differential Backup Backsupfhedwngesnmdzshcefheiasffuﬂba&kup.J

Key Points :

'_E Backups protect data from loss or damage.
M Use both logical and physical backups for better security.
™ Af.wa.gs verifg back.u.)us 53 re.sforinﬂ in a test environment.
™ KeeP rru.:.f.ﬁf:“:a ba.dmfa copies and store them se.cu.rely

28.2 Logical Backup _
% Logical backup creates o backup in the form of SQL stafements.
¥ The backup file is human-readable and can be edited if needed .
%* It is porf:abﬂe @cross dL:ﬁcerenf sHsfems and MySQL versions .

¥ MySQL provides the mHs:FLdu.m.P utility to perform logical backups .

i

Sﬂniax : i
| mgsq[d;.m.‘o ~u username -p [options] database_name > backup_file.sql ; I ;
i

|

:

| ~—tables thi1 thl2  : Backup specific tables

EEI : - —routi : Include stored routines
~ Ts . ” m Tl l ‘-—evanﬁf:“ ¢ Include events ]
o mysqldump -u root -p mydb > mydb_backup.sql ; = Bm;-m;-;gzh -------------------
® mysqldump -u root -p --all-databases > all_backup.sql ; == Bk oll
™ mﬂsqldu.mp -u root -p mﬁdﬁ tablel fable2 > fabﬁe.s_ba.ckup.sq,[; -~ Backup specific tables
L mﬂsqldump -u root -p --routines --events m.&d[: > fuu_ba.ckup.sgi; == Backup with routines and events

KGH Points : Ir’ Ad'va.ria.gas of Lo‘gi.cal Ba.ckl.tp : _H‘[

[ Logical bockip is done using mysgldump. | & Mg el S bl I

M Bockup files are in .sgl format and are easy to restore . |0Ea55tores£ore [ saL

O I i flasible, potable and user—friendly. i o Works across differnt platforms and versions | |

| |

(4 Best for small to medium databases .

Key Takeaway :
[ By I @ Logu:al backups using mﬂquu.m.P are simple, f.’.exibie and portable .

e e e e s e e e e s e

nuaﬂ are very useful far managing and recovering M&SQL databases .




.28.3 Physi.cai Backup 1

¥ Physical backup copies the actual data files at the storage level .
*‘Risfmﬁerﬁhan[ogimibaakupandﬁmdﬁ)rlarsedaiabases_
¥ The backup is not human-readable.
%*
%*

I& FE%U.H’E-S more .S'EOFELSE SPCLCE-,

Best for‘ disaster recovery and fu.{.l'. Ba.dcup

Methods of Physical Backup :

r Method Desari‘p{: Lon I R~ S e ey }

b i ? |

Bl Sidhern Ca CDFH the data di.recﬁorg (datadir) f{f MESQL while the | @ When to Use !

v} PY server is stopped . ! o L i

LVM Sna.Fshaf Use Losu'.c.ai Volume Man.a.&er to create o snapshot of the i . H":Sh Fe.r‘for:nn:z E

::HSQSLM u:z:el-fSAN/NASJ snapshots to create i i !

Sforage Sna.Ps.'wf e bk L } e Disaster recovery :
backup dota files. [

MESQL En.f:erprise Ba.c.ku.P for j:: :"“'B“G":“P or My prise Backup i‘ _ - JE

Ke'y Points :

™ P’:ﬁswal baz:hl.p coptes actual data fLLE'.&
E It is not in SQL farmn.f:.
M It is fa_-:fer but not Farr‘:abie.

™ Alwaﬂs stop MSSQL server befane taking file system copy .
M Bﬁf Suﬂ:‘ﬁed ‘ﬁ)r fu!—[ bﬂ.ﬁkup md mcover& 5

.

.2 8.4 mysgldump C

¥ mgsqidwnp is a MHSQL uf(iifg used to create l’.ogi.cai .’Ja,ck.ups.
¥ It exports the database structure and dafa as SQL statements.
¥ The backup file can be used to restore the database.

¥* It is Po.ri: of MHSQL and works on all ma.jor ]p!‘.a‘f:form.s,

mysgldump

Sblm':a.x :
[ mysqldump -u username -p [options] database_name > backup_fiﬂe.sql'.; ]
Examples :
® mﬂsqidum.p -u root -p mydb > mydb_bq,ckup.sqij -= Backup database mydb
® mysgldump -u root -p --all-dafabases > all_backup.sql; == Backup all databases
® mysgldump -u root -p mydb tablel tableZ > tables_backup.sgl; -~ Backup specific tables
® mysgldump -u root -p --routines --events mydb > fu[[_ba.cku]a.sqi; -~ Backup with routines and events
® mﬂsqic{ump -u root -p --no-data mgdb > sfrucfure_anly,sgﬂ - == Bu.cfc.up on.ls structure
Kebl Points : e S y

[ & mysqldump creates backups in SQL format.
™ ﬂlzbackupﬁieishm-rmdabﬂeandedifaﬂe. e --all-dotabases i Backup all databases

! i

l !

| |

M It is portable and easy to restore. | @ --no-data : Backup structure only |
P Y i !

' I

| |

! i

! I

M Include --routines and --events for complete backup. | | & ~7roubines : p i
E : s - Bt ot ® --events : Include events
L 'se --single-transaction ﬁ:r ' y ® h*sm3£e-f.mn.sncﬁ.un Consistent b“Ck“Ffor InnoDB tables

e e . e e s S o T T T T {——————— . i . e .

Ke& Takea.wg.ji ]
{ YO mysgldump is the most widely used tool for logical backups.

It is simple, ﬂexibie and .sa.fe for most backup and migmﬂon tasks .




.28.5 mgsq,lpum.p Concep{:i.

* mﬂsq[,oump s a Losi.co.l ba.r;kup ufl'ﬁf:g introduced in MHSGL 5.7,

¥ It is an improved version of mgsglcfump,

* Rsupporﬁspw‘oﬂeipmcassingﬁospeedupﬁhzﬁuchxp.

¥ I{Frwidesomsistenimdreﬁabie backu,osforlar‘gedafabo,ses.

% I con back up dotabases , schemas, tables, routines, events, users ond privil&ge.s. mﬂsqtpmp

Syntax :

[ rngscﬂ.pump -u username -p [ olpﬂons:.' dotabase_name > Ba.chz'o_fif.e.sqi; ]

Common Options :

""’""*'L““-r o e e e
_ T | @ -

OFf:wn De.scn.’of:wn E Advanfa.ge.s of mgsqipum]p:
--all-databases Bd.f.ku.P all datobases. : o P i u.sm.g
--databases dbl db2 Backup specified databases. | lLel. 8 ;

. - [ ]

--lables thll tbl2 Ba.ck.ulp .s'omfm tables . F o Bellar P"-"fﬂm for'
--routines Inelude stored routines. } lorge dotabases .
——BU‘EF‘I.*-S Irtc!ude EV&R.‘L’:\ E [ ] Su_PFgrfs more abJecf *E'ng,
--users Include users and privdeges. E (users, roles, events, etc.).
-+c(efauﬂ:-lparaﬂe.’.i.sm=~ Use N threads for' Faruﬂef. buckup l; e More consistent and
--compr\e.ss-ouipuf Curnpre.s.s the ou.fpuf f':ie Il reliable bﬂ-ﬂk“f’s

i

i

v

--exclude -datobases=db1

oEo.s_gfousemdﬂebeLL

E’“_’ﬂf":“ ;

L m.ysq,lpump -u
L4 mgsqlpump -u
* mysqlpump -u
L] mgsgl'.pump —-u

Kes Points :

root -p mﬂd'b > m.‘c_’:ib_backup.sc;i;
root o --all-databases > aﬂ._..ba.cku\o.sql,‘

root -p --afefa.uﬁf—purnﬂelism=4 mgdb > mg&b_paraﬂei.sql;

IZI' mysqipump is fasf:er and more efﬁ-c&enf than mgsg_idump.

M Supparfs Paraﬂel.ism and more obJecf \E&Pu.

M It s suitable for la.rse databases and Produd:wn environments .
M It pmv&des consistent and reliable laqml ba.ckups.

.28.6 Database Re.sfor'aﬁon.

¥ Restoration (s the Pprocess nf recovering data fmm. a !:N:u:ku'o
¥ It is used when data is lost, corrupted or accidentally deleted .
¥ You can restore from both logical backup and physical backup .
*Alwnﬁsmnksmfafnkenbnckupﬁefmmsfwnﬁm.

Restoration Methods :

o e e o e e - s e e e e e e s s i 0

--Ba.c.kupcinfalm.szmgdb
-~ Backup all databases

root -p --routines --events mydb > ruuﬁne_.everd_bu.du.tp‘sq[; — Bm:kup routines and events
-= Parallel Ba.ckuF with 4 threads

Task

Commanc{

Restore Logical Backup

mysql -u username -p dafabase_name < backup_file.sql;

Restore All Databases

mssq_i -u root -p < bcxchlp.ﬁk.sql,‘

Restore Specific Daabase

m&sq_i -u root -p db_name < backup_file sql;

Copy files to datadir and start MySGL server.

Restore Physical Backup

Takeaw

\
| [

! |

Backip Tupe Restoration Method | o Always stop MySQL server for |

Logienl, Backup Use muysql command fo import SQL file. | - Ehym:-i e ity R |
Physical Backup Copy data files back fo data directory. i r:: same y vsrsmﬁ-.u-i
Rictoradion € b IE . Tes\f: the r:sfomfwn in a safe i

R NhpA T TR i i e e e T e

o . e £

e e e e e e

(¥

s

Regular backups and successful restorations are essential for data safety
and business cmfin.w.'.fbl. Aiua.ss test your bw;hlps and recevery process .

e e e e e e et e s S . S S i . e s e



28.7 Bi.narH 1'_035

f i

'd

-\F Uses of Binary Logs :

® Data replication ( Master-Slave) .
® Incremental bo.ckulp

Point-in-Time Recovarg 3

iﬂuﬁiqfdnfabasechanges.

____._______________
®

B By by e il oiongen el ' B dolabas.

3 i d G eplnlbion, Gedkin ol ey

¥ The binary log contoins events like INSERT, UPDATE, DELETE, DDL, etc.

W Binarg e wms sl i Tkt Tome. Rocsiasy [(BFTR).

W B g ieablea i, Wis. Ragshie- sl AR,

Birw.r‘ﬁ Loi Events :

[ Event Type Description |
Statement Events Records SQL statements executed by users.
Row Events Rasiedls: chariges ‘o 7oy Lol (bafors. ‘il afbee iage).
DDL Events Records data dgfw.fwn statements (CREATE, DROP, ALTER) .
Transaction Events Records transaction begin, commit and rollback.

| Other Events Records events like user changes, toble map, ebe. |

Key Points : .

. Gpibie: b aniil B g

M Binary logs record all changes made to the dafabase.

M Enabling binary log is important for recovery and replication.
M Keep binary logs for a sufficient time for recovery.

M Manage binary logs to save disk space.

In mg.mf / my.ini
bg_liin. = mﬁsqf_—bm

W_I:d"i

e

binloqg_format = ROW 1 3 1
Then Smsburtfn MySQL  server E a Bm‘g Lags i
___________ iyl | SHOW BINARY LOGS; |

\

(Y. Binary logs are the backbone of MySQL replication,
@ Af_waﬁs encble and manage binars f.ogs Pmloer[b' for

bq.ckup and Point-in-Time Recoverb-. &)
dota safety. [ 1]

.28.8 Point-in-Time Recove.r:q 8

%*

*
*
*

Point-in-Time Recover_y (PITR) allows Hou to restore the dotabose
to a specific point in time.

It uses binary logs fo roll back or roll forward transactions.
PITR requires a full backup and binary logs.

Usefui for recovering fmm user errors, dofa com:p{m or accidental deletion .

Picanrie  Process :
e AL B S S

—1

e e e S

& Y 3 | ] *:-.1\“"‘/:_.
Full Backup ~ Change 1  Change 2 Change 3 Recovery Point

1. Take Full Bﬂ.clwf: 2. Enable Bimu‘bl Losﬁ 3. Ide.-d:;fs angaﬁ Time 4. Restore Bﬂ.dmp 5 APPIS BI'.nﬂ.I‘S Logs
Ta.‘:eo.fﬂbc‘cku‘u *Eﬂ.sw‘ebmnrgloﬂsom E#Defﬂmf}wuncf *Resfutﬂlefﬂhckup*%ﬁmyl@supfv
of the datobase. enabled and available . time to which you want on the server. the target time.
to recover.
Method Descriphion | prommmmmmmm e
= P Example Command

ROLLBACK (Stop ot Time)

Apply binary logs until just before the target time.

ROLLFORWARD (Up to Time)

mysqlbinlog - -start-datetime="2024-05-20 10:00:00" \

myenblnloy, Uil

1
1
)
i
Apply binary logs until the target time is reached. i
|
]
\

Usedinrmdmda‘apiﬂbhnryloss.

~-stop-datetime="2024-05-20 12:30:00" \
--database=mydb mysql-bin.0001 | mysgl -u root -p

| STOP-DATETIME Option

Used with mssq.lbinlu‘g to sp&afy 5ﬁop time .

e i e i i S s S e o e . i i . i B e i e s it G

Key Points :

PITR reqwﬂ'rs ﬁ;ﬂ Bﬂdtulu + bumrbl Inss.

Always keep binary logs until you are sure backups are not needed.
Test recovery process regularly.

Ensure server time is accurate.

e e S e,

|
|
| *

I o Automate bnaku,us and ius- refention .

i ® Store backups and logs in o secure location.
I\ o Re_qu[ar{ﬂ test Foint-in-Time Rscamrg.

S vt B NN OSSR SR I S W e

B is o powerful feature for data protection and disaster recovery.

_'@f_ Point-in-Time Recovery !'wiios you recover data to any exact moment using binary logs. ]




‘28 9 Ba.c.kup Sﬁraﬁegie.s.

*Asoodbaskupsﬁnfzgsmmsiaiaﬂossmdwerafm.

B Bl kil S bodb, Biifion - iliney: A iy -oiel B i woalo:

¥ Common simiesiesbwﬁude Fuﬂ,Incmnenfai‘Diﬁerenﬁai and Combined Bu.ckup

8 Follis e BBl il o bask Mk priducbion:

ConwnBackq:Sfmf:esws_

( Sﬁrcd:esy Descrtpﬁm Admnfage.s Disadvaniage.s Best Use )

Full Backup entire database | ® Simple to restore. o Takes more time. Weekly / Monthly
niapom}.mf:;m -Compicﬁednfa. .Usesms{orusz. bm:ku‘o
Baﬁhxpanf.blc.hnnﬂe.s -Fnséh:u:kup_ ® Resfore is complex. A .

Incremental Backup | since the last backup ® less storage. o Needs all previous ﬁ:l,ﬁw
(of -ang type)- backups

® Fasier restore than ¢ Backup size grows

Differential Back Backup changes since incremental . with time. Daily backup after

*‘hﬁfﬂuw ® less storage than ® More storage Jull backp.
full . incremental .
¥ quuﬂbq.ckup-i- ® Balanced in time ® More management Large datobases in

Combined

L Soalgy incremental backups . and storage. reguired . production . )

Key Points : LT e T S S S e

- J ) -' RTO & RPO :

E&mas&uﬂgybmdmﬂTOMdme&_
[ Test backups regularly.
Mﬂuﬁonmfebo.ckupsﬁomidhmmm.

Ef“‘nﬂiﬁorbﬂ.ckuf:s&z,ﬁmeaﬂdsﬁomseu&aﬁc.

RTO (Recoverﬂ Time Ofy'ecﬁvu):
Maximum acceptable time to restore
s&sﬁm.

Key Takeaway :

s oyt i e i e e il ! e i il

e S e s

co'm:.s of your data .
diﬁamnf: f_lﬁ?es of
sf:umse medin .

copy stored af_f—su‘.ﬁe
{or in cloud).

e

Ba.athf_ocaﬁons:

( B Local Disk
B External Hard Drive
@ Network Share (NAS)

-

\

_\'_ A we!l—lnla.rmed badmp 5&&&35 ensures business conﬁm-.&ﬂ, minimizes dota loss and
I mokes restoration faster and easier.

.28.10 Disaster Recovery 1

% DisnsfarRemmr& (DR)&Hmpmufmsfanhss&sﬁnmmdthﬁnaﬁeramjwfuﬂwuwd@sﬁer.
* Iﬁmmbusmsswnimmﬁsandmmmdounﬁm

* mphm&u&smh,mm,ﬁwhmbsymdmmu@ﬁan_
Disaster Recomr3 Prfoce.ssuz

O

AN =
8-

Disaster Recovery

1. Risk Assessmeni 2. Plan Development 3 LTLPteuwrnﬁuL.ort %. Te.sﬁh.s 5. Recovery
Identify threats and |=P| Create DR plan with |=P| Setup DR site, backups [=P| Test DR plan regularly (= | Execute DR plan and
DR Strotegies : S i e e e i e
- i | @ Irportant Terms
Strate Description Ad Disadvantog Best U:
M me = = o RTO (Recovery Time Objective) :
Rusén&aﬁa.frwn & low cost ® Llonger recovery time Small businesses me&l\hwﬁ:‘tiﬁcs&sﬁm
Backip & Restore | packups in case of | & Easy bo implement. | @ Higher data Loss with low RPO. | must be restored.
disaster | ® RPO (Recovery Point Objective) :
‘ Mind o Lower cost. . M | salup led , Hoxmmdoiaioﬁamcpﬁnﬂe
Pilot Light running ab DR site. ® Faster recovery than 5 B il o Medium businesses . e DR Site : Secondary site used
backup & restore. Jor recovery.
F Partial o Faster racovary. | @ Highar cost |‘f:"‘g;':5"”*°""'ﬂ°!’m“""5
Wi el | g o DR ate. | % it . | & Complin st L. p et A
v at DR sife. o Mo data loss, ® High maintenance, B Keep DR plan up to date.
7 o Test DR plan regularly.
4 Have o documented DR plan, [ Store backups off-site or in cloud & Document all procedures .
LETesf:i.{:m&ulnriy. EMMWM nginfemnndnssianmlcs.
Key Takeaway ; M Use automated monitoring.

_"_ AMMrmwp&nﬂmmery,m&m@wnﬂnﬂm&
¥ Pméscﬁs data and business o'oamﬂ.ons.




