ZChaner 32; MHSQL Connecﬁvf.ﬁy K

32.1 MgSQL with Pﬂﬂwn

* MySQL is a popular open-source Relational Database Hamgemenf Sysfem (RDBMS). :
% Python can be used to connect to o MySQL database and perform various R

Gitidre, sl MySQL.

¥ This allows Python applications to store, retrieve, update and delete data
in a HHSQL database .

ES Pyﬂwn acts as the front-end and MHSQL acts as the back-end database. .
Key Points :
M MySQL stores data in tables (rows and columns).
M Python is used to connect and inferact with MySQL.
M  MSQL with Python is widely used in web applications, data s
Y Y Y PP
and e.nferprise sgsfem.

.

Workins :
ngﬁon Ap,alécaﬁon MHSQL Connector MySQL Database
( Front-End ) ( Communication La.qer) ( Back-End )

nyhon sends SQL guerie.s using Connector —> MySQL processes the c;uerr,e.s -
Results are returned to Pyﬁhon.

32.2 MySQL Connector J Python

¥* MHSQL Connector / nyhon is the a_ﬁciciaf, HHSQL driver for’ Py‘H!on.
* It allows P\Hffwn programs to connect to MHSQL Server.
* It supparfs Python 3.x and provides a full set of feafure.s to interact with MHSQL.

Features : Basic Sbnnfa.x to Connect :

% Easy to install and use. @ ri,mPorf: mysql. connector i

*— SuPPgrts PrePg_red sfatenmfs @ conn = mysgl.comecfor.camecff M”;éz ;W‘&

¥ Provides connection pcobhg, 2‘ host = :: LOCO::’:»OSf y g mm:”
user = root ,

* SIJ.PPGI'%S SSL Cowc{wns' & PG.SSWOFO'. = "SGI.U"___PMSWGI""G‘- ”, bﬂforg

%* High paformmce and reliable . database = "Haur_dafa.ba.se 2

Key Takemo.y: 9 g

n L MHSQL Connector / nghon makes it easy for nghon ap,oiica.ftlort.s to
connect to MySQL and .perform database ope.mfrlons eﬁhenf@.




-32.3 Connection Manaﬂemenﬁ

¥ A connection must be established before interacting with the MySQL database.
% Always close the connection after the work is done to free resources.
¥ Use try...except blocks to handle connection errors.
% Connection parameters include host, user, password and database.
Key Points :

M Open a connection before performing any database operation.

M Close the connection when the task is completed.

M Use error handling to manage connection related issues.

%& to ﬂﬂﬂ.&e Connection :

1. Import 2. Establish 3. Perform 4. Handle 5. Close the
[ mysq,l.conn.ecfor ]% [ Connection ] _)[ O’oera.ﬂons } e [ Exc.spﬂon.s ] %[ Connection ]

Exmn&!f__:

import mysg[.comecf:or " ; 5
try Connection Parameters :
conn = mssq,!'..conne.ctor.cannccf:(
host = "“localhost”, o host - Database server
user = "root”, address (default: localhost)
Pa.ssword. = "sour_Pa.ssword", s user - MHSQL username
database = "Sourddataba.se") ¢ password - MHSQL password
Print("(:onnectéan Successfu.l'. ey s database - Database name to connect
except mysql.connector.Error as err: e port - Port number (default: 3306)
Prl'.n.t ("Error: = err) i '7'

_ff.na.us §
f._f 'conn' in locals() and conn.is_connected(): Usf.nﬂ t"ﬂ'- . .gxcePt
conn.close ()

that your program does not

Prinf ( "Connection Closed.” )

_32.4 Execuﬁn& Queries from nyhon

¥ Once the connection is established, we can execute SQL querigs ammg a cursor o!::jecf.
% Queries can be SELECT, INSERT, UPDATE, DELETE, etc.
¥* Aff_er zxacuﬁnﬁ queries that mndify data, use commit() to save ch.a.n.ses.

Eonun.orl. Methods : Ex“-""—f’&_i
Method Descripﬁon [ import mssqf..cnmeafnr )
conn = mysql.comctpr.comctf

cursor() Creates a cursor o!y'ec.t to execute queries. host ="localhost”, user="root", -SQL

tal E ¢ inale SQL ; password =" your_password ", —
s q,ucrs) = gl i da.tnbase="ynur_datahuss"]
execui:enmny(gury. values) | Executes a query far multiple sets of values. ciF =g curaorl )
fetchone () Fetches the next row of a query result. cur.execute (“SELECT * FROM students;”)
fetchall () Fetches all rows of a query result, FOUE: cur.fetchaﬂ.(}

for row in rows:

commit () Saves the changes made to the database. print (row)
close () Closes the cursor or connection. cur.close ()

conn.clese ()
Key Takeaway :
[ o c. ProPer connection nmna.semmﬁ and correct execution of c}usn'.z.s are essential for ]

mi‘emcﬁng with MHSQL databases eﬁicésnﬂy ﬁ'am. ngﬁon‘




32.5 Parameterized Queries

¥ Parameterized queries he!f) to prevmf SQL EnJecf.ian attacks.
% Instead of cfi.r‘ecus mse.rfr.nﬂ values into the query, P.‘:a.ceho.’.ders are used.

* Values are Po..s.sed as Famnwfar,s to the execute() method. Safe Code
¥ This moakes the code sa.fer and more e.fficéenf. Bosvanis
Exﬂgle: y = 1 sqL Injection
% ~
import mgsq,i.camcfar Keﬂ Points
conn = mysql.connector.connect ( i
hosf. = "lﬂcﬂ.u{osﬁn, wser = "raot", M USE. Xs as PIAGB}LOHBFS
,oa.ssword = "Hour_Password", database = "Hour_,da.fa.ba_sg”) M Values are Pa.sse,d as a ﬁ-lpf-e-
cur = conn.cursor () M Prevents SQL injecﬂon.
# Using parameterized query ™ Improves performance.
sql = “INSERT INTO students(name, age, course) VALUES (%s, %s, %s)" . ,
values = ( "Bhavitha™, 22, "CSE")
cur.execute (s:;f., values )
conn.commit ()
cur.close ()
conn.close ()

32.6 CRUD using Pyihon

¥ CRUD stands for Create, Read, Update and Delete operations.

f Oparn.fm SQL Quers Psthcm. Exa.m,ole (u.sms execute()) Descri!ufion )
INSERT INTO ! [ ts c.ur.execuﬁe{ "INSERT INTO sfudenf.s
Sewise (name, age ;u.rse) (g, o, oawms) VLUES (N, K60 00T, Iﬂser:s':m;w @
: , 3 R & 5 record into
(INSERT) | yaiues (%, %o, %) ( Shmdia”, 22, "RE ) Eabile.
conn.commit ()
cur.execute ( "SELECT * FROM students
Read SELECT = FROM students WHERE course = %s”, ("CSE",)) Retrieves records Q
( SELECT) WHERE course = Zs rows = cur.fetchall() from the table.
for row in rows:
print (row)
UFdn_f_g UPDATE  students cur.execute ( "UPDATE students SET age = Xs UdeJ_“ exi.sf.l'nﬂ l/
(UPDATEJ ‘SET n.se = xS wHERE l.d. = ﬁ.s ", {23, 1]) record.s
WHERE id = Zs conn.commit () '
Delete DELETE FROM students | cur.execute ( “DELETE FROM students Daletes records =
(DELETE) | WHERE i = %s WIERE i = %% (3.0) from the table. | (B
| conn.commit () g
Ke.ni Takea.wa.!:

Abda.b-s use Pwmﬁerr'.zed queries and proper connection ma.gemenf fo." secure

@ Using MHSQL with Pﬂﬂwn, we can perfor‘m all CRUD ope.ra.ﬂon.s e._fft'.cie.nﬂy.
and reliable database interaction.




32.7 Transactions using nyhon

% A tronsaction is a set of SQL operations performed as a si.n.sf.e unit of work.
¥ Transactions ensure data con.qi.sﬁency and reﬁabiﬂty.
E nyhm MHSQL Connector .suﬂoarts transactions using commit() and rollback ().
* If an error occurs, rollback () undoes all chanse.s.

Engie :

- =

import mssqf..cnnne.ci:or KBH Phinds -
conn = my.s?f..q:anne.cﬁor,conneci{ — .
host = "localhost”, user = “root”, g
Pa.ssword. = "you.r_Pa..ssword”, database = "your_d'.a.fa.fm.se") E‘ e mﬁ() ke e ol c."mnﬁe.s
try: M Use rollback () to undo changes
cur = conn.cursar() in case of error.
# Start transaction ; e
cur.execute ( "UPDATE accounts SET balance = balance — %s M Trmactwm maintain data
WHERE id = %s”, (500, 1)) integrity
cur . execute ( "UPDATE accounts SET balance = balance + %s ™ Always close the connection
WHERE id = %s", (500, 2)) affer i taniaabsi.
# If both queries succeed, commit the transaction \ J

conn.commit ()

’or'i.nf‘.( “Transaction committed successfuﬂﬂ, "} "\@,_

Use transactions when
F"‘f"""""""ﬂ nudb.Pla a'uem.iion.s
that dapma'. on each other.
Either oll succeed or
none should be a.PPI'.EgAi,

except m&sql‘.. connector .Error as err: -
conn.rollback()
,ori.n.t{ “Error occurred. Transaction rolled back. "}
finailﬂ :
cur.close ()

conn.close( )

32.8 MHSQL with Ja.va.'

¥ Java can connect to MHSQL u.smﬂ JDBC (Javae Database Comecfivifg).

% JDBC Prmridzs drivers and APIs to inferact with databases.

¥ We use ”SSQL Cormz::ﬁor/f (JDBC Drl'.vzr) to connect Java with MHSQL.

* Sieps: Load Driver —> Establish Connection — Create Statement — Execute Query = Process Result.

Exﬂﬂ’f (Ja.va.): IDBC S
S .

( import J'awn.sql..i; A
public class MySQLExample { 1. load Driver )
public static wvoid main( Sérinﬂ[} nr&s} { (C[a.s.s.forNa.me)
fry { - -~
// 1. Lead Driver = l <
Class. forName ( "com.mysql.cj. jdbe.Driver" ); 2. Establish Connection
/! 2. Establish Connection (Driver”anaﬂer.geﬁ&mecfdon) )
Connection conn = .Drﬂv&r“nmsur.sut(:annsctﬂan( ¥ ‘l
" jebe :mysql: //localhost : 3306 / your _database”, "root”, "your_password" ) f
// 3. Create Statement 3. Create Statement —
Statement stmt = conn.createStatement(); i ( Statement ) —
[/ 4. Execate Query 'l
R&sulf.Se.f rs = stmt. axacuﬂeausrj ( ”SELECT * FROM students” } H d )
4, Execute ng
f{ 5. Process Result ( teQ / £l )
while(rs.next()) { | L executelluery / execu pdate ]
.Systm.mi_p'inﬁln(rs.saﬁrnf(“Ed") S T l
} rs.saiSErinﬂf"m") + "7 rs_s&tlntc-uscuj); 5. Piocess Pasill 3 m
[/ Close resources 'f ResultSet ) )
rs.close(); stmt.close(); conn.close(); l
} Gn;;t:f:,c:ft‘;:i:f{ng "Error: " + e. getMessage()); 6. Close Resources )
} ( close ( ) ) )
}
. } ’

Ke.!i Ta.ke.a.wg& :

E o P‘Hihan Frw.ida.s simple and Fowerfu.f. ways to connect and manage MSSQL databases .
Jave, uses JDBC to conneet with HSSQL and per'form database operations e.ﬁiciantls-,




32.9 JDBC Connecﬁvifb'

% JDBC (Java Database Cnnmf:iviﬁy) is an API to connect and execute queries with databases. z
¥ JDBC works with any database thot su.ﬂoorfs JDBC drivers (like MHSQL).
¥ For MySQL, we use MySQL Connector/J driver.

% Connection is established using Drive.rﬂwmﬁer.gaf:Cammcﬂun(}.

JDBC URL for MySQL : Example (JDBC Connection.) :
( import ja,m.sg[‘*; 1
idbe: s ket portdatabase  name public class JDBCTest {
i Sl s / G public static wvoid Mfstrinst urss) {
Exwﬂple: Connection conn = null;
- Statement stmt = null;
Jd.bc:mysq_u‘.://l’.ocolhosi:3306/:.:}“&96 ResultSet rs = null;
Lrbl {
/f 1. Lead Driver
Class _far'Nﬂ.mal: -cum_m&'s;}_l.cj _jrﬂ)l:.Dri.ver‘):
Common JDBC Classes : /! 2. Establich Conwection
conn = Driverﬂmser,gef&wctionf
O L) ~jdﬁc-‘rﬂy$qi:f/locaiﬁust:.;:jﬂﬁfcouzgu-, urwﬁ', "gu.r_pn.sswd*);
Uass ¥ Interface Desceiption /1 3. Create Statement
) i . stmt = conn.createStatement();
Drwer."‘lmager Manages the list of database drivers. 118, it Guary
Connection Represents o connection to the database g = st ol BRLEEE . RN Sl ")

// 5. Process Result
while(rs.next()) {
S&s;m,oui.priﬂ.l[n[rs,setfnL(»id'J + 17 o+
rs.sttsﬁr‘l'.ng('nnma'J + MRy rs.s&f.rntf-nsz"J);

Statement Used to execute static SQL statements.

Pra,nnraﬂ.ﬁfatznwnf’. Used to execute lnarnmi:arizad‘. queries .

} catch(Exception e) {
Sysr.am.aui..'orintlu{ "Errer: " + e.sntﬂmn.ge());
} finally {
try {
i.fl:rs I= nu“.J r's.cf.ossf);
if(stmt. I= null) stmi. close();
if (eonn != null) conn.close();
} cateh(Exception e) { }

ResultSet Stores the result of a query.

_¢o\_ JDBC provides a standard way for Java applications to connect to MySQL.
Always load the driver, establish connection, execute queries and close resources.

32.10 MySQL with PHP

¥ PHP can connect to NﬂSQL using MESQLE (Inwoved extension) or PDO (PHP Data Of:jecfsj.
¥* MSSQLL pr’ovide..s abjecﬁ—ariznied and Procedurnl in.f.er_fa.ces.

¥ It supports prepared statements, transactions and multiple queries .

¥ Steps : Open Connection —> Execule Qu.a.r& —» Process Result — Close Connection.

Exa.mpf.e fﬁysah in PHP) : MESQLE. Functions :
'4?p.l\p ) ki s pae
I 1. Connect to MySQL funs Pescription
scm = new mysqﬁ( -locnﬂmsf', -mntj, -your_passumrd-, -cnu.egr_.:l; new mg&sﬂ.i(;‘ Creates a new connection.
pj'.l" Check connection 1u¢r3($s%f_) Executes a SQL query .
if ($conn->connect_error) { f
T Bannachion Failed : B e e WM _ rows Returns number of rows in result.
L 8 _feﬁch_o,ssocl:) Fetches o row as an asscciative array .
2 E!GG“‘B “Bry 5
$sql = "SELECT id, name, age FROM students”; close () Closes the connection.

$result = $conn—3-1u.cr3 ( $sgi) H

// 3. Process Result PHP-MHSQL& Wurkﬂow :
i.f ($result->num_rows > 0) {

while ($row = $result->febch_assoc()) { Open .3 Execute — Process gl Close
echo $rowl"id"] . " " . $row["name"] . " ". $row["age"]; Connection Query Result Connection
echo "<brs™;

} ]
}oelse { Key Points :
chl»o NNO recordx fﬂuﬂd " 2
} M Use MESQLE or PDO to connect PHP with MHSQL.
// % Close Connection ™M Alwn.ss check connection bsfore exccuh'.n.s queries.
$result->free(); M U Fing ik
tSi—— oy se prepared statements fo prevent SQL uyufwn..
7 M Close the connection to free resources.
K'_eﬁ Ta.kea.w_o;:i ;

(D). PHP with MySQL makes web applications dynamic and data-driven.
MySQL: provides security, performance and ease of use for database operations in PHP.




32.11 Connection Pool.i.n‘g

Cmaﬂnﬂ a new connection to the database is expensive .

*

% Connection pooling reuses existing connections to improve performance .
% A pool of database connections is created and managed.
*
*

Whmacomecﬁonisn&ed&d,misfaﬁmﬁumﬂmpmi.
Aﬁerm,fﬁawhbntsmiwmdﬁothe‘wdm&adaf
beingciased.

Keg Points :
E’ Improve.s a‘o_pﬁcaﬂ.on Pezﬁnrma.nce.
MReducesffwwhmdofcm&lﬂandcbs&gcmﬁons.
IZ Ha.n.ages a.ﬁxe.ci number vf connections e.fjciciutﬂy. —\
El Heips in ’u.ruﬂv.n.g f’ujﬁ concurrency .
M Widely used in web applications and enterprise systems.
How it Works :
1. Create a Foo[ g 2. Get connection 3. Use connection 4. Return connection 5. Reuse connection
of connections from the pool for operations to the pool for ﬁciure requests
EXEEELG (Pb(f}l.on - WS%I;COWG*OF.FDO!I:H:?) : Cﬂmn Pool,l'.n:q Pﬂrﬂ.meiers .
( Lm_porf mgsq[.comcfor ) i Parameter Descrfpfion
from m-ysgf..cowcfar meorf paoi‘.&nﬁ Poo-’.-nmne Nasia Of s tion poof..
# Create a connection PBCII’. ; : 3
mgdbpool = _pom'.l'.ng,MHSQLConnecﬁ.onPoo{( FaaLs;ze. Maximum  rumber of connections
Paaf._m = "m&PaaL e in the PW{
pool_size ,.= 5, ) Pao[_rﬁet_sgssim Resets session when connection
host = "Ioc:.?msf 5 is reb | ds PWL fdefnuff! Fad
user = roa »
'pa.-ssward. = "Eour_Pa.sswor'd", ,auoi...pre_Pin.g Checks connection Lliveness beﬁ:rc
database = “college” using (default: False).
) e
# Get connection fmm Poo.‘. Bene.ﬁfs Of Conne.cfian P ool.ing .

conn = mﬂdbpaai. Se(f.)_comcf.ion( ) * R b .

cur = conn.cursor ol

cur:execute{ "SELECT = FROM students”) % e yplic i

rows = f.ur.fe.ﬁchn.u(:l * EM handles hlﬂh loads .
¥

for row in rows: O'pﬁml'.ze.s database resources .

e Coons) Where it is Used:
# Return connection to ‘pooi p——
cur.close( ) e Web apphca.tm ] Enierpriu appf.c.ca.fms
cm.c[ase{) # returns connection to the Poaf. o Microservices ™ High—fmfﬁ-c sysfam.s
~ < ® Anﬂ uP_pHcaﬁan with frquenf. database access
3 To,kea.wgﬂ

Connection Poob.ns is an effective technigue to reuse database connections,
@ Lm.PmVB rmaonce , hﬂﬂd“.& more users a.ﬂd redﬂc& resource Gaﬂ.su.m?ofl.ﬂﬂ..




