LChapfer 22: MERN Securi’cyzK
.22.1 Web Security Fundamenfals.

122.1.1 What is Web Security? |

¥ Web security refers to the practices, technologies and

processes used to Profecf websites and web aPpiicm’:ions

from attacks, unauthorized access, damage or data theft.
¥ I ensures the confidentiality, integrity and availability

o_f data exchanged between users and servers.

% Web security is essential for building trust and providing

a safe experience to users.
Key Points:
[V] Protects applications and data from malicious attacks.
[Vl Prevents unauthorized access and data breaches.
[Vl Ensures data privacy, integrity and availability,
[¥] Builds user trust and maintains application reliability.
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122.1.2 Why Web Security is Important? |

CIA Triad
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E ] Cyber attacks are increasing every day fa.rgeﬁng websites : ||
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¥ Vulnerobilities can lead to data theft, financial loss, : * Financial Loss |l - @ -
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and repufa.ﬂon damage.
¥ Secure appfica.ﬁons Prof:ecf: user data and business

informo.ﬁon :

(22.1.3 Common Web Security Threats |

Scme Df fhe mosf common web SGCHI"&H l‘:.‘:reafs are:

Threat Description
SQL Injection Attacker injects malicious SQL queries to access or manipulate database.
Cross-Site Scripting (XSS) Attacker injects malicious scripts into web pages viewed by other users. _*
Cross-Site Request Forgery (CSRF) | Attacker tricks users info performing unwanted actions on a web application.
Authentication Attacks Attacker tries to gain unauthorized access by breaking authentication .
Sensitive Data Exposure Sensifive information is exposed due to poor security practices. J @ ,

T'\ 22.1.4 Web Security Best Practices |

Always validate and sanitize user inputs. = taa—— { Best Pro.cfice.s} ________ h

*
* Use HTTPS to encrypt data in transit. | @ 0O ~ -
% Use secure authentication and authorization. : D @ \__/ |
* , :
*

Keep delnend.encies and soffware up to date. HTTPS Auth Validation Updafes LOSS':”S
Implemenf: proper error handiing and iogging. Mo e o o en e s e e Sl J

Key Takeaway:

_\ ’_ Web securify is the foundaﬂon of any safe and reliable web a)cpiicafion. Undersfanding
@ threats and fof!awt'ng best pm.d:ices he'jus in bui[dfng secure and trusted appﬂcafions.




22.2 Common Web Vulnerabilities

(22.2.1 What are Common Web Vulnerabiliies? |

¥ Web vulnerabilities are weaknesses in web appiicaﬁons
that can be exploited bg attackers to gain unauthorized

access, steal data or execute malicious code.

% They occur due to poor coding practices, misconfigurations,

or lack of security measures.

% Common web vulnerabilities include SQL Injectfon,

XSS, CSRF, Broken Authentication, etc.
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VULNERABILITY

Key

Points:
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Web vulnerabilities can be exploited. i
They lead to data theft and system

compromise.

Prevention involves secure codirtg

and reguiar audits.

122.2.2 Top Common Web Vulnerabilities (OWASP Top _5)_\
The OWASP (Open Web Application Security Project) identifies the most critical web vulnerabilities.

No. | Vulnerability

Descripﬁon

Example

Impact

Icon

-~

1. Injection

Attackers inject malicious code
into inputs that are sent to an
interpreter (e.g., SQL, NoSQL,
0S commands).

SQL Injection,
NoSQL Injection,

Command I nji ection

Data breach, data
theft, system

compr‘omr'.se.

Flaws in authentication allow

Weak passwords,

Unauthorized access,

o R,

3. | Sensitive Data

Exposure

sensitive data such as passwords,

tokens, or personal information.

transmission, storing
plaintext passwords

2 iriienf' " attackers to compromise user | Session hijacking, account takeover,
RRAGIICAMON. | o ot Credential stuffing data theft.
Applications fail to protect Unencrypted data Data breach,

privacy violation,
financial loss.

*kk

4 XML External
| Entities (XXE)

Improper processing of XML

input can allow attackers to

interfere with the application.

XXE attacks, file
read, SSRF

Data disclosure,
server-side attacks,

DoS.

>
4
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5 | Broken Access
Control

.

Applications do not properly
restrict access to authenticated

users.

Privilege escalation,
IDOR (Insecure Direct
Object Reference)

Unauthorized access
to data, privilege

escalation.

\ 22.2.3 How to Prevent Vuinembi_{iﬂes?j

¥ ¥ ¥ ¥k K

Key Takeaway:

Validate and sanitize all user inputs.

Use parameterized queries to prevent injections.
Implement strong authentication and authorization.
Encrypt sensitive data using HTTPS and hashing.
Keep dependencies and frameworks updated.

Perform reguia.r security testing and code reviews.

|
|
|
|
|
| Identify

[L Vulnerabilities

ot Becurify Process}

Assess Fix
Risk

_@_

Web vulnerabilities can put appiications and users at risk. By undersfanding common

vulnerabilities and fo!iowing best practices, we can build secure and resilient web appiicaﬂons.




22.3 SQL

Injecfion Concepts

| 22.3.1 What is SQL Injechon? J

. 9
- . . ] SQL
% SQL Injection is a code injection technique used by attackers INJECTION

to mierfere with the queries that an o.pphcaflon makes to

its database.

¥ Aftackers insert malicious SQL code into inpuf: ﬁeids to
mo.nipuia.fe the database.

¥ It can lead to unauthorized access, data theft, data

modifimﬁon or even compl'.efe database takeover.

122.3.2 How SQL Injection Works? |

SQL Injeciwn happens in the foﬂowmg ﬂow:

Kelj Points:
[V] Exploits vulnerabilities in database queries.
[V] Can bypass authentication and access

.1

sensitive data.

] Can modify or delete data.
[] Prevention is better than cure.

1. User inputs
data in a form

(e,g., logr'.n ﬁ:rm)

2. Input is directly 3. Malicious SQL 4. Database 5. Attacker gains
inserted info SQL , returns results or unauthorized access
- code is executed ;
query without 5 Gl s Per:farms unwanted or manipulates

proper validation. J ’ cpemﬁans. data .

‘ 22 3 3 Examp es r.:-f SQL Injecf:mn |

1 Norma[ QU.BFH'

2 . Malicious Inpuf :

If attacker enters — ' OR '1' = '1

L]
S
]

5 Ll -'.r"dwahw true

1 SELECE * FROM iswrs WHERE ussmame = 'adinin AND passucid = 'passwcidi23'; f——{ Common Injection Strings |- —
|
|
|
|
|
|

3 Resulting Query:
: SELECT * FROM users WHERE username = '' OR '1' =

| AND Password =
L
4. Effed:

LR I
1

¥ '1'="1" is always true, so the query returns all rows
from the users table, bypassing authentication.

22.3.4 Types of SQL Injection |

Type Descﬁﬁon
i Attacker uses the same channel to launch the
In-Band SQLI attack and retrieve datfa.
A ts but i
Blind SQLi ttacker cannot see query results but infers

data through true/false responses.

Union-based SQLi

Uses UNION opemfor to combine results of
attacker’s query with the original query.

Error-based SQLI

Uses database error messages to extract

Enfarmaﬁan L

Out-of-Band SQLi

Dota is extracted using channels like DNS
or HTTP requests.

Key Takeaway:

o' OR '1'='1" /* o Always true
o ' UNION SELECT null-- - Union attack |

|
|
|
r
|
l
|
| |' ¢ '; DROP TABLE users; — - Delste table |
|
|
|
|

| [
| |
|

®' OR 'a'='a - Bypass login |

e, 00 :

T |

oo = s ooa n o  ale see b e J

[22.3.5 How to f;*evenf SQL Injecf:ion?

'EEEEERE®RES>

Use parameterized queries or prepared statements.
Validate and sanitize all user inputs.

Use least privilege access for database users.
Avoid dynamic SQL queries.

Use stored procedures.

D:'.SF{QH generic error messages to users.

Keep database, libraries and frameworks updated..
Implement Web Application Firewall (WAF).

s SQL Injecfion 5 a dangeruus vuherabiﬂfy that can compmmise your aPPiicnﬁon and data.
_@_ Understanding how it works and following secure coding practices can protect your
application from SQL Injection attacks.




22.4 NoSQL Injection.

| 22.4.1 What is NoSQL Injection? |

¥ NoSQL Injection is a code injection technique thot attacks
NoSQL databases.

Key Points:

Targets NoSQL databases like MongoDB, CouchDB, etc.
[ Targ ongo
|ZI Can bypass authentication mechanisms.
[E Can access, modify or delete sensitive data.

Pr validation and sanitization can prevent if.
[ Proper p

¥ It occurs when user input is sent to a NoSQL query without

proper validation and sanitization.
¥ Attackers can nmipw‘.a.fe queries to bypass authentication,

access sensitive data, or perform unauthorized actions.

H—j 272_ How NOS_QL_ In jecf-ion Works? “

NoSQL Injection happens in the following flow:

1. User inputs 2. Input is directly 3. Malicious input 4. NoSQL database 2% ofianyer gans
it used in Jf:;f(i.‘_ lifies the query deditet tha unaufharr.z.ed access
b3 query withou : or manipulates
application. seopir. valididion. structure . manipulated query. i

‘ _22.4.3 Exa.rrlpiE if NoSQL  Injection (MmgoDB)J

1. Novmal Queny @ogind: 000000 e
(i e, syl s M, Sl ey i e i o e e i . € NeSQL Injection O
L db. users. find({ "username " : "admin", "password": "PGS5123"}) J ommon. NoSQ njection peraf:or's
2. Malicious Input: * $ne = Not Equal

L $gf - Greater Than
If attacker enters:

e it -

A
|
|
|
|
|
|
Less Than l
|
|
|
|
|
|
|

\ smpniia: { gns ol 3, pemosid: L dhec wdl § o B oWl iyl ey
3 Redtng Quy: REEE T
L db.users. find({ "username”: { "$ne": null }, "password”: { "$ne": null }}J ® JPregex - Regular expression match
4_ Eﬁecff L] Swhere - Execute Ja.va.Scripf i
% The $ne operator means "not equal " . . A
%* Since oll values are usually not null, the query returns all documents,
bypassing authentication .
[22.4.4 Types of NoSQL Injection . (22,4.5 How to Prevent NoSQL Injection? ..
f Type Descripﬁon ] % Always validate and sanitize all user inputs.
Authentication BHPCISS f.osin 53 rru:niFufaﬁng query ¥ Use Pa.rnme.ferized queries or query builders .
Bypass condibions % Avoid using $where operator.
Extract itive data the
Data Extraction dam::sesenm e frete ¥ Use strict schema validation .
‘ . Modify or delete data without % Apply least privilege access to database users.
Dﬂfﬂ Mmlpu[ﬂtloﬂ 7
authorized access. * Kee_p database and libraries upf.{ai:ed.
Remote Code Execute JavaScript code on the % Implement input whitelist instead of blacklist.
Execution database server using $where. Ty )
= - e - % Use Web Application Firewall (WAF).
. - end complex queries to over
| Denial of Service His databise.
Key Takeaway:

s b NoSQL Injecfion can be as dangerws as SQL Injecfion. It can lead to authentication .bypass,
_@_ data theft, data manipulation and even remote code execution. Secure coding practices and
proper validation are the key to preventing these attacks.




.22.5 XSS :

XSS

<script>alert('X55')</script>

(22.5.1 What is X557 |

¥ XSS (Cross-Site Scrtpfmg) s a code Lnjecﬁon attack
where attackers inject malicious scripts into web

pages viewed by other users.
%* It occurs when an appiicaﬁon includes untrusted data Key Boinles

in a web page without proper validation or escaping . P \

[/] Allows atfackers to execute scripts in users’ browsers.
[/] Can steal sensitive data and session information.
[] Can deface websites or redirect users.

[/] Proper validation and encoding can prevent XSS.

8 »

¥ Attackers can steal cookies, session tokens, or perform

unauthorized actions on beha{f of users .

[22.5.2 How XSS Works? |
XSS happens in the following flow:

[ 1. Atacker z,gect; [ 2. The application [ . quariisws (4. Attackers scrip;
malicious script stores or reﬂecf.s visit the “ffe"f"'d can steal data,
into the website [P| the malicious [~ Poge and the I L ip oo content,
(e.g., input field, script without ""‘I‘CIE :‘:":ﬁei or perform actions

hcornmenf:s, forms). g 1 proper validation. ) L Mb.rgwser. \.m behalf of m‘_)

(22.5.3 Types of XSS |

Type Description Example Stored or Reflected | Risk Level
Malicious script is permanently
1. Stored XSS stored on the server (e.g., in | <script > alert( ’XSS'J</script> Stored High

database, comments).

Malicious script is reflected http://site.com/search?q=

2. Reflected XSS back to the user through <script > alert('XSS")</script > Reflected Medium
URL or form input.
Malicious 5‘*""'1',"'f is executed document.getEiemen'&BHId
3. DOM-based XSS | by modifying the DOM using ("msg’).innerHTML = DOM-based Medium
client-side scripts. location. hash;
" s
\ 22.5.4 Example Of XSS ‘ 22 5 5 How to Prevenf X557 ‘
i_tftinpif_fga_m;nf_icx_) _________ % Always validate and sanitize user inputs.
| <script > alert('You have been hacked! )<,r"scnpf> | % Encode special characters beﬁ:re displayt'ng user input.
2. Stored in Database % Use Content Security Policy (CSP).
e e L # Use HtpOnly and Secure cookis.
| <scrtpt>aierﬁf You have been hacked! ){/scnpf} | # Avoid using innarHTML: tise {abCobant Gkl
4. Effect: Script executes in user's browser. ¥ Keep libraries and frameworks updated.
% Shows alert box. ¥ Use Web Application Firewall (WAF).

¥ Can steal cockies, session tokens, or redirect user.

Key Takeaway:

(R XSS attacks can compromise users and applications by executing malicious scripts.

"@_ Understanding the types of XSS and following secure coding practices helps in building
safe, secure and user-trusted web applications.




22.6 CSRF

| 22.6.1 What is CSRF? |

¥ CSRF (Cross-Site Reciuesf Forgery} is an attack that
tricks a user's browser into performing unwanted

actions on a web aPPI'.f.caf:iDn where the user is

authenticated . r KEH Points: 1
¥ The attacker forces the user to execute a reqmst ¥ Exploits the trust that o website has in the user's
without the user's knowledge or consent. browser.

IZ Can Perfarm unauthorized actions .
[V] Does not steal data, but performs actions.
!2[ Can be prevented with tokens and proper validation

% It can lead to actions like changing emoil, transferring
money, updating profile, etc.

4. Bank website thinks it's a valid requesf: and transfers money .
* Cha.nsmg account seﬂin.gs

Example Request (Hidden from user):
® Deleting data

POST /transfer HTTP/1.1

22.6.2 How CSRF Works? |
CSRF attack happens in the foﬂowing ﬂow:
P ™y & N a = ' " (- z . 7
1. User logs in 2. Attacker creates 3. User clicks the 4. Browser sends j Web:fe%-fﬁu;:s
s ! 5 o ima
to the website [ a malicious link or i malicious [ink L the request to the o= P id
(authenticated) . page. ('u.nknolg) wabsife. with user's S
. D credentials. B
& &-
1 22.6.3 Example of CSRF |
1. User is logged in to his bank account. -~ Common CSRF Targets | ————~ 1
; ; | |
2. A%‘f_ke:' fnjs_n._h:k_&ie ______________ | ® Chun.gmg password or email |
[ tp/bank.comtranafer o= aackerSamount=1000 | | ® Fund transfer |
3. If user clicks the link, the browser sends request to bank.com t ® Updating profile details I
with user's session. [ |
| ® P!'.a.cing orders I
[
[ |
f ]
[
[

| |
| |
| |
| Host: bank.com |
| Cookie: sessionid=abec123. .. |
I Conteﬂi_THFe ¥ ﬂPP[‘:CD.fI:Oﬂ/X‘ Www_fﬂrm_w{ﬂmnded :
| |

to = attacker &amount = 1000

R e s o JEese=a= S=—— ==
\'22_6_4 Types of CSRF 22.6.5 How to Prevent CSRF? |
—— e ——— — ~ Use CSRF tokens (mf.que, m’w'edi,cfa.ble tokens) .
@pe Descrgofwn Validate tokens on every state-changing request.
) Forces the victim fo [DQ in to the attacker's Use SameSife cookies to restrict cross-site requesﬁs.
Login CSRF | &

Use POST requests for state-changing actions.

Ver{fg the Referer or Or'igin header .

Impﬂemenf user re-authentication far eritical actions.
Do not use GET requests for state-changing operations.
Use secure coding practices and keep frameworks updated.

Forces the victim to perfarm unwanted actions
Action CSRF on the website.

* % % ke % ok ¥ ¥ |

Key Takeaway :

Nl s CSRF attacks exploit the trust between a user's browser and a website.
_@_ Using tokens, proper validation and secure practices can protect applications
from CSRF attacks.

\




22 .8 Rate Limfiing

[ 22.8.1 What is Rate Limiting? |

'*‘RntaLimiﬁngisasecurihjfeduu]queﬂuiﬂmifsﬂm
numberofr‘eque.sfsauserarfpoanmakefoa

server within a given time Perioa‘:.

¥ It helps protect applications from abuse, brute force
attacks, and de:ﬁai—of—mice (DeS) attacks.

¥ It ensures fw usage of resources ond improves
the performmce and Qvo.iiabiﬁiy of the API.

(22.8.2 How Rate Limiting Works?

Rate Limiter

{User- / IP)

Key Points:

E Prevents obuse and excessive AFPI usage.

m Protects against brute force and DoS attacks.
™ Improves APL performance and stability.

M Can be based on IP, user, or APL key.

[ Returns an error (eg.. 429 Too Many Requests)
when the limit is exceeded.

(API)

Rate Limiting works in the following flow:

¥. Chind sanls 2. Rate Limiter 3. If the request 4. If the limit is 5. The counter is

o request to checks the number count is within exceeded, the r!qu.esf reset u;ﬁer' the

the APT. of requests made the limit, the is blocked and an time window
in a time window. request is allowed. error is refurned. expires .

I N
l 183 E L Rate Limiti
\228 xample of ate umng _____ __[Cm Rote Liniting Sfmeggm}_ _______

¥*
*

Limit: 100 requests per minute per IP

Scenario:

A user with IP 192.168.1.10 makes 105 requests in 1 minute.

Result :
The ﬁrsf. 100 requests are allowed .
The next 5 requests are blocked and the server returns:

| HTTP/1.1 429 Too Mnng Requests
| Content-Type:
{

appl i.catim/json
"message" :

|
|
; "retryAfter”: 30

.22 8.4 Rate | Lumfmg Headers |

Header

Dssmpﬁan

"Too Many Requests. Please iry again later.”,

Maximum number of requests allowed
in the time window,

X-Ratelimit—Limit

Number of requests remaining in the

X—E&EeLEm.Ef—Remnfmhs s
current window .

X-Ratel imit—Reset Time (in seconds) when the limif resets.

Time (in seconds) to wait before

Reﬁry -A ffgr

22 8.6 Besf Practices ‘

Use rate limiting on all public APIs.

Set different limits for different endpoints.

Use IP and user-based rate limiting for better control.
Return meun.ingfui error messages and r‘aﬁry time .
Monitor and log rate limit violations,

Adjust limits based on traffic and resource capacity

¥* % N ¥ ¥

]
® Fixed Window Counter - Limit requests in fixed time windows. |[
L Sﬁdi.ngWindowLog"Keepsalogofmquestshcﬁmewmdcw.ll
® Token Bucket - Tokens are added of a fixed rote; requests |

consume tokens. |
® [eaky Bucket - Requesf.s are Pmcessed at a ﬁxed rate; I

excess requests are dropped. |
® JP-based Limiting ~ Limit requests based on client IP address. I
® User—based Limiting - Limit requests based on authenticated I

32 .iE How fo .[Tfﬂem}.f Rt_}..fe f_i_mi.ﬂig Ea f‘{od_e;!r"s J

const ratelimit = require( 'express-rate-limit'};

const limiter = ratelimit({
windowMs: &0 * 1000,

100,

message: {
error:

/7 1 minute

mox ; S/ Limit each IP to 100 r\gquesf:s

'Too Many Requests',

message: 'Please try again later.’
+
standardHeaders: true, // Return rate Limit info in headers
legacyHeaders: false // Disable the X-Ratelimit-* headers
»;

——————— e ——

S e e T

app.use( 'fapi', limiter); // Apply to all /api routes |J'S
e e SR e e T E N o R R e ]

Rate Limiting is essential for protecting your MERN application
T from abuse and ensuring fair usage of APIs. Implement it
with the right strotegy and always monitor and tune it.




22.9 Helmet

Lzz 9.1 What is Helmet? |

% Helmet is o security middleware for Express.js @) Request
that helps secure your MERN application by i
e g
setting various HTTP headers. Response
* It helps Profecf the app from common web Client Ex'oress Server
vulnerabilities bg confi.guring secure HTTP (Browser) (Node . Js)

headers .
conﬁgw‘nb{e and foﬂaws

security best practices.

%* It is easy to use,

Ke_g Points:

22.9.2 How Helmet Works? |
Helmet works in the following ﬂow.‘

m Helmet sets secure HTTP headers a.uf:amafioaﬂg.
m Helps protect against common attacks.

@‘ Easy to integrate with Express. js.

%] Improves the security posture of your application.
E Recommended for all Fmducﬁnn n'ppﬁcnfions.

1. Helmet middleware 2. It sets various 3. Browser receives 4. Browser enforces 5. Application (s

is added to the secure HTTP the response with the securifg policies protected from

Express application. headers in the these headers. defined by these various common
response . headers . attacks .

‘. 20918 Common | Holmet: Peaders |

( Header Description

Helps prevent XSS abtacks by controlling

Content -Security-Folicy o ; R

X -Confertﬁ-_lrype —Opﬁons Set to "mosniff".

Prevents browsers from MIME ﬁgpe wﬁmg

Prevents clickjacking alfacks by controlling

X-Frame-Options L M g o i foarad.

Enforces HTTPS by instructing browsers fo

Strict-Transport-Security | " ) rrps app.get('/', (req, res) => {
: Controls how much. referrer information is res.send('Helmet is protecting our app!’);
Referrer-Folicy sent with requests. : ;i

Confrols which browser features can be

AV used by the site.

s isolate the browsing context to
9

Cms.s-OrEgin-Opener—Pah:cy el e T

.2,2 q.5 Heimeﬁ Conftguraﬁon Exa.mpie

d app.use(helmet({
contentSecurityPolicy: {
directives: {
defaultSre: ["'self'"],
scriptSrc: ["'self'",

l

|

|

| "hitps://trusted.cdn.com”],
I sEylsSrc: [ self'™,

l

|

|

|

i 'unsnfe-inf.ine 4 |

}

c;ossﬂrigmﬁpensrpaticy: { policy: "same-origin” },
“no-referrer” }

referrerPolicy: { policy:
1)

Key Takeaway ?

(22.9.4 Example (Express. js) |

const express = requf.ref'express');
const helmet = require{f'.‘wfmf');
const app
// Use Helmet middleware
app.use(helmet());

express();

app,usf:en(SOOD, () = {
cnnsafe.ﬂag('Ser running on port 5000');

[ % Use Helmet in al Express applications.

¥ Keep Helmet updated to get lotest security headers.

% Review and customize headers according to your needs.

% Do not disable headers unless absolutely necessary.

¥ Always test your application affer configuration
changes .

Helmet is a surspla but inerful middleware that secures your MERN a.ppiica.ﬂan
by setting various HTTP headers. It helps protect against common web attacks
and improves the overall securif:g of your a.ppﬁ-caﬂcn with minimal efforf.

__




22.10 Secure Cookies

(22.10.1 What are Cookies? |

E 3 Cookie.smsrnaﬂpfscesofdaiasﬁomdmfﬁg
user'sbmmermdmfwiﬁheveryrzquesffo

the server.

*mesmmdﬁrwssionwmagmnf,mr

Key Points:

1. Login Reguest
2. Set-Cookie

[V] Cookies maintain state in

stateless HTTP.

[] Secure cookies protect user
P

A

pre ) Mok, anl 1 Browser 3. Subsequent Requests Server . Lb
; % (Client) (with Cookie) (Web App) | 1 p b5k
% If not secured, cookies can be stolen or Gl
prevent attacks like XSS,
misused by atbackers. ;
CSRF, and Session Mijacking.
22.10.2 How Secure Cookies Work?
i 5\ & N f ™\ 4 N\ i
1. Server creates a 2. Server sends the 3. Browser stores the 4. Server validates 5. Secure attributes
cookie with secure cookie to the browser cookie and sends it the cookie and ensure the cookie (s
B —p —
attributes. using Set-Cookie &d with every request identifies the user. protected from common
header ko the same domain. O E atbasks:
k. J \ I \ J \ J \

(22.10.3 Important Cookie Attributes |

.

!_. 22.10.4 Exampie {Expmss.J'sJ ‘

—_——— e — ——— e e e e e — —

const express

requir'e( ‘express’);

Attribute Descnpu‘.{.m Whyﬂ'sﬂnpartmi
|
s Emﬁscmkicismfmiy Prwmfscoakmﬁ'mbamg |
s over HTTPS connections. intercepted over HTTP. |
1
- Makes the cookie inaccessible via . |
HttpOnly Ta ;ipéf L. cookia). Protects agamséXSSa.&o.cks. }
Confrols when cookies are sent Helps prevent CSRF attacks. I
e Strict - Mever send on cross-site :
. ety |
SameSite | o 0y - Sand on top-level navigation. ]
'Nm—wmnﬁrequesf.s |
(Reguires Secure). :
Max-rge / Expires | Defines the ifetime of the cookie ;‘";““""“‘3”’“5""“&“ !
Path Specifies the URL path for which | Limits cookie scope to a
the cookie is walid. speqflcpnfh.
B Specifies the domain for which the | Allows or restricts cookie sharing (
|

(22.10.8 Summary |

22.10.6 Risks of Insecure Cookies |

Session Hijacking - Attackers steal session cookies fo impersonate users.
XSS Attacks - Cookies accessible via favuScript can be stolen.

CSRF Attacks - Cookies sent automatically with cross-site reguests.
Man-in-the-Middle (MITM) - Cookies intercepted over HTTP.

const app = expl"essoi

a‘up.get('/set-caokie', (req, res) =» {

res.cookie( 'token', 'abc123', {

httpOnly: true,
secure: true,

sameSite: 'Strict',

// sent only over HTTPS
/7 prevent CSKRF

manﬁge: 1000 * 60 * 60, // 1 hour

paﬂt: £

39

res.send( 'Secure cookie has been set!');

(22.10.5 Example Set-Cookie Header |

Path=/; Max-Age=3600

(22.10.7 Best Practices

Set-Cookie: token=abe123; HHPOHIH; Secure; SumeSIEe=Sﬁricf,'|

-

*
*
*
*
¥
| *

Always use HTTPS in production.

Set Secure and HittpOnly flags.

Use SameSite to prevent CSRF.

Set apprapriate Max—ﬂge £ Expr'.r'es.
Avoid sforin.g sensitive data in cookies.
Reguiar[y review and rotate session cookies.

\II

_@_

Secure cookies are essential for pmfecﬂng user sessions and sensitive data in MERN appﬁcaﬂon.s.
Usr'ng attributes like Secure, H&POniy, and SameSite helps prevent common web vulnerebilities

Md Ensures a Sﬂfﬁl" user EXIDGI"-LEH.CS




22.11 Password Securﬂfy

(22111 What is Password Security? |

*Pasmdmaui&ymﬁrxfoﬂwprmm s

fx}mqmumdbpﬁedpmdsﬁmba;g Password
quessed, stolen, or cracked. ® =
g Akiik
* Sﬁ.rnng password securd:y hel,as pmfeci user “_'—‘_ :
accounts, data, and systems from wnauthorized s i Server. Ly
P (agia (At
% Weak passuords are one of the most common o
causes af se.curifg breaches . ) Strong passwords prevent unauthorized access.

[ Use .':mg. random, and complex passwords.
ESEwePassmr&mcwdy(has‘md+sa&ed)_

| 22.41.2 Characteristics of a Strong Password | = BN g B e,

| ® At least 12-16 characters long. | CEESSNEISIN e

| ® Includes uppercase letters (A-Z). i | e 123456 i
| @ Dncludes lowercase letters (a-z). I — |
| ® Includes numbers (0-9). || e querty |
| @ Tncludes special characters (1, 6, #, 3, %, efc.). || o admin |
| ® Not a common word or easdy guessa.bie | | ¢ letmein |
I ® Unigue for each account. l ® password1?3 |
| | | ® welcome@123 I
. A I

'“‘[ Avoid using common or Predi.cfa.b.l’.a Passwardsf ]~——J

( 2.11.4 Best Practices for Passuword Secw'il‘:g ]

console. log( 'Password Match:', result);
b; | JS

1. Use Strong '3, tiis Mot | [ mnemmsman| [ 5 oty gt | [ 6, 500 gonge: |
Passwords for Each Account Authentication (MFA) Passwords
L @) > > (\ >
[0 © rJ
Create long and Never use the same i il B it Store passuords
s o password for multiple | | of security beyond periodically, especially | | 4sing strong hashing
that are hard to accounts Ju.sf passwords . f"-‘" critical accounts. and m'w'"ﬂ’ e -
| 22.11.5 Password Storage Best Practices | | 22.11.6 Example (Node.js with berypt) |
Practice Di’-';crl]llfm Ircansﬁ berypt = require( ' berypt'); “\I
_ Convert passwords into fixed—length hash | // Hashing Password |
Hashing 2 ; | const saltRounds = 12;
witess M““g M dﬂm | bcrypf.ha.sh('HsSecureP@ssI23:". saltRounds, (err, hash) => { |
Salti Add o unique rendom volue (salt) to each | if Cerr) throw err; |
3 password before hashing. I console.log('Hashed Password:’, hash); I
Key Stretching Use algorithms lke borypt, scrypt, or Argond | b ) |
e | byt camparel MySarureP@sii2al’, daveibissh, o
. . s i . CO are! ECuire 55 » Store asn, err, res =3
No Plain Text Never store passwords in plain text. | y‘ff Carr) theow v |
Secure Transmission Use HTTPS to ’nml:ed 'uussuu'ds in thll'l.ﬂ:f.‘ ! I

;22_11.? Common Af:fa.cks on Pass_wor‘ds | 22 11.8 Additional Securtfy Tlps |

|® I *m@mwmu&-wﬁ

!'l Dictionary Attack — Using a list of common passwords. I ¥ Be cautious of phishing emails and fake login pages.
|l- Mﬂs&ﬁw-[&gmmﬁﬁmdﬁsml *Logotdaﬂerm. wd@mwﬁw
| » [

| o |

3
[
|
|
[
|
|
[
[
|
|
|
|
|
|
|
|
|l
|
|
|
|
|

J

Brute Force Atack - Trying many combinations.

\ 8 Keylogging - Copluring keystrokes to steal passwords. ) | ¥ Report and update immediotely if a password is compromised. )
;.-22_.11.‘5 -S_urrma.a.ry
1, Sb'ons Pa.ssmra‘. secun'.fs is essential to Profecf user accounts and sensitive data. -

—@— Umsbmgpmwmds,sﬁor&f&%smrdg,ﬂndfoﬂmubesﬁpmﬁmsfown&aah _ =
and keelp your syséems safe_ n




2217 JWF Securi.fy

(22421 What is JWT? |

% JWT (JSON Web Token) is a secure, compact (u:; m) \ Aej Pouils: :
and self-contained token used for authentication =S [A Stateless authentication.
and information sharing. 51 Bk il g Compact and URL safe.

#* It is an open standard (RFC 7519) and is e — Self-contained token
widely used in modern web applications. Client M Digitally signed for security.

¥ JWTs help in securely tronsmitting user identity ~ (Browser / App) Chuth, Sarvar) &4 Works acrose different
and claims between client and server. systams. and. domaing.

(22.12.2  Structure of o JWT | (22.12.3 Types of Clains |

(A JWT has three parts, ssporated by dots (.): | i p—

header.payload.signature Registered Cloims | Standard claims iss (issuer), exp (expiry),
e defined by JWT. sub (subject), aud (audience)

l -~ Biblic: Claime Custom claims defined role, department,

|
|
|
|
|
|
P“HW 5‘9““*“"9 l[_ by the application . username, email
|
|
|
|

Contains claims Vm:ﬁes the token
(user informafim). integrity using a Private Clains Custom claims for isAdmin, userType
secret key. specific use cases.

(22124 How JWT Works? |

JWT authentication flow:
IR

s - N r P
l_Us&rlog.siq 2. Server validates 3. Sapiap aunds tha 4. Client stores the 5. Client sends the SServermﬁes1
wibh sredasbials: the credentinls and WT b the client. Mﬂﬁmm/ JWT in the Authorization iﬁmw@m
| | creates o WT. | N Secure Cookie / > header for every ! allows access

Local Storage). subsequent request . to protected resources.

. \ s - = .

rm9sZS16ImFkbWlulng. xYz12AbCAEFGh1456pQwRt -
O e e e —————— | 22.12.8  Common Attacks on JWT |
(22.12.6 Advantages of JWT |
ms&tdmmdsm{aﬂe(mw-sidemsbmge needed ) .

[A Works well with microservices and distributed systems. jﬁ?
[ Compact and lightweight token format. Wiy w
A Con contain custom information (claims). lé
[ Supports single sign-on (SSO) and API authentication .

(22.12.9  Summary |

[ _\@/- Mﬁsapmmjdmdmnuthmm' farauﬁhenﬂcoim ! andauiﬁa‘znimmmademwebapphmﬁms : JWT? ]

[__22.12.5 Example JWT Token J rz?_.IE.? Best Practices for JWT Security ‘
A S St e S e i e e B e ——— 7 )
I [ Header (Basetd) | Pagload (Base64) ' Signature \II ¥ Always use HTTPS to transmit JWTs.
i : { — i I ¥ Use short expuy time for tokens.
I alg :HSQE:S | 'userr;a.me": ':bhnviﬂl.o.", baseﬁﬁ?‘madw}; oy I k3 anre bukms in memory or httpOnly + Secure Cookies
! typ": "JWT | "role” : "admin”, baset4Url(payload), | (avoid plain localStorage).
1 | exp”: 17560006600 )m“’y | | % Use strong signing algorithms like HS256 or RS256.
: L A || # Inplement tohen refresh machanism.
| Encoded JWT: | ¥ \alidate token on every protected request.
' || % Do not store sensitive information in the payload .
! ol il
|
1 J

{ eyJhbGeiOiJIUzIINIIsInR5cCI6IkpXVCI9. eyJlc2VybmFtZSI6ImloYXZpdGhhIiwi ]

| ® Token theft (via XSS, browser storage).

IlTo&mtwnpermgfchmsmgpayImdw&Mmﬁds@mM).
| ®
| o
|

e

To&mrephyatback(mm&gmdd&km}.

memwm,imshﬂﬁs,smhﬂewﬂmmmﬁ_
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22.13 Environment Variables

22.i3.1 Whaf are E-nv'ironmzn.f Varmb_lf.e.s?|

Environment variables are dynamic values that
store configuration settings in the environment
They are used to keep sensitive information
(like API keys, database passwords) and

mm‘.rmmml-spa:.fw sellings outside the code. (Node. js)

How Environment Variables Work

Uséne environment variables improves security,

flexibility, and portability.

environment and uses them al runtfime.

\ 29 1347 Beneﬁ,ts |

: console.log(' Database Host :
| console.log('Database User :',

|
|
x
Simplifies code changes (no need to modify code). I
Improves portability across different systems. i

22 13. 4 Accessmg Enuwonmemf Varr.ab-ﬂes‘ in Node Js
Fid 1 Install dafe.nv

/7 npm instell dotenv

/7 2. Load environment variables inka gy
require( 'dotenv' ). cmf&g();

// 3. Access variables

const dbHost = process.env.DB_HOST;
const dbliser = process.env. DB_USER;
const port = process.env.PORT;

', dbHost);
dblUser) ;

console. f.og( Server Port ', Port);

|
e e ) ®
| 22.13.6 Common Use Cases | S el S
( Usa Case Examols Voriabl | 22 13 5’ BEsf:_Pr:a,cf:Lces
Datsbia Configivetion DB_HOST, DB_PORT, DB_USER, ! * Nswr commit .env ﬁlex to version control. |
DB_PASS | ¥ Add env to .gitignore. |
Authentication JWT_SECRET, SESSION_SECRET | % Use strong, unique secrets for sensitive values.
External APIs APT_KEY, THIRD_PARTY_KEY | it e e, for A ol ;
Applioakion Setiings PORT, NODE_ENV, APP_NAME | % Validate required environment variables on. startup.
Email / SMTP SMTP_HOST, SMTP_USER, SMTP_PASS | ® Use defoult volues only when oafe.
[ 22.13.8 gLﬁgnore Exa.mp[e | _*_?2-13;9 _E’E""-"O_mf”_ﬁ THPE_-'S :
!. " gilisoes | W Environment Purpase
e : A development For local development and testing.
.env.”  local
! | | from being pushed staging For pre-production testing. &
| node_modules/ | .
J A production For live application. 24

(22.13.10  Summary |

R o) s
: amp J

# env f ile
DB_HOST=localhost
DB_PORT=5432
DB_USER=myuser
DB_PASS=mypassword123

JWT _SECRET=superSecretKey
API_KEY=abc123xyz
PORT=5808

| NODE_ENV=development

o

const app = express();

|

! aﬁu._geff'.",
i

app. Listen(PORT, () => {

[22.13.5 Example .env Usage in Code

rsquu‘a( doﬁenv ) l:t;nff.s-(.};

| const express = requc‘.ref'express ; J i

const PORT = procsss.mv.PORT {| 5eee;
const API_KEY = process.env.API_KEY;

console.lcg(‘.‘.;arvsr running on port ${PORT}");

KGH POIIJ'I.tSI

[ Store sensitive data securely.
M Avwid hardeoding values in code
[ Different values for different
environments (dev, test, prod).
[Vl Makes deployment easier.
] Improves collaborafion and code
inkeinabilty.

\ A

Database host
Ditabase port
Dﬂéﬂbﬂs! username
Database password
Secret key for JWT
External API key
Server port
Environment mode

#Ow OB OR R R R R

fﬂ!q, res) => {
res.send('App is running...

"Y;

L

They improve security, flexibility, and portability

|, Environment variables help separate configuration from code.

of applications.

Alumgs store sensitive dafa in environment variables and foﬂow best Pm.cfims.




22.14 Inpuf; Validation

22 14.1 What is Input Validation? |

*L@fvnﬁdaﬁmisfhpmofﬂ‘ﬁc&g
uwirlpuf.fomiﬁisvuﬂd,sufz,wtd
expected before processing it.

¥ It helps prevent attacks like SCL Injection,
XSS, Command Injection, and more.

# Always validate input on the server side,
never trust client-side validation.

(Input)

(22142 Why Input Validation is Important? |

], ® Prevents security vulnerabilities .
; ® [nsures data integrity.
i Avoids unexpected errors or crashes.

22 14.4 Types of Input Velidation

Validation expected data fype.

Presence Checks if the required field | username, password
Valibudion | is s eniply: st ok b Blavik:
Type Ensures input is of the A by & :

Format Checks if input matches Email must match

Validation a specific format. abe@gmail . com
Length Ensures Ulpuf length is Password length
Validation within allowed (imits. 8 o 16 charocters.
Range Cheeks if input falls within | Age must be befween
Validation a valid range. 18 and 189.
Ivhitelist Allows only known safe Role can be only
Validation values . ‘admin’ or ‘user’.

Removes or encodes ﬁnmlful Remove <S|:ripé> £¢3:

.22 14 6 Besé Pr‘a.cftces J

Vaﬁdﬂ.ﬁcaﬂmpu&smihlwnda
Use allow-lists, never deny-lists.
Provide generic error messages (avoid
exposing details).

* O® Ok B

22 14,8 Summary

\I/ *Inpdm!ﬂnﬁmmsm@mﬂdmdafodﬁhkm
__ % Ii prevents many common web wilnerabilities
| *Wm:_mh,wwmwb

build secure and robust applications.

How Input Validation Works

Ke&- Points:
1. Submit 2, Process Valid [ E
e —_— @Vd&dﬁ&mfhcsmads
[ Use allow-lists instead of deng—lists.
Validation Servar /' Dabab E&m&uwwm&nﬁmwﬂ
(Check) (Processing) @Mnmﬁﬁdwmssa?ﬂ
ls.&;&%wm 2L Kt i o sgmgle v
(Show Error) consistent .

P L ,

' 22.14.3  Common Attacks Due to Invalid Input

Attack Dﬂ:riptwt
Malicious SGL queries are injected
SaL Irgmf.iml whwmfommor
manipulate the database.
(X5S) executed in other users' browsers.

Attackers execute arbifrary syséam
commands on the server.

Attackers access files outside the
intended dt'.rnclorg.

= L Mﬂmpu!a.&uhfo.sal.quwsl‘.ebgpnm
NoSQL Tnjeckion G

Command I:ged,m

Path Traversal

(22,445 Example (Node je) |

const express = require( express');
const validator = require('validator’);
const app = -xpr-!if};

app. uu(-xpnu .J'scﬂf)) H

| W..ﬂui('/regisfnr', (req, res) => {
const { amail, age, password } = req. body ;

// Presence Validation
of {lemail I/ lage 11 ipq.sswrd) {
raturn ru.aiaiurf499)._jsanf{ error: 'All fields are required’ ¥);
}
/4 Format Validation
if Clvalidator.isEmail(email)) { '
return res status(400) json({ error: 'Invalid email format' });
1
o THP‘ & RMSI- Validation
if (I'Num.b-r.iufutcssr(nss} ¥ age < 18 i1 age > 18a) {
return ras.ntatu{ﬂﬂeﬂ}.jmf{ error: 'Age must be between 18 and 108° });
}
/4 Length Validafion |
if (possword.length < 8 [| password.length = 16) { |
|
|

return res.status(40@) json({ error: 'Password must be 8-16 characters’ });
}

|
I
| res. send({ message: "Input is valid, Registralion successful!’ }); ==
~

_- Fa Using Parameterized Quwr_q (NDQ'-!-.JS with mgsqi,?) |
| const mysql = require( ' mysqld’); |
| const connection = mysql.cmthmmtcﬁon({ host: 'localhost', user:'root’, |
password: 'pass', database: 'db’ PR :

|

|

|
|
1
|
|
| const userld = req.body.userld; // untrusted input

| const sql = "SELECT * FROM users WHERE id = ?'; // parameterized query
| onnnc:l'.iun.qxccuicf:sq-‘., [userId], (err, results) == {

|

|

[

|

LS

l'.f (err) throw err;

res.send(results);
B3

33



22.15 API Securf.{:y

(22151 What is API Security? | How APL Security Works
* API S i nefers & lprafac‘iﬂ@ APIs £ 1. API Reguest 2. Valid Request | Key Points: ;
unauthorized access, abuse, and aftacks. n — m""""tw'y.,-‘
*APIsameadninandﬁmchaldﬂ,mmdrg [ Authorize access b resources.
them is critical. [ Validate all inputs.
J LB g ) Client Eﬂwm APT Gatewsy / Security Backend APL | [l Use HTTPS evergwhere.
i d confidantiality, integrity. Ay / Usar) (Auth, Rabe Limt, Volidote) — (Resource) | e\ o
and availability of your application and data. | ""““"‘““3‘
. [ Log and detect suspicious ackivity.
% Never trust requests by default, aluays authenticate, 9 2 o i b
authorize and validate. L )
Blocked
(Tnvalid / Malicious)
|_ 22.15.2 Common API Secuﬁ.fg Threats | [ 22 15 3 Be.sf Practices for API Securcty
( Tiimal Hiaraotin [ 1 Use HTTPS Aliags: use HTTPS. ta. encryph daba i brani
Bk Al Weak ;ﬁw authentication allows 2. Strong Authenticalion | Use API keys, OAuth2, or JWT for authentication
e 3. Athorizodion Zmplamant rola-bosed access: conirol: (RBACY.
PP SO T WJeTS Users can access rescurces they
goai TR I A ‘FI«INEMMM Mwm“ﬂmm&cw
Injection Altacks ﬁ,.ML, Command injection Ehrmgh 5. Rate Limifing Limit requests fo prevent abuse and brute-force atfack
ule‘.!. 6. Use least Privilegl Provide M.f_y the minimum access mn;mrmi
Sensitive Dole Exposure APls return more dafa than necessary 7 Sscure Error Hondli Return & i " avoid exposing details.
Broken Object Lovel Aubhorizotion | Accessing objects / records of other users 8. Logging & Monitoring Log API activity and itor for o P
Excessive Data Exposure Poor filtering, pagination or field selection 9. Keep APILs Updated Rﬂg Lart update d arsiin: and bk L hilike
el Skt s Minckers overiend Arle segsing Jiok 10. Dafe Minimization Refurn only required data, avoid overexposure.
S.nm.—.r‘dy M_ﬂ.:mﬁsurnﬁm H'M mﬁs’“’““m' ope: CORS, e — J
L ot st ) [ 22155 Example: Secure APT with TWT (Node js) |
[22.15.4 Authentication Methods | (o mi ;TLLZ;LZ&I ______________ .
P e e e e MR ST e —_ | const expres: = r:quirg('ar‘:rzss'};

| const Jwt = rcquir-f 'JsomakCabﬂl'J;
| const app = express();

| app.m(expms.ism());
Example: = YOUR_AFPI_KEY
g a5 // Secret key fkeep it strong and Frivu!e}

| % API Key -
i Simple key sent in headers or query.
l

Security is not optional - i is essential for every API.

|
#* OAuth 2.0 : const SECRET = 'SupsrSecretKeyl23';
Induﬂ‘.ry standard far a‘dega.ic.d access . | /7 lLegin - Generate Token
| . | app. post( ' flogin', (req, res) =» {
| % JWT (JSON Web Token) | conat { username, passwerd } = req.body;
_' Tokan-based authentication using signed tokens. . | &f (username === 'admin' 88 password === 'passi23') {
= ! const token = _ju.-Lsi.gn.({ ugerld: 1, role: 'admin' }, SECRET, {nx}uirtsrn: k' P
% Basic Authentication p | retum res jsonC{ token });
il | | }
\ Username and M encoded in base64. I] | return rcs.:éaiusf"af)._jsm({ error: 'Invalid credentials® });
e e e e o M RS ' | 3%
| 22.15.6  Secure Headers for APls | U i i s
Uity T S s Sl f B0 | ) | 2 3
f | funchon cul‘:henil.cnturokun(r\eg, res, next) {
Haadar HHP‘“ | const authHeader = rcq.haud'crsf'aul‘.flarr:zqf.l'-m'];
Conﬁmlf—Secw‘ify—Ppﬁcy Prevents XSS affacks | if (lauthHeader) return res.sendStatus{481};
NoCanbink-T; -Opti =) fs MIME F | const foken = nufﬁHeadzr.spEiEf' *HA1];
gl 5|pe- iz - EHP‘ mff‘-ﬂg | Juwt . verify(token, SECRET, (err, user) == {
X-Frame-Options Protects against clickjacking. | if Cerr) return res.sendStatus(483);
Strict-Transport-Security Forces HTTPS connechions | req. user = user;
X-XSS~Protection Enables browser XSS fillering. : ; ;’_""*“ :
Referrer-Folicy Controls referrer information ) | *
| aFP.seéc'fFrnfﬂ.:', authenticateToken, (reg, res) =» {
Use M‘I’Wﬁ"is {M‘JS) to sel secure headers ensill.sr | res. json({ message: *Welcome ' + req. user role });
app. use(require( " helmet ' )()); By
} upp-u-!ﬁm{sm, () == camnh.ing('API rumning on Fﬂr-t 5608’ ));
22_15_? Riﬁe J'_'iifinsnExyﬁEIa | - -
| /7 Install: npm i expmss-raﬁc-li.mf.i | '22158 S‘"“"“”"'H |
| const ratelimit = requ.'.rl( 'express-rate-Limit'); l '
| const limifer = ratelimié({ [ * il APl b:" ieacing: ting el b 7
| windowMs: 15 * 68 = 1820, £ 15 minutes I #* Use HTTPS, sér-ons tokens, rafe f.umf.mg and proper error handl'.ms
| max: 19@,‘ A7 limit each .-[P to fw'mgucsts | _* Full least pri A sl T APT barlid
| m&gqst.' TM mﬂ# “?ngés. PIE“E Efs n.sﬂm Id" X
I l #
1 |

Y,

app. usel “fapid", limiter);
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| 22.6.1 What is Secure Deployment? |

¥ Sccure Deployment is the process of deploying
applications to production in a way that
protects data, services, and infrastructure
from attacks and misconfigurations.

¥ It ensures confidentiality, integrily,

abioly, nd ity of - application:

Key Points:

rqumumdhysmf.
mUummnﬁgtmlma
[ Regularly update and paich
M Use HTTPS everywhere

*Ammdcpbymnfpmmsmﬂsks
and improves trust in your application.

MALM:HS' thwa'JJ i

[ Limit access and follow least privilege
M Monitor, log, and respond quickly

(225800 Ty e vt i prtani T

® Protects from date breaches and atfacks
® Prevents downtime and service disruptions
® [Ensures compliance with security standards

|
|
|
|
|
|
| ; !
|. Bu;fdsuwbmfnndﬁ:w‘drtpuﬁnéwu
|

|

“
i
[J Secrets stored securely.

(4 Environment variables configured.

[A HTTPS enabled with valid 55L cerlificate.
] Ummnrg services and ports disabled
[ Firewall rules mﬁgmd

E Logs and monlforr.rl.g enabled .

41 Backups configured and tested

%]

S e VY B =y S—

| 12.16.5 Exampf.e.’ Usins Environment Variables (Node,J’sJ |

| // _env file
DB_HOST=localhest
DB_USER=admin
DB_PASS=StrongPas=@123
JWT_SECRET=SuperSecretKay123
PORT=5088

71 app. js

require(’ dotenv’). config();

const sxpress = raquire(’express’);

conal app = express();

const PORT = prom:.cnv.PGET 11 5688;
mﬂ‘* DB,.’mST - PW.EHV-DS—HGST;

app.get( /', (rag, res) =» {
res_send('Application is running...');

1);

|_2.2_163 Best Practices _for' Secuierggrrmni

Description

Abmgsmwsbmuw(daiamw

Store sensitive data (keys, passwords) in
environment variables, not in code

Hﬂjli&}l;ﬂ Vawlt, or Azure Kc& Vault

Least Pri.uhg!' Access

to users, services, and processes

Secure Configuration

Disable unnecessary services and poris

R, [19 lote Lib .:f ks,
and system packages.

Input Validation Vaﬂdﬂewﬂmﬁﬁzcdﬁmhmh
production.
Logging & Monitoring Menitor application logs, errors, and

security events

Bacﬁup & R’mﬂ-

process

Use Firewalls & WAF

quhuﬁlhmd”ﬁbﬂppﬂadimFMﬂﬂs

Automated CIL/CD -Stcw1.l§3

Include securily scans (SAST/DAST) in
CI/CD pipeline

| 12.16.6 Enable HTTPS (Express with Helmet) |

| const express = require( sxpress’);
const htips = mqul'ruf‘hf.[psl);
const fs = require( fs');
conat helmet = require( halmet’);
const app = express();

app. use(halmet());

app-getC'/", Crag,

// Set sacure HTTP hooders

ras) == {

rec. send(’ Secure deployment with HTTPS!'};

B;

const oplions = {

kay: fs.readFileSync(’ fqtc/l.ﬁ:cwgp{/ﬁiw/yawduﬂmh\. wnvfprivkqg .pam'},
ceart: fs. renanl'.qS:jnc( ) /-ic/{-tm:rypl/tiw/ymm_com/fn.l[dla.in.Pun' )

https.createServer(options, app).listen{$43, () = {
console. lagl "HTTPS sarver running on pert $43°);

app. Listen(PORT, () => console log(’Server running on pert S{PORT}')J:

| 1216 7 Common De:P{oymeni Mistakes

M

| 22.16 8 Recommended Tools

Tools

AWS Secrets Manager, HashiCorp Vault, Azure Key Vault

GitHub Actions, Gitlab CI/CD, Jenkins

Snyk, OWASP ZAP, SonarQube

Prometheus, Grufnm. New Relic

Cloudflare WAF, AWS WAF, ModSecurity

Hardeoding secrats in coda Exposure of sensifive information. o ;
Using HTTP instead of HTTPS Data can be infercepted. cl/cD

Net updating dependancies .’Cm_m_vulrw-u&dshumb:upiodnd Security S ;
Ovar-permissive access Allackers can misuse excess permissions Monitaring

No backups Dafa loss in case of failure or attack Web Application Firswall
No' monitoring or logging Hard o defect and respond fo issues Condainar Sscurity

22.16 9 Summary

Docker Bench, H-a'vg. .ﬂqua Sc:urii_y

¥  Secure deployment protects your application, data, and users.

# Follow best practices, use strong configurations, and keep everything updated.
¥ Monitor, backup, and have a rollback plan for safe and reliable deployments




