LCho.p’cer 271 MySQL User & Security Managemen{:

2%.1 MiSQL User Accounfs.

¥ MySQL uses a user-account system to allow clients to connect to the
server and access databases.

¥ Each user account has a username, host and a password.

¥ The host part specifies from where the user can connect.

¥ MySQL checks user privileges to control what the user can do.

Key Points :

|—_\7T Everg user has a tmigu.a username and Pa.ssword.
M Host name determines where the user can connect from.

| Priuilege.s define what actions a user can perfom.
M Root user has all Priviieges by defo.w'.f,

Defa.ulf MESQL User Accounts :
(

Username Host Description
root localhost Super user, full access to all databases.
mysql. session localhost Used internally by MySQL.
mysgl.sys localhost Used internally by MySQL.
debian - sys-maint localhost System maintenance user (on some s‘tjsﬁm).J

t?.7)‘..?. CREATE USER .

¥ The CREATE USER statement is used fo create new MySQL user accounts.
¥ You can speafg the username, host and Pnssword.

* Syntax :
[ CREATE USER ‘username’@ 'host’ IDENTIFIED BY ‘password’; ]
Exw&s :
o [ CREATE USER ‘jokn'@ localhost’ IDENTIFIED BY 'johnl23'; | == User can comect only
¥ from this server.
5 [CREATE USER ‘alice’@'%’ IDENTIFIED BY ‘alice123’; ] ~- User can connect from
any. host.

o  CREATE USER report’@ '192.168.1.%' IDENTIFIED BY 'report123’; | == User con comnect from
local network .
Key Takeaway :

[ _‘@l_ CREATE USER is the f:'.rsi: sfe.p in MySQL seagri*ﬂ. Aiwags create users

with .sfmnﬂ Password.s and proper host restrictions.




.2?.3 ALTER USER .

¥ The ALTER USER statement is used to modify the properties or
Pri.vf.i.eges of an exisﬁus MHSQL user .

¥ You can change the Pa.ssword, host or other attributes.

* Synfa.x :

[ ALTER USER ‘username’@ "host’ IDENTIFIED BY ‘new_password’; J

¥* You can also dm.nge other attributes like account lock or Privilege.

Exa.meles :

o | ALTER USER ‘john'@ ‘localhost’ IDENTIFIED BY ‘john@123’; | Jf:“’f;r""?j:::,rd

o | ALTER USER ‘alice’@ ‘%' IDENTIFIED BY ‘alice@123’; == Chuge Ff”"’_“".”d
L ) for user ‘alice’.

o | ALTER USER ‘report’@'192.168.1.%’ IDENTIFIED BY 'newpassi23’; | == Change password
L J for user l"ﬂFDI’é ‘

Key Points :

M ALTER USER is used to modify an existing user.
M You can change password, host or other attributes.

M Use FLUSH PRIVILEGES; after makm_g changes to appf.H them .

.

21.4 DROP USER

¥ The DROP USER stotement is used to remove a user account fmm MHSQL. @

¥ When a user is dropped, the user can no longer connect
to the MHSQL server.

% Syntax :

[ DROP USER ‘username’@ 'host’; ]

Ewks :
DROP USER ‘john’'@ ‘localhost’; - Drop user john' from localhost.

0{ DROP USER ‘alice’@ ‘%’; § == Drop user ‘alice’ from any host.

DROP USER tr‘f.'.,r:}o.r‘f:'@‘.'.[92..‘[68..‘.[.J’/g’;';, | = Drop user ‘report’ from local network .

Kea Takmwaa :

D : \ DROP USER Fernw.n.enﬂﬂ removes the user from. the MySQL  server.
@ Use it carefully because the user will lose all access.




.2?.5 GRANT

¥ The GRANT statement is used to give privileges to users.
%  Privileges allow users to perform specific actions on databases and tables .
% You can grant Frivi[zges on all databases, o specific database or
a specific table.
* Aﬁer‘ granting privflege.s, a.huo.gs use FLUSH PRIVILEGES to apply changes.
* Sgn'ka.x : i
| & INsERT |}
GRANT  privilege _List ON database name.table name | & veoare ||
TO ‘username’ @ "host’ IDENTIFIED BY 'Pa.ssword',‘ o peLere
Eﬂles :
o [(GRANT SELECT ON student_db.* TO 'john'@ 'localhost’; | ~~= Grant SELECT o all tables

in database student_db.

o [ GRANT INSERT, UPDATE ON student_db.marks TO ‘alice’@ ‘%’ ,-] -~ Grant INSERT and UPDATE on
» table marks.

® | GRANT ALL PRIVILEGES ON *.* TO ‘admin’'@ 'localhost’; J -- Grant all privileges on all
- databases and les .

o | FLUSH PRIVILEGES; | == Apply privilege changes.

Key Points :

ET GRANT is used to give Privin':e.ges to a user.

o) Specify the exact privileges a user needs.

M Always use FLUSH PRIVILEGES after granting privileges.

A1.6 REVOKE

3 The REVOKE statement is used to remove Priviiege.s from users .

¥ It does not delete the user; it onls removes the given Prf'.vd.zges.

¥ After revoking privileges, always use FLUSH PRIVILEGES to apply changes.
% Syntax :

REVOKE Privélege._ list ON database_name.table_name
FROM ‘username’ @ 'host';

Borpes

[ REVOKE SELECT ON student_db.* FROM ‘john'@ *localhost'; | -~ Revoke SELECT on all fables.

( REVOKE INSERT, UPDATE ON student_db.marks FROM ‘alice’@'%’; | ™~ e T

o (REVOKE ALL PRIVILEGES ON *.* FROM ‘admin’@’localhost'; | - Revoke all privileges.
o [ FLUSH PRIVILEGES; ] == Apply privilege changes.
Keﬂ Points :

-
[ REVOKE is used to remove speci.f-:’.c privileges fmm a user.

[ The user remains, but the removed privileges cannot be used.
| An'.wa.ﬂs use FLUSH PRIVILEGES a.ﬂ:e.r rsvaki.ng Pri.w'.[,ege.s.

Ke& Ta.keu.wa.u :

-

A

3 - GRANT gives permissions, REVOKE removes permissions. Use them c.a.re.ﬁl.ﬂ.g
/@\ to manage MySQL security eﬂecf:i.vz[s,

L.




277 MySQL Roles

% Roles are named collections o_f Privil',eses.

% Roles make it easier to manage permissions for nmﬂ:f.ple users .

* You can srm{' Frivif.ese.s to roles and then assign roles to users.
¥ After making changes, always use FLUSH PRIVILEGES to apply.
% Syntax :

’ CREATE ROLE ‘role_name’; -- Create a new role.
GRANT  privilege_List ON database.table TO ‘role_name’; -- Grant privileges to role.
GRANT ‘role_name’ TO ‘username’@ 'host’; -~ Assign role to user.
REVOKE ‘role_name’ FROM ‘username’@ 'host’; == Remove role from user.

! DROP ROLE ‘role_name’; -= Drop a role.

Examples :

o [ CREATE ROLE

‘data_reader’;

® | GRANT SELECT ON sales.* TO ‘data_reader’;

e | GRANT ‘data_reader’ TO 'John.’@ "localhost ' ;
® | REVOKE ‘data_reader’ FROM ‘john’@ 'localhost’;

e | DROP ROLE ‘data_reader’;

Key Points :

-~ Create role named data_reader.
-- Grant SELECT privilege on sales database to role.

- Assiﬂn role to user JD‘UI.,

-~ Remove role fram user J'ohn..

-- Drop role data_reader.

& Roles help in grouping privileges and smplg%mﬂ permission management .
™ Priw'leges are gra.n{'.ea' to roles, not du-e,cﬂy to users.
E Roles can be a.ss&gn.e.d to nw.lﬁpl'.e users .

.2? .8 Privileges

* Privileses d.eﬁne what actions a user can Perform.
: 3 Privﬂeges can be appl'ied at various levels.
¥ Some of the common privileges are shown below.

Privil'.ege. Dascrf.,o{'i.on
SELECT Allows reading data from tables. GRANT SELECT ON db.table TO user;
INSERT Allows E.-Lsgrb'.nﬂ data into tables. GRANT INSERT ON db.table TO user;
UPDATE Allows updating data in tables. GRANT UPDATE ON db.table TO user;
DELETE Allows deleting data from tobles. GRANT DELETE ON db.table TO user;
CREATE Allows creating databases and tables. | GRANT CREATE ON datobase.®* TO user;
DROP Allows dropping databases or tables. GRANT DROP ON database.* TO user;
ALL PRIVILEGES | Grants oll available privileges. GRANT ALL PRIVILEGES ON *.* TO user;
| UsAGE No privileges, allows connection only. | GRANT USAGE ON *.* TO user;

Ke.& Takea.waj :

__ Privileges control what users can do in MySQL. Use the minimum necessary
.

Privileges to maintain a secure database environment .

Levels at which

Prév&l&ges con be

applie.d:

e (lobal Level
(*.%)

® Database Level
(database . *)

o Table Level

(ltabose Aible) .

® Column Level
(database . table .
column.)



.2_1‘. 9 Authentication .

¥ Authentication is the process of verifyin.s a user's Ldanﬂf:g.

¥ MySQL uses authentication plugins to authenticate users.

¥ The cie_fa.u.H: authentication plugin in MySQL 8.0 is cadm&g_shaﬂ_,oa.ssward.
¥ Authentication P[u.‘gi.n.s can be s,oeci.ﬁed while cre.aﬁns or m‘.ierf.nﬂ users .

& ©

% Affer mnkm.s dmn‘ge.s, alwags use FLUSH PRIVILEGES to app-‘.y, [ AUTHENTICATION
S
CREATE USER ‘username’@ 'host’ IDENTIFIED WITH plugin_name BY ‘password’; l"""
ALTER USER ‘username’@ 'host’ IDENTIFIED WITH plugin_name BY ‘password’; “—@
Exwle.s :

Create user with
default authentication plugin.
Create user with
niﬂsq’[una.ﬂveu'oasswrd PLU.&I-J'I..

o [CREATE USER *john’ @ ‘localhost’ IDENTIFIED WITH caching sha2_password BY ‘john123’; J =
. DLTER USER *john’@ ‘localhost’ IDENTIFIED WITH mysql_native_password BY ‘newpassi23’; ] = Charge utliniiion, plegin

° { CREATE USER ‘alice’@'%' IDENTIFIED WITH mysql_native_password BY ‘alicel23’;

andpasswar&forusar.

] { FLUSH PRIVILEGES ;
Key Points :
M Authentication veriﬁes who the user is.
M Authentication P!.ugms determine how the 'oa.ssword is verﬁﬁe.d.

USE ‘LUSH ‘RIVILEGES ﬂ.'Ee-r Cjwlﬂu‘ ls O.U.éheﬂ.ff:cail‘.aﬂ. seﬁéul 1.35.
E
E Use S{:PO |l. l':ﬂ.S ukﬂ Cﬂ.dl‘ _Shﬂ.z_ CI.SSWO‘& b&&er SeCurI-.f .
Hﬁ P IJ.S I.ﬂ.s F‘ T r 5

~

.2?.10 Password Managemeni.

¥ MESQL Pravides commands to change and manage user Passwards,
¥ Passwords should be sf:rc-nﬁ- and c.ha.nﬂed: Per&miicaﬂg.

% You can change passwords for your own account or other users (if you have Perrru'.ssr'.on).
Syntax :

ALTER USER ‘username’@ 'host’ IDENTIFIED BY ‘new_password’; ]

SET PASSWORD FOR ‘username’ @ 'host’ = PASSWORD( ‘new_password');
Exw&.s :
o [ ALTER USER ' john’ @ ‘localhost’ IDENTIFIED BY 'john@123'; | ~-- Change password for user john.
. LSET PASSWORD FOR ‘alice’@ '%’ = PASSWORD( ‘alice@123); 1 == Change password for user alice.
° [ALTER USER ‘root’ @ ‘localhost’ IDENTIFIED BY ‘Root@1234'; } -~ Change password for root user.
o [ FLUSH PRIVILEGES ; ] -~ Apply changes.

e e e e

KQH Points : E’ Sfron.s- Password Tnps ':
o Use ALTER USER or SET PASSWORD to change passwords. | '@ Usg ot least §R30 e, |
[ Alwoys use strong passwords with letters, numbers and symbols. | @ e & mis of apperinee, E
| :
' I
| |

4 Re&uf.u.r Pu.s.sword. c.ﬁ.a.nge.s improve 5e,cu.rf.'f‘.5. o 3 k€ 53“15015
E’ Use FLUSH PRIVILEGES n.ﬁ:gr dmnﬂm.g Pa.sswards.

e e e e

Keﬂ Ta.kea.wgﬂ .
Authentication ensures the righf user connects, and Pa.ssword ma.n.a.gemznﬁ
~Gp)-

the dalabase secure. Use .s‘f:mn.s authentication Pf.u.si.ns and s{rans
Pa.sswords fnr a sa.fz MHSQL environment .




27.11 SQL Injecfion

% SQL Injection (s a code injection technigue that mishf destroy your database .
¥ Tt occurs when userx}n?oufisnofvaﬂdafedandisdirecﬂyusedinSQngies.

¥ Attackers can execute unwanted SQL commands ﬂlmugh Ln.iouf ﬁz{d.s.

* Abamﬂs validate , sanitize anuf‘.s and use Prepm‘e& statements to Frevemf: SQL I:l.jec.ﬁan.

Exa.mE[e. :

-

NO]"JTLQ-I{ G.U.E.I"H

Ir:ije.sfeci Query

SELECT * FROM users

WHERE username = 'J-olm' AND

L3 OR Fi':'i' 3 il |
nga.sse;s Iogt',n and returns all rows.

N

possword = 'pass123’;
SELECT * FROM users 1; DROP TABLE users; --
WHERE id = 1; Drops the users table .

Preventive Measures :

M Use prepared statements with parameterized queries.
[ Validate and sanitize all user inputs.

~

-’

2

-

Example (Sn.fe Qu&rg)

Prepared  Statement in PHP (using MySQL{)
$conn—>prepare( "SELECT * FROM users I
WHERE username=7 AND Fassword.-!?");

[ Use least privilege accounts .
P 3

,

M Avoid displaying SQL errors to users.
Phﬂ""ﬂ

M Keep database and lications ted .
P app

$stmt->bind_param("ss”, $username, $password) ;

{

I

i

i $stmt =
|

i $stmt->execute () ;
i

e e e ———— ———— —

== User inpuf is treated as data, not as code.

—_—————,—,——ee e ——

e e

f@

A-[UQSS use secure mdm.s P!‘ﬂ.c.tLCES fiﬂ P!‘O'&eﬁé HOH’.F da.f:a.ﬁase

SQL InJec'éwn can lead fo data fﬁzﬂ data loss and com,m’.efe, sssf:em compromise . ]

.2?.12 Secure MHSQL Applicafi.ons.

¥ Follow best practices to kee.o your datobase and o.]ppﬂi.c.aﬂ.on .sa.fe
¥* Se,wr&g should be t'mpf.uneni:ad at both database and applimﬁnn levels .
* Reﬂu&u' mam'f;ori.ns and upda.fas .l'wﬂp in rruu.nia.l.mnﬂ o secure environment .

Best Practices : Key Points :
Practice Descn'?oﬁon. & Szcuri‘f:g s eversone’s
s o Use sérorbg A com.Piax passwords and t.hange them re.spon.ﬂ'.ﬁiﬁfﬁ.
B Use Strong Passuords periadically. of Follaw best pradbices
] Grant onlﬂ the minimum privileges needed fm— mnsl'.sf:enﬂﬁ.
g Least Privilege a user to Perfarm tasks . = Regularly review users
(/) Use Prepa.re.d Statements Use prepared statements to vaenf SQL Injection. and Priuiieses
% Ahua.bqs use secure
Input Validation Validate and sanitize all user inputs. :
i o coding techniques
= ReSu,Lqr Bq.ckups Take rtgula.r backufs and test restore process. = Bm:kup your data
Keep Upda.f;ed Keep MySQL server and applications up to dafe. mﬂ'“!“"ﬁ"

Monitor ’.ag.s and audit access msuiarlg

Disable Unused Features

(8]
Q, Monitor and Audit

Disable unnecessary services and remove unused

d.GCaOM’ES

A Secure MHSQL RPPumt;.Oﬂ‘. Fméeﬂfs Hﬂur d&fﬂ., users G.ﬂ.d bHSEﬂ.ESS
Use strong passwords, least privileges, validation, backups and monitoring to stay secure .




