lcmpf:er 31: MySQL Replication & High Avai[abiliﬁyg

31.1 Introduction to Re,o[icaiion
® ®

* Replica.fion is the process of copying data fr‘om one MSSQL
server (source) to another MySQL server (replica).

¥ It helps in improving availability, reliability and
performance of databases.

% Replication ensures that multiple servers have the

same da.{:a, .

%* It provides fault tolerance and disaster recovery .

Data is copied from
% MSSQL uses a.sgnchronous replica.fr.'on by default. Master to Replica

Key Points :
M Rep[ica.fion increases data. a.va.ila.bilify.
|Z[ It allows read scaling by offloading read queries to replicas.

Iz[ It protects data in case of server failure. |

| 31 Goiteal Q;Pl;a-—’q’" chitecture ‘

¥ In MySQL replication, one server acts as the Source (Master)
which has the origina.l. data.

% Other servers act as Replicas (Slaves) which copy data from
the Source.
% AUl write operations (INSERT, UPDATE, DELETE) are performed
on the Source.
% Read operations can be performed on both Source and Replicas.
* Rep(icas are updated a..synchronousty from the Source.
I Source (Master) §o b i
1. Write . ;
—— OPer;EEons Bmy Los Cha.nge.s — —
— _—} (bml.og) ___.) = - :-.___.-

o Handles all write opera.ﬁons . Copie.s data from Source
o Stores origim.l'. data iy — pm - Appl'.ies cha.nges

* Rumol ehanges iin : L_ J : asynchronously
Binary Log (binlog) I I * Used for read operations
5 } L teend . j it ki J
(Optional ) =

E_&H Ta.kea.wa.y .
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(@~ MHSQL Replication helps in improving high availability , backup :' f
‘- and sco.la.bilifg bg ma.mﬁa.w.ng muiﬁplz coptes of data. ?

&




I3_i.3_ ;_Bina.ry Log Replication

Source (Master)

* MHSQL replication works by using the Birmry Log (bi.rt[og)
on the Source server.

% The binlog records all changes made to the data
(INSERT, UPDATE, DELETE).

¥ Replicas read these changes from the binlog and
replay them on their own databases.

% This ensures that replicas have the same data

as the source.

Replica. 1
Replicaﬁon Flow : (Slave)

1. Client sends 2. Source executes 3. Replicas (10 4. Replicas (SQL
write requesf il the transaction - Thread) read —re Thread) appiﬂ
to Source and writes to events from events to their

Binary Log Binary Log databases

Keg Points :

IZ[ Binary Log s the heart of MySQL replication. — I

M Replication is asynchronous by default. —

E/I Network issues may cause replication delay. 1S

I 31.4 GTID-Based Replication
¥ GTID (Global Transaction ID) uniquely identifies Example GTID

each transaction.
¥ It makes mpf.ica.ﬂan more reliable and easier

to manage.

% With GTID, you don't need to track birurg [og
positions.

¥* It Prevenf.s data in.c.an.sisfmcg and simjoﬁfies

fa.iiover X

idva.nf;a.ses oi GTID :

o ——— e — e —

: 3E11FA47-T1CA-11E1-9E33-CB0AAS429562:1 |
I

| 3E11FA47-T71CA-11E1-9E33-C80AA9429562:2 :
Il. 3E11FA47-71CA-11E1-9E33 -CBOAA9429562:3 |

™y f '1 i -
Improves reﬁabiiitg Prevents data Simplifies failover Easier to manage
of replication inconsisfency and recovery la.rge environments
\, S \ S \ J . o
Ke.y Ta..‘cea.wa.y :

O

Reduces manual

intervention

b L
b -
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and makes MHSQL replica.ﬁon easier to monitor and manage .

GTID-based replication enhances re[iabiﬁifg , avoids missing transactions




I;31.5 Ref_:u'.ica,ﬂm Conﬁgfﬂaﬁion—] Source (Master)

% Replication requires cmﬁguro.ﬁon on both Source (Master)
and Replica (Slave) servers.

% We need to enable binary logging on the Source and
cmﬁgur‘e the Replica to read ﬁ'am the Source.

% Each server must have a unique server-id.

% Replicas connect to the Source using IP address, port,
username and password .

Sfe.E.s to Conﬁaure. ReEI'.Ecuﬁon:

1. Enable Binary Log 2. Create Replication 3.6t Doy Loy 4. Confiqure. Replica 5. Start Replication
on Source. = User on Source. = File and Posidion. | => i

f S to connect to Source. on Replica.
rom  Source .

__E-xam)ol'.e L. mﬁﬁuraﬁm :

On Source (Master) On Re.piim (Slave)

r =

-- Set unique server-id
server-id = 2

= Enable Bina.r'g Los ——
los—Bl'.n. = my.sq_!.-bl'.n

server-id = 1

-- C onfia ure repucaé on

CHANGE REPLICATION SOURCE TO _
SOURCE_HOST = 'sour'ce_l'.p' i O
SOURCE_USER = "repl_user', '

SOURCE _PASSWORD = 'repl_pass',
SOURCE_LOG_FILE = 'mysql-bin. 000001 ",
SOURCE_LOG_POS =15%;

-- Start replication

START REPLICA;

-~ Create ReP[Eca.f:[an User

CREATE USER 'repl_user'@'%' IDENTIFIED BY 'repl_pass';
GRANT REPLICATION SLAVE ON %.* TO 'repl_user'@'%’;
FLUSH PRIVILEGES;

-- Get Birw.ry Las File and Position
SHOW MASTER STATUS;

Key Points : !Z’ Source writes ch.anse.s to I’ain.a.rs 1'.03.
M Replica reads the binary log and applies changes.
B All servers must have unigue server-id.
; 31.6 Monifaring Re,oﬁca.ff.on Efpl',ica.tion Status Check :

are running carrecﬂy and in sync with the Source.

% Monitoring replication helps to ensure that Replicas [SHOW REPLICA STATUS\G ] Q

¥ We can check repﬂica.ﬁion status, L-J.3 and errors. HEQ.&’T.H Re.FE,ca.ﬁan:
% Regular monitoring helps in early detection of issues. o — ~
J ™ '[fﬁ Repﬁca._IO_Rwudng: Yes
Imporitmf; Parameters : Replica_SQL_Running: Yes 0
Parameter Description ' | © Seconds_Behind_Source: 0 (or low) |
chﬁca.__ID_Rcuming Shows Lf Rap&a:. is connecting to Source . ‘_‘[f bhere: o an Toouu::
Ezp[ica._SQL_Runnins Shows l:f Replica is appigi.n.g events . = = ~
: = = ¢ Check error messages.
Seconds_Behind _Source Replication delay in seconds. ¢ Badbint ik
Last_IO_Error Last error while ru.imj frnm Source.. b v""‘:fﬂ ) r.on.rmchv-.fg
Last_SQL_Error Last error while a.pplgmg events. o Ensure bin.ar& .{gg is available .

EE.H Ta.kea.way_:

vy
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5 = Monifuring r‘epﬁca.ﬁon ensures data can.si.sfency, hegos in qu.i.ck issue resolution
"8 and maintains high availability of MySQL databases.
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| 3_1.7 Repiic_:aﬁion Failures ..
¥

Relol'.ica,ﬁm failures can occur due to network issues,
server crashes, or data inconsistencies.

If a Replica stops, it will fall behind the Source.
Failures can lead to data loss and downtime.

We need to detect fmﬁ.tres and take corrective actions
quickly .

MySQL provides tools to recover and re-synchronize
Replicas .

*

A
l |
Common Causes of Failure : ~—-Out of Sync —__/
' ) (Fa.n.h:.re.)
o Network connectivity problems. M
o Replica server crash or shutdoun. [ Detet | [ 2 Stp | (3 Re-synchronize] [ 4. Start | [5. Monitor |
o Disk Panlien . : Rephmﬁwn Rapfiﬂa with R:Ffu:abm Relpﬁv:aﬁm
full on Replica Failure |_o| Replica |—>|  Source  |®| Again |->| Status
o Data inconsistency. ~
® Lang running transactions on Source . Q u
. J . _J \

Key Points :
M Failures are normal; quick recovery is important.
[ Regular monitoring helps in early detection.

[ Keep backups to recover data if needed.

Read Replicas are used to handle read-heavy workloads.
They offload read queries from the Source (Master).
This improves performance and scalability .

Read Replicas do not accept write operations.

They replicate data asynchronously from the Source.

Benefits of Read Rﬂplﬁ;ﬁﬂi

() || .l N

Read Replica 2
(Read Only)

Read Replica 1
(Read Only)

_ Handles read operations
(SELECT quﬂr&es)

Key Points :

Read Replica 3
(Read Only)

Improves read Scales read Improves system| |Supports reporting
Use Cases :

° chdﬂng lazyc number c.f read quertes.

® Reporting, analytics and business intelligence.

o Content dehver‘q and ca.c.hw.g

Geosraphmﬂﬂ distributed read aPem.l‘:‘:.ms

[ Read Replicas are read-only.
Eﬂuyhnlpmscaiugmdpegcmmwwa
A Writes should always go to the Source.

_f_(_eg Ta.kea.wag :

Read Replicas improve scaia.éi{ify
while the Source focuse.s on write operations

IS
N -
- -
’ .

and performance by handling read queries,

and data cons:.‘.sfmcy.




}r3i.9 f_'figh Availa.bi[ify Concepfs ‘

HA Architecture Overview :

% High Availability (HA) ensures that the database [ Clients / Applications ] 22
sysf:em s available and accessible with minimal downtime . i
% It involves reduniancg, fa.ilove.", load bularming | Lt Al el ]O—ﬁ
and automated recovery . T
-*Thzgoaikbmumu"'amicedﬁsmpﬁmhmse o= e = ‘|‘ ----------- =1
: v ) v
of foilures. MySaL Server 1 MySQL Server 2 MySQL Server 3
% MySQL provides multiple HA solutions and (Active) (Standby)
architectures . =
Kei HA ConceEfs:
3 - I
Concepﬁ ﬂe&cn‘vf:m pmm e Wi
Redundancy Duplicate components to avoid single poinks of failure. ‘{_f’f{%i%ﬂm _ _____
Fal Automalic st a i ils. L : T
%_ i b Sl e vhes Py ok Benefl.ﬁs of Hagh Avalla.bdufg :
Rzphmﬁ.m Kup rru.llﬁple c:Pcu of data across servers. —
Backap & Recovery | Regular backips and quick recovery in disasters. aEII 4 @
Load Balancing Distribute client requests for beller performance. Minimizes Improves Better Data Reduces
| Automation Auimhfaﬁom,m:mrymdmmasmmiéuks.J downtime refinbﬂy pu:fornwme protection business risk
Common HA Solutions in MHSQL:
o MySQL Replication with automatic failover. Key Points :

.'"?HSQL InneDB Cluster.
MSSQL Grou.‘p Rephca.f;m
u;ing external tools like MHA (Master High Avmf.u.bdxfy)
Load ba.la.nan.s with ngSQL or HAPI‘OXH.
Cloud-based HA solufions (AWS RDS Multi-AZ,

efc.).

Ef}i Ta.ke.a.waﬂ s

E‘[HAMMMMMH,
M Use redundancy and failover to avoid downtime.
A Replications and clustering are key to HA.

[ Monitoring and automation are critical for HA.

Hl.sjt Avmia.ﬁdlfs ensuwres that MSSQL databases

using redundancy, replication, failover and continuous monitoring .

remain. available, relioble and Pr.rforma.ni b&

|31 10 MySQL InnoDB Cluster

* MHSQL InnoDB Cluster is a ﬁ.lﬂy managed HA solution
built on Grou’n Repli

It lorov&ies automatic faiiuver, data can.si.sfzncy

and scalability .

It combines Group Replication, MySQL Router and
InnoDB Storage Engine.

* Rismsyfodzpiog,mmwgzmdm&or.

% It supports read scaling and high availability.

_l_(_es Features :

*

*

InnoDB Cluster Architecture :

u10)

£
[ic

Kes Points :

[ InnoDB Cluster provides built-in HA.

Easy Deplogment

O

Automatic RMMI‘&

Mnitoring & Management

mﬂum(;wﬁcpﬁmﬁmfrhhm@hnﬂg.
MHgSQLRoMmuusu:ﬁsdmﬁms.

Key Takeaway :

o ey
- -
- -

o

MHSQL InnoDB Cluster is a powerful, aa.sg-f;a—nwwsa HA solution thai provides automatic
fnﬂ.uvcr, data c;un.s.fsfzm:hl, scniu.ﬁﬂy and ﬁiﬂh a.vm',faﬁﬁéﬂ Jq:r MHSQL databases .




31.11 MySQL Router |

* MHSQL Router is a Eighfw&i&hﬁ middleware that routes
client connections to MySQL servers.

MHSQL Router Architecture :

¥ It is part of the MySQL InnoDB Cluster.

* It l.t:h"ow:de.s E."l.few.‘genﬁ roufing, load ba.f.a.nwxﬂ and
high availability .

% It automatically detects the state of cluster members.

¥ It can handle read/write sJoLl{'Erlng{

e, SN, SEANpLEy., aep—
Keﬂ Features : [
o T |
r ™ I
|
X || &2 | )=
| Secondary 1
Intelligent Load Balancing . (Read)
- . | S —— 0 %,
( b ‘ f ' Rouﬁng Modes
Q 2 f Mode Description
Automatic Topology Read/ Write e :
5 i . G requests go to Primary, read requests
By, | s ROARES. SPRAAG] o Toad olbiosdt acrass Shcwidistis:
Key Points : > Read -Only All requests are routed to Secondaries.
| E_f MHSQL Router improves Ioufaﬁmnae. and scainéiﬁfg, 0 Read - Write All reque.sf:s are routed to P.r-i.mnry.
M It provides high availability and automatic failover.
O It simplifies application connection management.
M It works seamlessly with InnoDB Cluster.
Key Tokeaway :
J ay‘ .[‘_MHSQL Router acts as the connection layer between applications and
:@: MySQL servers, providing intelligent routing, load balancing and high aveilability.

(3112 MySQL Shell

* MSSQL Shell is o modern, JavaScript and Python '
based client for MySQL. Js
% It provides an enhanced interface for administering Tnteractive SQL JavaScript Python
MySQL servers and clusters. { Shell Mode L Mode |
* It suFPorﬁ both SQL and S-CJT..Pfl.!LS. 2 = =
¥ It (s used for administration, automation and
F T ; </>
%* It works with InnoDB Cluster, MESQL Router and Barir Scripting and
standalone MHSQL servers . ! Ma.naﬂmmf: N Adm_msﬁra.ho:l Automation
Common Use Cases : Example - Connect using MySQL Shell : Key Points :

MHSQL Shell Capa.bu'.cﬁw.s

7~

Hmnging InnoDB Clusters.

User and priviiege rrwm.gemn!.

r"‘loniéoﬂ'.ns server status,

L ]
L]
® Backup and restore operations,
L
L ]

Automating administrative tasks.

Key Takeaway

([ -- Open MySQL Shell
$ mysglsh
== Connect to Server
mysqlsh> \connect root@localhost:3306
== Connect usutg X Protocol
mysqlsh> \connect root@Llocalhest:33060
== Connect te InnoDB Cluster

mysq Lsh> d.bn.setCiustcrf )

o MySQL Shell is powerful

M Automates many MySQL

and versatile . : >

M Supports SQL, JavaScript =

and Python.
and administration.

tasks .

POl P
~ -
- ~

clusters and automation using SQL, JavaScript and Python.




